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CHAPTER

Introduction

Our society is experimenting a change due to the communication systems, which
have grown in importance since the development of new techniques to make
them faster and better. Examples as the development of the telegraph in the
19th century show how fast the communication world has changed if we compare
it with other technologies.

The most recent communication system is Internet. Internet has provided
to our society with powerful tools like the World Wide Web, or WWW for
short, which has granted us the access to the biggest library never created. But
it is not optimized at all because the information indexed by Internet is not
always useful. However, the added value by Internet to an information based
world makes it a lesser drawback.

Thus, Internet has provided us with a capability to communicate our soft-
ware or hardware systems. This capability allows us to synchronize these sys-
tems in order to communicate one another and the synchronization between
them allows the task distribution and specialization. These effects are similar
to the effects derived from the development of our main communication system,
the language. For example, a consequence of the language capability together
with a sedentary lifestyle in widely communities was that task distribution was
done in groups and these groups specialized themselves in these tasks. This sce-
nario is visible for example in prehistoric life when men specialized themselves
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Chapter 1 Introduction

in tasks as haunting, women and children specialized themselves in tasks as
harvesting.

Currently, Internet has achieved a high level of development as commu-
nication system for business processes. For example, the security issues in a
payment process are one of the most important goals that must be covered by
current applications on Internet and, in order to accomplish this goal, proto-
cols such as TLS, SSL, SET, etc. have been developed. Furthermore, due to
the heterogeneous nature of Internet, standardization issues have been covered
by some entities, like w3c, OMG, OASIS, etc. Now, one of the most impor-
tant challenges is the development of business processes by using Web Services.
Thus, as in any other development process, it is important to guarantee that the
system behaves as expected, and therefore, an important goal is the validation

and Verification of Web Services.

1.1 Motivation

As shown before, the society model is changing. Our society is based on the in-
formation exchange due to the growth of Internet and Telecommunications. On
the European Union the annual expenditure on ICT (Information and Com-
munication Technology) amounted to an estimated of more than 500 billion
EUROS, which was approximately the 6% of the total Gross Domestic Prod-
uct. And the Internet access has increased for households and enterprises. In
2003, the access level of household to Internet was about 45%. The access of
enterprisers was higher, reaching in some countries over 90% of all enterprises
(source: EUROSTAT [139)]).

Due to this change in the society model it becomes necessary to increase
the research on the development of systems based in Internet, whose objective
is to develop solutions for automating their peer-to-peer collaborations, in an
effort to improve productivity and reduce operating costs.

In the last years some new techniques and languages for developing dis-
tributed application have appeared, such as the Extensible Markup Language,
XML, and some new Web Services frameworks [34}, [64, [[37] for describing in-

teroperable data and platform neutral business interfaces, enabling more open
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business transactions to be developed.

Web Services are a key component of the emerging, loosely coupled, Web-
based computing architecture. A Web Service is an autonomous, standards-
based component whose public interfaces are defined and described using XML
[R5]. Other systems may interact with a Web Service in a manner prescribed

by its definition, using XML based messages conveyed by Internet protocols.

The Web Services specifications offer a communication bridge between the
heterogeneous computational environments used to develop and host applica-
tions. The future of E-Business applications requires the ability to perform long-
lived, peer-to-peer collaborations between the participating services, within or

across the trusted domains of an organization.

Web Services cover a wide range of systems, which in many cases have strong
time constraints (for instance, peer-to-peer collaborations may have time limits
to be completed). Then, in many Web Services descriptions these time aspects
can become very important. Actually, they are currently covered by the top
level layers in Web Services architectures with elements such as time-outs and
alignments. Time-outs allow each party to fix the available time for an action to

occur, while alignments are synchronizations between two peer-to-peer parties.

Thus, it becomes important for Web Services frameworks to ensure the
correctness of systems with time constraints. For instance, we can think in a
failure of a bank to receive a large electronic funds transfer on time, which may
result in huge financial losses. Then, there is growing consensus that the use of
formal methods, development methods based on some formalism, could have
significant benefits in developing E-business systems due to the enhanced rigor
these methods bring [70)]. Furthermore, these formalisms allow us to reason with
the constructed models, analyzing and verifying some properties of interest of
the described systems. One of these formalisms are timed automata [2], which

are very used in model checking [32], and there are some well-known tools
supporting them, like UPPAAL [52, B3| 93] and KRONOS [19].
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1.2 Objectives

The experience that software engineering has achieved with the pass of time has
shown that errors, when the software is in use, have a high cost. It usually occurs
because these errors came from the first phases in software life cycle. It means
that the software engineer must back again to these phases to solve the problem.
It implies that the engineer must repeat every phase of software development
and it also implies that the software cost is increased at least by double. Some
techniques have been developed to solve these problems and usually are based
in formal techniques that ensure the system correctness. These techniques are
based on formal languages, which allow us to describe the behavior of systems
in a precise and unambiguous way, as well as to apply some existing techniques
to ensure the correctness. By the use of these techniques we can get an abstract
model of the system that allows software engineers to check the system before

its implementation.

The main objective in this dissertation is the application and development
of formal techniques to avoid these kinds of errors. More specifically, we intend
to use formal methods to develop some techniques to guarantee the correctness
of distributed applications and we will emphasize their use on Web Services.
We have to deal with some specific aspects of these systems, like authentica-
tions, intrusion, sniffing, etc. as well as with the classical problems related to
concurrency, such as non-determinism, parallelism, etc. All of these aspects will

be covered throughout this dissertation.

Security aspects concerning e-Commerce and e-Business applications must
be also taken into account. Enormous efforts have been spent to solve these
problems, but no final solution has been fixed yet, and the research community

shares the viewpoint that it is not possible to achieve a master key.

Furthermore in many cases, not only the classical aspects of concurrency
mentioned above must be considered, but also some quantitative aspects, like
time or probabilities. For example, there are e-Commerce sites that need a
response before a date, if the response has not arrived on time, then an error

occurs and the costumer will not probably receive his purchase.

To sum up, the objective in this dissertation is the application of formal
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methods to Internet based applications, i.e., the application of formal descrip-

tion languages and Model Checking in the development of Web Services.

1.3 Contributions

The main contributions of this dissertation revert in the area of the application
of formal methods to the emerging Internet techniques. The areas where Model
Checking technique has been applied include security protocols such as "Trans-
port Layer Security" (TLS), "Security Socket Layer" (SSL) and also to "Secure
Electronic Transaction" (SET), as well as the emerging Internet applications,
"Web Services". Concerning Internet Security Protocols the main aspects to
deal with have been the security and time aspects. And the effort spent in Web
Services have focused on the development of a verification methodology, which
applies to the highest layers of the Web Services architecture (Choreographes

and Orchestrations where the abstract level is suitable for using Formal Meth-
ods).

1.4 Dissertation Structure

This dissertation is structured in six chapters. This chapter has presented an
overview, and in chapter 2 we will show the state of the art of this line of
research. Here we review the formal methods and techniques used in the devel-
opment and verification of Internet applications, and more specifically, in the
development of Security Protocols and Web Services.

In the third chapter we show the Model Checking Technique in deep and
how it can be applied to Real Time Systems and Probabilistic Systems. In this
chapter we also review three tools: UPPAAL, P UPPAAL and RAPTURE,
which are very useful for simulating and analysing this kind of system.

Chapter 4 contains the application of Model Checking Techniques to e-
commerce security protocols, and chapter 5 presents a methodology for the
verification of Web Services, by using Model Checking Techniques.

Finally, chapter 6 is devoted to the conclusions and future works.
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CHAPTER

Formal Methods and Internet
Based Systems

Formal methods, and the development of methodologies based on these for-
malisms can yield significant benefits in the development of e-business systems,
due to the enhanced rigor these methods bring.

In this chapter we describe the formal techniques that we use throughout
the dissertation, and related work of the specific area of application consid-
ered. Concretely, we apply formal methods to Internet applications, and more
specifically, to e-commerce and Web Services.

But first we must answer the following questions: 1) Why are Formal Meth-
ods needed? 2) What kind of systems need to be verified? and 3) How are
Formal Methods to be applied to these systems?

The need for Formal Methods has been shown in many industrial cases,
where their absence has sometimes led to catastrophic results, either in eco-
nomic terms or even in human loss, as in the crash of the Ariane 5 [102]. With
respect to the second question, formal methods can be applied to a wide range
of systems, although we are mainly interested here in distributed systems, for
which some specific techniques can be applied. In order to apply these tech-
niques it is important to fix the adequate level of abstraction, to describe only

7
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those aspects of the system that are relevant.

The application of these techniques heavily depends on the type of system
being studied, and the particular methodology used. In the case of real-time
systems, for instance, these techniques must be applied with severe correct-
ness requirements, and the property class of interest are focused on time or

probabilistic issues.

2.1 Formal Methods

The application of formal techniques [I38, [T5] to the development of computer
systems provides mathematically based techniques that describe the system be-
havior. These methods therefore provide a framework for systematically speci-
fying, developing and verifying systems.

A method regarded as formal has a sound mathematical basis and this
mathematic rigor can be introduced by using several concepts, but typically
it is given by a specification language. The specification language can define
the real system providing a formal model of the system and the model can
precisely define notions such as consistency, completeness, implementation and
correctness. Furthermore, it can also define the properties that the system must
satisfy in order to achieve the above notions.

This mathematical rigor bring us some advantages over informal systems,
for instance: 1) Knowing the specification is realizable, 2) Knowing the system
has been developed correctly, 3) The possibility of checking properties (without
necessarily running the system in order to determine its behavior) and, 4)
Generating tests, etc.

These advantages can be applied at any stage of computer system develop-
ment and at each stage it provides different information. For example, in the
customer’s requirement stage, we can specify the properties that the system
must fulfil. These properties could be used in the next stages to check the spec-
ification model (at the design stage), and even the real system (at the test and
debugging stages).

One tangible product of applying formal methods to a computer system is

a formal specification (a formal model). A specification serves as a contract,
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Figure 2.1: Specification users.

a piece of documentation and a means of communication among a client, a

specifier and an implementer, as shown in Figure BXI1

Another characteristic of formal methods is that they are complex methods

whose application could become unfeasible without some kind of tool support.

In this sense, two key constraints for tool implementation must be taken into

account: “The language syntax of the specification must be explicit" and “the

language semantic of the specification must be restricted". Thus, formal spec-

ifications have the additional advantage over informal

to machine analysis and manipulation.

In the next subsections we will discuss the need

ones of being amenable

for formal methods as

well as their basis, application, classification and other issues, including the

model checking technique, which is the central formal technique used in this

dissertation.
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2.1.1 The Need for Formal Methods

The kind of system where software and hardware have been used covers a
wide range of applications, where no failure is acceptable: e-commerce, mobile
network technology, highway, subway, train and air control systems, medical
instruments, weapon technology, nuclear energy, and a long list of etceteras.
There have been several media reports on incidents that have been caused by
an error in software and hardware systems. Recent examples of this kind of
failures are the failures in aerospace transport, causing loss of life and damage
amounting to hundreds of billions of euros.

It is clear, then, a totally secure system where the hardware and software
command critical areas must be ensured, because these systems are becoming
a more and more integral part of our lives on a daily basis. A possible solution
would be to dismantle these systems to avoid the failures, although it has been
demonstrated that manual control is less risk-free than the automatic software
and hardware and it would cause a socio-economical upheaval.

Because of the success of the Internet and embedded systems in automobiles,
airplanes, and other safety critical systems, we are likely to become even more
dependent on the proper functioning of computing devices in the future. In
fact, the pace of change will most likely accelerate in coming years. Because of
this rapid growth in technology, it will become even more important to develop

methods that increase our confidence in the correctness of such systems.

2.1.2 Formal Specification Languages

Let us to introduce readers in the basis of formal methods, then, our next task
is to explain the basis of formal methods to our readers. We first begin with
the definition of a formal method, by defining the language in which the formal
method is written.

A formal specification language provides a formal method’s mathemati-
cal basis. It provides a notation (its syntactic domain), a universe of objects
(its semantic domain) and a precise rule defining the objects that satisfy each
specification. A specification is a sentence written in terms of elements of the

syntactic domain and denotes a specific subset of the semantic domain.
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If we borrow the following terms and definitions from Guttan el al [63], we

can rigorously define the above definition:

Definition 1. A formal specification language is a triple, < Syn, Sem, Sat >,
where Syn and Sem are sets and Sat C Syn x Sem is a relation between them.
Syn is called the language’s syntactic domain; Sem, its semantic domain; and

Sat, its satisfied relation.

Definition 2. Given a specification language, < Syn, Sem, Sat >, if Sat(syn, sem)

then syn is a specification of sem, and sem is a specificand of syn.

Definition 3. Given a specification language < Syn, Sem, Sat >, the specifi-
cand set of a specification syn in Syn is the set of all specificands sem in Sem

such that Sat(syn, sem).

By using these definitions, we can define, for example, when a program

satisfies a given specification:

Definition 4. Given a specification language < Syn,Sem,Sat >, an imple-
mentation prog in Sem is correct with respect to a given specification spec in

Syn if and only if Sat(spec, prog).

Furthermore, we can check if our specifications satisfy certain properties as,

for example, whether each well-formed specification is unambiguous:

Definition 5. Given a specification language < Syn,Sem, Sat >, a specifica-
tion syn in Syn is unambiguous if and only if Sat maps syn to exactly one

specification set.
Another desirable property of a specification should be, consistency:

Definition 6. Given a specification language < Syn, Sem, Sat >, the a speci-
fication syn in Syn is consistency (or satisfiable) if and only if sat maps syn

to a non-empty specificand set.

Most formal methods are defined in terms of a specification language that
has a well-defined logical inference system. A logical inference system defines a
consequence relation, typically given in terms of a set of inference rules, map-

ping a set of well formed sentences in the specification language to a set of
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well-formed sentences. Thus, we can use this inference system to prove proper-
ties from the specification about specificands.
As we have a clear idea of how formal methods work, the next step is to

show where they can be applied.

2.1.3 Applying Formal Methods

As we have mentioned above, the use of formal methods is extended to all
phases of computer system development. However, we should not consider these

applications as separate, but rather as an integral activity.

Requirement Analysis

The main advantage of applying formal methods in this phase is that for-
mal methods help clarify the customer’s set of informally stated requirements.
A formal specification helps concretize and standardize the customer’s vague
ideas. Furthermore, it also helps reveal contradictions, ambiguities and incom-
pleteness of the customer’s requirements. We can find some examples in the
bibliography such as kate [4], the Requirement Apprentice [T21], the Gist [130],
KAOS [§9], etc.

System Design

Key elements in this design phase are the decomposition and refinement. The
decomposition is the process of partitioning a problem in subproblems or mod-
ules where the degree of difficulty has obviously decreased. The refinement also
performs a decomposition, but it refers to the level of abstraction used in the
system specification. Works such as Dijkstra [54] and Hoare [[74] [75], lan-
guages such as Refine and Extend ML [126] and support tools such as CIP-S
[9], Ergo Support System [98] and Nupr! [36] are used in this phase.

System Verification

The verification process checks whether the system satisfies its specifications or

not. The formal verification is available only when the system has been formally
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specified. Due to the real system being unbounded, the verification process can-
not accomplish an entirely system verification, although it can accomplish the
verification of critical areas. Thus a key element in this phase is also the ab-
straction level where the verification process is applied. System such us Gypsy
[18], The Hierarchical Development Method (HDM) [100], the Formal Develop-
ment Method (FDM) [87], m-EVES (Environment for Verifying and Evaluating
Software) [40], Higher Order Logic (HOL) [60], etc. perform system verification.

System Validation

Formal methods aids the testing and debugging of systems by using them as
test generators for black-box testing. Furthermore, they can be used in other
kind of testing such as path testing, unit testing and integration testing. Sys-
tems such as Data Abstraction, Implementation, Specification, Testing Systems
[108], Kremmerer’s symbolic execution tool [86] and Task Sequencing Language

Runtime System [124] perform the system validation.

System Documentation

A key document for Documentation process is a precise and standardized de-
scription of the computer system. This definition accomplishes the description
of a formal specification. Furthermore, this document also helps in the commu-
nication process among customers specifiers, implementers and verifiers, as we

have shown in figure 211

System Analysis and Evaluation

Once the system has been implemented and tested, it is mandatory to perform
an analysis and an evaluation of the implementation functionality and perfor-
mance. An important question that this analysis must resolve is whether the

implementation satisfies the initial customer’s expectations or not.

2.1.4 A Partial Taxonomy

Formal methods can be classified by a characteristic list that would be too long

to cite in its entirely. For example, we could classify them according to whether

13
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the type of underlying logic is first order or not, or by using the kind of language
used (visual or not), etc. The purpose is not to perform an exhaustive taxonomy;,
but to proffer a classification of the most widely known formal methods and

techniques.

Model-oriented and Property-oriented

A widely extended taxonomy of formal methods is the classification according
to orientation. This classification divides formal methods into those that cap-
ture the system behaviors in a formal model and those that derive the system
behaviors from the formal properties that the system must satisfy. However, in
some cases there are formal techniques that have both characteristics.

Model-oriented methods capture the system behaviors in a model written
by using a formal specification. This subclassification includes Parna’s state ma-
chines [IT3], Robinson and Robine’s extensions [122], VDM, Z [69], Petri Nets
[I14], Milner’s Calculus of Computational Systems [109], Hoare’s Communicat-
ing Sequential Processes (CSP) [Z6], Unity [29] , timed automata [2], CCS [Z1],
etc.

Property-oriented methods can be subclassified into two categories, ax-
iomatic and algebraic. Axiomatic methods are based on Hoare’s work on cor-
rectness proofs of implementations of abstract data types [74, [75]. Some ex-
amples of axiomatic methods are Iota [T10], OBJ [59], Anna [106] and Larch
[62]. Algebraic methods define as heterogeneous algebras both elements, data
types and processes. A great deal of work has been done on algebraic specifi-
cation, although the most representative are probably Clear [25] and Act one
[57] (Algebraic Specification Techniques for Correct and Trusty Software Sys-
tems), extensions to the Hoare-axiom method, temporal logic [TT5], Lamport’s
transition axiom method [88], and LOTOS [14].

Visual Languages

This classification includes any formal method whose specification language can
be represented in a graphic manner. One of the most representative for this type
of formal method are the Petri Nets and their variations. However, nowadays,

since the greater part of support tool interfaces have become integrated into
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graphic environments, their formal specification can be depicted in a visual
manner. The inclusion of visual information in some cases has actually turned
those methods into informal ones, because of the integration of informal data
into the visual specifications.

Some examples of these methods are Petri Nets, State Transition Diagrams,

Harel’s state chart [66], Miro visual languages [73], and HIPO [T2]].

Executable

There are some examples of formal methods whose specification supports the
execution on a computer. This kind of formal method is more restrictive, be-
cause the specification must be computable and its domain finite or have a finite

representation. Some examples are OBJ, PROLOG [33], and Paisley [T41].

Tool-supported

Nowadays, formal methods in general provide the support of a tool to manipu-
late the specifications and programs. A clear example of this kind of technique
is Model Checking, which we will see later in more detail. Model Checking
tools let users construct a finite-state model of the system and then show how
a property holds in the states or transition. Another example of tool-supported
technique is proof-checking. These tools let the user treat algebraic specifica-
tions as rewrite rules. It includes Affirm [132], REVE [99], the Larch Prover,
Boyer-Moore Theorem Prover [30], FDM, HDM, m-EVES [61], HOL, LCF [90],
OBJ, and others.

2.1.5 Some Examples
Temporal Logic

Temporal logic is a property-oriented method for specifying properties of con-
current and distribute systems. For a given temporal logic inference system,
special modal operators concisely state assertions about system behavior. Spec-
ifiers use these operators to refer to past, current, and future states or events.

There is no one standard temporal logic inference system nor one standard

set of operators. Modal operators commonly used are <&, O and O. Informally,
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(rightlm) = & (leftlm) (1)
((right!m) A © <& (right!m/y) = & ((leftim) Ao (leftlm’))  (2)
(right!m) = & (leftlm) (3)

(rightlm) = & (leftlm) (4)

Figure 2.2: Temporal logic specification of an unbounded buffer.

when interpreted with respect to a sequence of states OP says that in all future
states, the stated predicate P holds; OP says that in some future state, P will
hold; and OP says that in the next state P will hold. For example, P = <Q
says that if P holds in the current state, () will eventually hold. Temporal
logic notation tends to be terse and temporal logic specifications are simply
an unstructured set of predicates, all of which must be satisfied by a given
implementation.

Figure presents a temporal logic specification of the behavior of an
unbounded buffer in an asynchronous environment. The example is adapted
from Koymans el al [R7], using the temporal logic system in Pnueli [TT6], which
has 12 modal operators. The formulas are interpreted with respect to sequences
of events. A buffer has a left input channel and a right output channel. The
expression c!m denotes the event of placing message m on channel c. The first
predicate states that any message transmitted to the right channel ((right!my))
must have been previously placed on the left channel & (leftlm). The second
predicate states that messages are transmitted first in, first out. The third
predicate, states that all messages are unique. And the last predicate states that
all incoming message will eventually be transmitted. The three first predicates

are safety message whereas the last one is a liveness property.

CSP

CSP uses a model-oriented method for specifying a concurrent process and a

property-oriented method for stating and proving properties about the model.
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BUFFER = Pc<>
where P<> = left?m — P<m>
and P_,,~ngs = (left?n — P s Agncps|Tigth!m — Ps)

BUFFER sat (right < left) A (if right = left then left ¢ ref else right € ref)

Figure 2.3: CSP program and specification of an unbounded buffer.

CSP is based on model of traces, or event sequences and assumes that processes
communicate by sending messages across channels. Processes synchronize on
events so the event of sending output messages m on named channel ¢ is syn-
chronized with the event of simultaneously receiving an input message on c.
Figure gives a CSP specification of an unbounded buffer. BUFFER itself
is specified to be a process P that acts as an unbounded buffer. The recursive
definition of P is divided into two clauses to handle the empty and non-empty
cases. The first clause, says that if the buffer is empty, in the event that there
is a message m on the left channel (left?m), it will input it. In CSP, if z is
an event and P is a process, the notation x < P denotes a process that first
engages in the event x and then behaves exactly as described by P. The second
clause says that if the buffer is non-empty, then either the buffer will input
another message n from the left channel, appending it to the end of the buffer,
or output the first message in the buffer to the right channel.

In CSP’s formalism, BUFFER is a CSP program; we can state and prove
properties about the traces it denotes. Using algebraic laws on traces, we can
formally verify that a given CSP program satisfies a specification on traces.
The last line in figure L3 states that a BUFFER describes a set of traces, each

of which satisfies the predicate given on the right side of sat.

2.1.6 Model Checking

Model checking is a verification technique that explores all possible system
states in a brute force manner [32,33]. Similar to a computer chess program that
checks all possible moves, a model checker, the software tool that performs the

model checking, examines all possible system scenarios in a systematic manner.

17
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Comen >
Formalizating Modeling

Property
specification System model
Model Checking

Figure 2.4: Schematic view of the model-checking approach

In this way, it can be shown that a given system model truly satisfies a certain
property. It is a real challenge to examine the largest possible state spaces that

can be treated with current means, i.e., processors and memories.

Typical properties that can be checked using model checking are of a qual-
itative nature: Is the generated result OK?, Can the system reach a dead-
lock situation?, e.g., when two concurrent programs are mutually waiting for
each other and thus halt the entire system? But also timing properties can be
checked: Can a deadlock occur within 1 hour after a system reset? Or, is a

response always received within 8 minutes?

The system model is usually automatically generated from a model descrip-
tion that is specified in some appropriate dialect of programming languages like
C [1074) or Java [56] or hardware description languages such as Verilog [I31] or
VHDL [Z8]. The model checker examines all relevant systems states to check
whether they satisfy or not the desired property. If a state is encountered that
violates the property under consideration, the model checker provides a coun-
terexample with an execution path leading from the initial system state to a

state that violates the property being verified. With the help of a simulator,



2.1 Formal Methods 19

the user can replay the violating scenario, also obtaining some useful debugging

information, which permits to adapt the model or the property accordingly (see

Figure 24)).

Characteristics of Model Checking

In [R4] we can find a good definition of what model checking is:

Model checking is an automated technique that, given
a finite-state model of a system and a formal property,

systematically checks whether this property holds

for (a given state in) that model.

The development of Model Checking

Applying model checking to a design consists of several tasks, each of which is

discussed in detail.

Modeling The first task is to convert a design into a formalism accepted by
a model checking tool. In many cases, this is simply a compilation task.
In other cases, owing to limitations on time and memory, the modeling
of a design may require the use of abstractions to remove irrelevant or

unimportant details.

Specification Before verification, it is necessary to state the properties that
the design must satisfy. For this purpose, it is common to use tempo-
ral Logic, which can assert how the behavior of the system evolves over
time. An important issue in specification is completeness. Model checking
provides means for checking that a model design satisfies a given specifi-
cation, but it is impossible to determine whether the given specification

covers all the properties that the system should satisfy.

Verification Ideally the verification is completely automatic. However, in prac-
tice it often involves human assistance. One such manual activity is the
analysis of the verification results. In the event of a negative result, the
user is often provided with an error trace. This can be used as a coun-

terexample for the checked property and can help the designer in tracking
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down where the error occurred. In this case, analyzing the error trace may
require a modification to the system an reapplication of the model check-

ing algorithm.

An error trace can also result from incorrect modeling of the system
or from an incorrect specification. The error trace can also be useful in
identifying and fixing these two problems. A final possibility is that the
verification task will fail to terminate normally, due to the size of the
model, which is too large to fit into the computer memory. In this case,
it may be necessary to redo the verification after changing some or the

parameters of the model checker or by adjusting the model.

Temporal Logic and Model Checking

Before considering the advantages and drawbacks of model checking, we explain
in more detail temporal logics and how they are used in model checking [32, 33].

Temporal logics have proved to be useful for specifying concurrent systems,
because they can describe the ordering of events in time without introducing
time explicitly. They were originally developed by philosophers for investigating
the way that time is used in natural language arguments. Although a number
of different temporal logics have been studied, most have an operator like G f
that is true in the present if f is always true in the future. To assert that two
events e; and ez never occur at the same time, one would write G(—e; V —es).
Temporal logics are often classified according to whether time is assumed to
have a linear or branching structure.

The introduction of temporal-logic model checking algorithms in the early
1980s allowed this type of reasoning to be automated. Because checking that a
single model satisfies a formula is much easier than proving the validity of
a formula for all models, it was possible to implement this technique very
efficiently.

An example of a temporal logic is C'T'L*. This is a very expressive logic that

combines both branching-time and linear-time operators [31].

Advantages and Drawbacks of Model Checking

The main advantages of model checking are the following;:
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. It is a general verification approach that is applicable to a wide range of
applications such as embedded systems, software engineering and hard-

ware design.

. It supports partial verification, i.e., properties can be checked individu-
ally, thus allowing us to focus first on the essential properties. Thus, no

complete requirement specification is needed.

. It is not vulnerable to the likelihood with which an error is exposed; this
contrasts with testing and simulation that are aimed at tracing the most

probable defects.

. It provides diagnostic information in the event of a property being inval-

idated; this is very useful for debugging purposes.

. It is a potential “push-button" technology; the use of model checking
requires neither a high degree of user-interaction nor a high degree of

expertise.

. It enjoys rapidly increasing interest by industry; several hardware compa-
nies started their in-house verification labs, job offers with required skills
in model checking frequently appear, and commercial model checkers be-

come available.

. It can be easily integrated into existing development cycles; its learning
curve is not very steep, and empirical studies indicate that it may lead

to shorter development times.

. It has a sound and mathematical underpinning; it is based on elementary

theory in graph algorithms, data structures, and logic.

The drawbacks of model checking.

1. It is mainly suited to control-intensive applications as data typically range

over infinite domains.

2. Its applicability is subject to decidability issues; for infinite-state systems,

or reasoning about abstract data types, model checking is in general not

effectively computable.
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. It verifies a system model, not the system itself. In consequence any result

obtained is for the system model. Techniques such as testing are needed

to find fabrication faults or coding errors.

. It checks only stated requirements, i.e., there is no guarantee of complete-

ness. The validity of properties that are not checked cannot be judged.

. It suffers from the state-space explosion problem, i.e., the number of states

needed to model the system accurately may easily exceed the amount
of available computer memory. Despite the development of several very
effective methods to combat this problem, models of realistic systems may

still be too large to fit in memory.

. Its usage requires some ezxpertise in finding appropriate abstractions to

obtain smaller system models and to state properties in the logical for-

malism used.

. There is no guarantee to obtain correct results: a model checker may also

contain software defects.

. It does not allow generalizations to be checked: in general, checking sys-

tems with an arbitrary number of components, or parameterized systems
cannot be treated. Model checking can, however, suggest results for arbi-

trary parameters that may be verified using proof assistants.

These drawbacks suggest the conclusion:

Model checking is an effective technique

for exposing potential design errors.

Thus, model checking increases the correctness of a system design.

In the next chapter we will describe the UPPAAL tool which includes a

model checker.
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2.2 Internet Based Systems: e-Commerce, Security

Protocols and Web Services

In this section we describe the Internet-based contexts to which the formal
techniques presented in this dissertation are applied. These different contexts
are not separate areas, but rather areas that interrelate with each other. For
example, e-commerce and Web Services systems can use security protocols in
their communications, or e-commerce systems can be developed by using Web

Services.

2.2.1 e-commerce

Electronic commerce (e-commerce) became a buzzword as the information so-
ciety developed rapidly throughout the 1990s. Internet has made e-commerce
available to a wider user group, notably smaller enterprises and households.
Amongst the business community the search for increased productivity and ef-
ficiency is expected to lead to even more enterprises adopting e-commerce as a
way of doing business in the future. Whilst an ever growing awareness of the
opportunities, technological developments in infrastructure and access devices,
as well as falling access costs will facilitate this, fears about security and a lack
of skills could hold it back.

Thus, the economic importance of e-commerce has grown every year. In
Spain, for instance, the economic impact of e-commerce in the last decade is
remarkable (15% of the total Gross Domestic Product Increment from 1995 to
2002). In contrast, 70% of the population thinks that Internet, and consequently
e-commerce, are not necessary, and half of the population of Spain cannot access
Internet.

A widespread opinion that has helped to create this situation is that soft-
ware is not free of errors. This means that errors in Internet can cost a lot of
money, efforts and resources. For example, in e-Commerce a security hole in
the communication process could let a cracker obtain the credit card informa-
tion of a customer. Thus, the Internet community response to these attacks has
been the development of protocols that avoid the intrusion. We discuss some

examples of these protocols in the next subsection.
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Figure 2.5: The Internet Layers and Protocols

Figure shows the internet layers and protocols. In this figure the pro-

tocols are divided into three layers: Physical layer, Network layer and Appli-

cation layer. The Physical layer involves the protocols used for transmitting

information between the physical devices that support this technology (wire-

less, ethernet, optical, etc). The Network layer consists of the protocols that

deal with the problem of partitioning and switching the information that must
be transmitted, a clear example being the TCP/IP [129] protocol. The Ap-

plication layer involves any protocol or application using the network layer as

communication media. e-Commerce applications run over the application layer,

so that they can be developed by using the protocols of this layer as for exam-
ple HTTP, HTTPS, XML, etc. Web Services are a growing technology of this
Application layer. This technology uses application protocols such as SOAP,

XML and HTTP.
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2.2.2 Security Protocols

Security is, without question, one of the most important issues to be considered
on Internet applications. The Internet research community has provided Inter-
net users with some security protocols to avoid intruder access. These protocols
have enforced the confidence of users in Internet applications, and as a result
they are starting to use them to make purchases, access bank account informa-
tion, organize theirs trips, contact with government offices and in general deal
with daily activities in order to improve their life quality.

Security Protocols are usually divided into two types. The first type al-
lows the Internet Session to be secure in terms of intrusion, while the second
type ensures the security of some confidential information like the credit card
number.

Security Protocols are based on a paired protocol separated into two phases.
The first phase allows the authentication of the parties involved in the transac-
tion and the negotiation of cryptographic information. The second phase uses
the cryptographic parameters fixed during the first phase to encrypt the infor-
mation.

There are a lot of security protocols that implement the security concerns
in Internet. We now describe three particular protocols:

TLS and SSL

The Transmission Control Protocol/Internet Protocol (TCP/IP) governs
the transport and routing of data over Internet. Other protocols, such as the
HyperText Transport Protocol (HTTP), Lightweight Directory Access Proto-

Y

col (LDAP), or Internet Messaging Access Protocol (IMAP), run "on top of"
TCP/IP, in the sense that they all use TCP/IP to support typical application
tasks such as displaying web pages or running email servers.

According to figure EZH, the Transport Layer Security protocol [58], TLS
for short, and the Secure Socket Layer, SSL for short, run above TCP/IP and
are integrated into the network layer. This layer appears below the application
layer , in which we can find protocols like HTTP or IMAP. It uses TCP/IP on
behalf of the higher-level protocols, and allows a TLS- or SSL-enabled server
to authenticate itself to TLS or SSL enabled clients. It also allows the client to

authenticate himself to the server, and it allows both machines to establish an
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Figure 2.6: TLS runs above TCP/IP and below high-level application protocols

encrypted connection. These capabilities address fundamental concerns about
communication over Internet and other TCP/IP networks.

TLS and SSL server’s authentication certify allows a user to confirm a
server’s identity. TLS or SSL enabled client software can use standard tech-
niques of public-key cryptography to check that a server’s certificate and public
ID are valid and have been issued by a certificate authority (CA) listed in the
client’s list of trusted CAs. This confirmation might be important if the user,
for example, is sending a credit card number over the network and wants to
check the receiving server’s identity.

SET

Secure Electronic Transaction (SET) [134] is a system for ensuring the se-
curity of financial transactions on the Internet. It was supported initially by
Mastercard, Visa, Microsoft, Netscape, and others. With SET, a user is given
an electronic wallet (digital certificate) and a transaction is conducted and ver-
ified using a combination of digital certificates and digital signatures between
the purchaser, a merchant, and the purchaser’s bank in a way that ensures
privacy and confidentiality. SET makes use of Netscape’s Secure Sockets Layer
(SSL), Microsoft’s Secure Transaction Technology (STT), and Terisa System’s
Secure Hypertext Transfer Protocol (S-HTTP). SET uses some but not all of
the aspects of a public key infrastructure (PKI), and works in the following
way:

Assuming that a customer has a SET-enabled browser, such as Netscape or
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Microsoft’s Internet Explorer, and that the transaction provider (bank, store,
etc.) has a SET-enabled server, a transaction is made according to the following

steps:

1. The customer opens a Mastercard or Visa bank account. Any issuer of a

credit card is some kind of bank.

2. The customer receives a digital certificate. This electronic file functions
as a credit card for online purchases or other transactions. It includes a
public key with an expiration date, which has been validated by the bank
by using a digital switch.

3. Third-party merchants also receive certificates from the bank. These cer-

tificates include the merchant’s public key and the bank’s public key.
4. The customer places an order over a Web page.

5. The browser of the customer receives and confirms that the merchant is

valid from its certificate.

6. The browser sends the order information. This message is encrypted with
the merchant’s public key, the payment information, which is encrypted
with the bank’s public key (which cannot be read by the merchant),
and information that ensures the payment can only be used with this

particular order.

7. The merchant verifies the customer by checking the digital signature on
its certificate. This may be done by referring the certificate to the bank

or to a third-party verifier.

8. The merchant sends the order message to the bank. This includes the
bank’s public key, the customer’s payment information (which the mer-

chant cannot decode), and the merchant’s certificate.

9. The bank verifies the merchant and the message. The bank uses the digital
signature on the certificate with the message and verifies the payment part

of the message.
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Figure 2.7: Participants in a SET protocol and their Interactions.

10. The bank digitally signs and sends authorization to the merchant, who

can then fill the order.

Figure I represents the main participants in a SET protocol (the card-
holder, the merchant and the acquirer) and the relations between them. Thus,
double arrows represent the relation with the certificate authority who issues
the digital certification in order to authenticate each involved party, while single
arrows stand for the process of electronic payment.

This figure depicts the main participants, although there are other partici-
pants such as the issuer, the payment gateway and the brand. All the institu-

tions and parties involved in this protocol are now defined:

Cardholder A cardholder uses a payment card that has been issued by the Is-
suer. SET ensures that the interactions of cardholders with the merchants

and the payment card information remain confidential.

Issuer This is a financial institution. It establishes an account for the card-
holder. It also issues the payment card. The Issuer also guarantees pay-

ment for authorized transactions using the payment card.

Merchant The merchant offers goods or services in exchange for a payment.
In order to accept payment cards the merchant must have a relationship

with an Acquirer.
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Acquirer A financial institution that establishes an account with a merchant

and process payment card authorizations and payments.

Payment Gateway It is a device operated by an Acquirer or a designated
third party that processes merchant payment messages, including pay-

ment instructions from cardholders.

Brand Financial Institutions come up with payment card brands in order to
protect and advertise the brand. It creates an atmosphere conducive to
establishing and enforcing rules for use and acceptance of their respective
payment cards. It also provides a network to interconnect the financial

institutions.

Third Parties Issuers and Acquirers can assign processing of payment card

transactions to these third-party processors.

2.2.3 Web Services

Nowadays, a key layer for Internet is the Application layer and in recent years
some new techniques and languages for developing distributed applications over
the Internet have appeared, such as the Extensible Markup Language, XML,
and some new Web Services frameworks [34] 64} [137] for describing interopera-
ble data and platform neutral business interfaces, enabling more open business
transactions to be developed.

Web Services are a key component of the emerging, loosely coupled, Web-
based computing architecture. A Web Service is an autonomous, standards-
based component whose public interfaces are defined and described using XML
[R5]. Other systems may interact with a Web Service in a manner prescribed
by its definition, using XML-based messages conveyed by Internet protocols.

The Web Services specifications offer a communication bridge between the
heterogeneous computational environments used to develop and host applica-
tions. The future of E-Business/E-Commerce applications requires the ability
to perform long-lived, peer-to-peer collaborations between the participating
services, within or across the trusted domains of an organization.

The Web Service architecture stack targeted for integrating interacting ap-

plications consists of the following components:
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e SOAP[64]: This defines the basic formatting of a message and the basic
delivery options regardless of programming language, operating system,

or platform.

e WSDLJ|I37]: This describes the static interface of a Web Service. At this
point the message set and the message characteristics of end points are

here defined. Data types are defined by XML Schema specifications.

o Registry[34]: This makes an available Web Service visible, and describes

the concrete capabilities of a Web Service.

e Security layer: This ensures that exchanges of information are not modi-

fied or forged in a verifiable manner and that parties can be authenticated.

e Reliable Messaging layer: This provides a reliable layer for the ex-

change of information between parties.

e Context, Coordination and Transaction layer: This defines inter-
operable mechanisms for propagating the context of long-lived business
transactions and enables parties to meet correctness requirements by fol-

lowing a global agreement protocol.

e Business Process Languages layer|5l [6]: This describes the execu-
tion logic of Web Services based applications by defining their control
flows (such as conditional, sequential, parallel and exceptional execution)
and prescribing the rules for consistently managing their non-observable

data.

e Choreography layer[85]: This describes collaborations of parties by
defining from a global viewpoint their common and complementary ob-
servable behavior where information exchanges occur, when the jointly

agreed ordering rules are satisfied.

Choreography Layer - WSCDL Description

The Web Services Choreography specification is intended to offer precise de-
scriptions of collaborations between any type of party, regardless of the sup-

porting platform or programming model used by the implementation of the
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hosting environment. Using the Web Services Choreography specification, we
produce a contract containing a “global" definition of the common ordering
conditions and constraints under which messages are exchanged. This contract
describes, from a global viewpoint, the common and complementary observable
behavior of all the involved parties. Each party can then use the global defini-
tion to build and test solutions that conform to it. The global specification is
in turn realized by a combination of the resulting local systems, on the basis of
appropriate infrastructure support.

In real-world scenarios, corporate entities are often unwilling to delegate
control of their business processes to their integration partners. Choreogra-
phies offer a means by which the rules of participation within a collaboration
can be clearly defined and agreed to, jointly. Each entity may then implement
its portion of the Choreography as determined by the common or global view. It
is the purpose of WS-CDL that the conformance of each implementation to the
common view expressed in WS-CDL is easy to determine. Figure demon-
strates a possible usage of the Choreography Description Language, where we
see that we use WS-BPEL as the Business Process Execution Layer (BPEL for
short).

WS-CDL describes interoperable collaborations between parties. In order to
facilitate these collaborations, services commit themselves to mutual responsi-
bilities by establishing Relationships. Their collaboration takes place in a jointly
agreed set of ordering and constraint rules, whereby information is exchanged

between the parties. The WS-CDL model consists of the following entities:

e Participant Types, Role Types and Relationship Types within a
Choreography. Information is always exchanged between parties within or
across trust boundaries. A Role Type enumerates the observable behavior
a party exhibits in order to collaborate with other parties. A Relationship
Type identifies the mutual commitments that must be made between two
parties for them to collaborate successfully. A Participant Type groups
together those parts of the observable behavior that must be implemented

by the same logical entity or organization.

e Information Types, Variables and Tokens. Variables contain infor-

mation about commonly observable objects in a collaboration, such as
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Figure 2.8: WS-CDL and WS-BPEL usage.

the information exchanged or the observable information of the Roles
involved. Tokens are aliases that can be used to reference parts of a Vari-
able. Both Variables and Tokens have Types that define the structure of

what the Variable contains or the Token references.

e Choreographies define collaborations between interacting parties:

— Choreography Life-line: This shows the progression of a collabo-
ration. Initially, the collaboration is established between the parties;
then, some work is performed within it, and finally it completes ei-

ther normally or abnormally.

— Choreography Exception Block: This specifies the additional
interactions that should occur when a Choreography behaves in an

abnormal way.

— Choreography Finalizer Block: This describes how to specify
additional interactions that should occur to modify the effect of an
earlier successfully completed Choreography (for example to confirm

or undo the effect).
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e Channels establish a point of collaboration between parties by specifying

where and how information is exchanged.

e Work Units prescribe the constraints that must be fulfilled for making

progress and thus performing actual work within a Choreography.

e Activities and Ordering Structures. Activities are the lowest level
components of the Choreography that perform the actual work. Ordering
Structures combine activities with other Ordering Structures in a nested
structure to express the ordering conditions in which information within

the Choreography is exchanged.

e Interaction Activity is the basic building block of a Choreography,
which results in an exchange of information between parties and possi-
ble synchronizations of their observable information exchanges, and the

actual values of the exchanged information.

Figure 20 shows a part of a choreography specification. The example used
in this specification describes the collaborative behavior of a buyer, a seller, a
credit check agency and a shipper. This figure specifies the interaction when
the buyer requests a quote, then a message is sent from the buyer to the seller
with the details of the product quoted. The seller replies with a quote back to
the buyer.

Orchestration Layer - WS-Cl and WS-BPEL Descriptions

WSCI is an interface description language, that describes the observable be-
havior of a service and the rules for interacting with the service from outside.
In a WSCI specification, the observable behavior of each party in a message
exchange is described independently of the other involved parties. It is not an
executable language, although it is precise and unambiguous enough.

The basic construct of WSCI is the Action, which is bound to some WS-CDL
operation.

The main concepts in WSCI language are the following:

Interface .- WSCI maps the description of a Web Service to the notion of an

interface.
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<interaction name="QuoteElicitation"
operation="getQuote" channelVariable="tns:Buyer2SellerC">
<description type="documentation'">
Quote Elicitation
</description>
<participate relationshipType="tns:Buyer2Seller"
fromRoleTypeRef="tns:BuyerRole"
toRoleTypeRef="tns:SellerRole"/>
<exchange name="QuoteRequest"
informationType="tns:QuoteRequestType"
action="request">
<description type='"documentation'">
Quote Request Message Exchange
</description>
<send variable=
"cdl:getVariable(’quoteRequest?,’’,??)"/>
<receive variable=
"cdl:getVariable(’quoteRequest?,’’,??)"/>
</exchange>
<exchange name="QuoteResponse"
informationType="tns:QuoteResponseType"
action="respond">
<description type="documentation'">
Quote Response Message Exchange
</description>
<send variable=
"cdl:getVariable(’quoteResponse?’,??,?7)"/>
<receive variable=
"cdl:getVariable(’quoteResponse?’,??,?7)"/>
</exchange>
</interaction>

Figure 2.9: Part of a choreography specification.
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Activities and choreography of activities .- WSCI describes the behaviour
of a Web Service in terms of choreographed activities. A choreography de-
scribes temporal and logical dependencies among activities, where atomic

activities represent the basic unit of behavior of a Web Service.

Processes and units of reuse .- A process is a portion of behavior labeled

with a name. It can be reused by referencing its name.

Properties .- These allow us to reference a value within the interface defini-

tion. They are the equivalent of variables on other languages.

Context .- This describes the environment in which a set of activities is exe-

cuted. Each activity is defined in exactly one context definition.

Message correlation .- This describes how conversations are structured and

which properties must be exchanged to perform the service correctly.

Exceptions .- The definition of exception is part of the context definition.
There are different types of exceptions and when a exception occurs the
current context must terminate after the activities associated with the

exception have been performed.

Transactions and compensation activities .- A transaction asserts that a
set of activities is executed in an all-or-nothing way. A transaction may
declare a set of compensation activities that will be executed if the trans-

action has completed successfully, but needs to be undone.

Global model .- The global model is described by a collection of interfaces of
the participating services and a collection of links between the operations

of communicating services.

In Figure ZT0 we can see a WS-CI example that describes part of a travel
agent specification. This specification is part of a travel reservation system ex-
ample that describes a reservation system for airlines, travel agents and travel-

ers. This detail defines an exception to handle the traveler’s reservation timeout.

WS-BPEL is also an interface description language, which describes the

observable behavior of a service by defining business processes consisting of
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<context>
<process name ='"BookSeats" instantiation="other">
<action name="bookSeats"
role="tns:travelAgent"
operation="tns:TAtoAirline/bookSeats'>
</action>
</process>
<exception>
<onMessage>
<action name="ReservationTimeQut"
role="tns:TravelAgent"
operation="tns:TAtoAirline/AcceptCancellation">
<correlate
correlation="defs:reservationCorrelation"/>
</action>
<action name="NotifyQOfTimeOut"
role="tns:TravelAgent"
operation="tns:TAtoTraveller/NotifyofCancellation"/>
<fault code="tns:reservationTimedQut"/>
</onMessage>

</exception>

</context>

Figure 2.10: Part of a Travel Agent WS-CI Specification
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stateful long-running interactions in which each interaction has a beginning, a
defined behavior and an end, all of this being modeled by a flow, which consists
of a sequence of activities. The behavior context of each activity is defined by
a scope, which provides fault handlers, event handlers, compensation handlers,

a set, of data variables and correlation sets.
Let us now see a brief description of these components:
e Events, which describe the flow execution in an event-driven manner.

e Variables, which are defined by using WSDL schemes, for internal or

external purposes, and are used in the message flow.
e Correlations, which identify processes interacting by means of messages.

e Fault handling, defining the behavior when an exception has been

thrown.
e Event handling, defining the behavior when an event occurs.

e Activities, which represent the basic unit of behavior of a Web Service.
In essence, WS-BPEL describes the behavior of a Web Service in terms

of choreographed activities.

Figure Tl describes a part of an orchestration process of a customer. This
process is derived from an internet purchase process that is entirely specified

in appendix B.
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<process name="internetPurchaselrderCustomerProcess"
<sequence>
<if>
<condition>
purchaseAcceptance == "true"
</condition>
<then>
<sequence>
<assign>
<copy>
<from>
<literal> "00:00" </literal>
</from>
<to variable=ClockX/>
</copy>
</assign>
<request partnerLink="Carrier"
portType="custosellPT"
operation="SendAcceptance"
variable="purchaseAcceptance'>
</request>
</sequence>
</then>
</if>
</sequence>
</process>

Figure 2.11: Part of a Customer WS-BPEL process



CHAPTER

Model Checking applied to
Real Time Systems and
Probabilistic Systems.

Model checking can be applied to a wide range of systems, but are of special in-
terest in the case of real-time systems, due to the peculiarities of these systems,
in which failures may have catastrophic consequences. Two aspects should be
considered when describing real-time systems, the first one, and in fact, the
main important one, is related with time restrictions that described systems
must fulfill, and the second one is related with probabilities, for instance, to
measure the probability that a certain event has to occur, or a datum of a

certain type to arrive.

Some different formalisms can be used to describe a concurrent system tak-
ing into account both factors (see [49, [03]). We particulary use timed automata
and probabilistic transition systems for this purpose, and the UPPAAL tool
that supports this formalism, as well as its probabilistic version, P_ UPPAAL,
which uses an integer semantic for time.
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Chapter 3 Model Checking for RTS and PS

3.1 Introduction

Systems in which time aspects play a crucial role are known as Real Time
Systems. These systems control the core of industrial, financial and govern-
mental systems where the response time determines the grade of correctness,
efficiency, user satisfaction, and other variables of quality. However, the set of
systems where time really plays a critical role is that with “strong time re-
strictions". And the meaning of “strong time restriction" is related to those
systems where a delay in the execution of a task causes the system crash. This
implies that it is necessary to check if the system really is free of faults. There
are many verification techniques that cover the different phases of software life
cycle. However, the most effective of them are centered in the first phases. Their
effectiveness is based on the early fault managing that minimizes the develop-
ment cost. This is because the discover of a fault in the last phases leads to
double the cost of software, as it is necessary to back again to the beginning in

order to solve the problem.

Another useful information in this kind of system is the probability of cer-
tain events to occur. In many cases, probabilities are related to systems fail-
ures, so it is very useful to know in advance that these situations may happen,
and with which probability. As these failures are in many cases related to ex-
ternal factors, these are not always software failures, i.e., in some cases they
are caused by natural diseases, weather, physics rules, etc. all of them uncon-
trollable. However, it is very useful to predict these events with a reasonable
probability. Thus, we can see that there are systems where the combination
of two factors “time and probability" determine the main characteristics. The
verification techniques should not only control the time issues, they should also

control the probability for certain events to occur.

In order to study probabilistic and real time systems, we use two different
tools that perform model checking over these type of systems. The first tool to
study is the UPPAAL tool, which checks real time systems, and the second is
Probabilistic. UPPAAL (P_ UPPAAL), which checks probabilistic systems.

UPPAAL is based on timed automata to capture the system behavior, and

temporal logic as specification language to gather the system properties. This
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model checker verifies the properties over the model in order to prove whether
the properties are hold by the model or not.

As an extension of UPPAAL, P UPPAAL uses probabilistic transition
systems to capture the system behavior and a restrictive constraint language
to gather the system properties. Like UPPAAL, this model checker verifies
whether the system model holds the specified properties or not.

In the following sections we describe UPPAAL, P UPPAAL, and the rela-

tionship between them.

3.2 UPPAAL - A tool for Automatic Verification of Real-

Time Systems

UPPAAL is a tool suite for automatic verification of safety and bounded as well
as unbounded liveness properties of real-time systems modeled as networks of
timed automata [10, [TT), 92, @7, ©96]. The UPPAAL engine analyze properties
of networks of Timed Automata using efficient constraint solving techniques.
UPPAAL also supports diagnostic model-checking providing diagnostic infor-
mation in the case that the verification of a particular real-time systems fails.
The current version of UPPAAL is available at http://www.uppaal.com. The
UPPAAL development started during the spring of 1995, and nowadays it is
being extended with many features as distribution, guided, parameterized, cost-

optimal, hierarchical (UML) or probability.

3.2.1 Real-Time Systems

UPPAAL uses timed transition systems (TTS for short) as the basic seman-
tic model. The type of systems treated by UPPAAL is a particular class of
timed transition systems that are syntactically described by networks of timed
automata [97], [T40)].

A timed transition system is a labeled transition system with two types of
labels: atomic actions and delay actions (positive reals), representing discrete
and continuous changes of real-time systems.

Let Act be a finite set of actions ranged over by a,b, etc., and P be a set of
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atomic propositions ranged over by p,q, etc. We use R to stand for the set of
non-negative real numbers, A for the set of delay actions {e(d)|d € R} and L
for the union Act|JA.

Definition 7. A timed transition system over actions Act and atomic proposi-
tions P is a tuple S = (S, s0, —, V), where S is a set of states, sq is the initial
state, =C S x L x S is a transition relation, and V : S — 2F is a proposition

assignment function.

Note that the above definition is standard for labeled transition systems
except that we have introduced a proposition assignment function V', which
for each state s € S assigns a set of atomic propositions V(s) that hold in
s. Furthermore, we introduce a number of constraints on TTS, for instance,
additivity and time determinism, which are defined as follows, respectively:

o (Additivity) s ST, o) o 3, | 5 S, g, €@,

e (Time Determinism) (s €) S1As cd) S2) = $1 = S2

In order to study compositional problems we introduce a parallel composi-
tion between timed transition systems. Following [77] we suggest a composition
parameterized with a synchronization function generalizing a large range of ex-
isting notions of parallel compositions. A synchronization function f is a partial
function (Act|J{0}) x (Act|J{0}) — Act, where 0 denotes a distinguished no-
action symbol. Now, let S; = (S;, si.0, —4, Vi), i = 1,2, be two timed transitions
systems and let f be a synchronization function. Then, the parallel composition
S1|¢S2 is the timed transition system (S, so, —, V') where s1|s2 € S whenever

s1 € S1 and sg € Sa, so = s1,0| 52,0 — is inductively defined as follows:

c . a b

o - si|ps2 — 511|582 if 51 —1 571,82 —2 §72 and f(a,b) =c¢
€(d) . €(d) €(d)

o - 81|f82 — S’1|f8’2 if §1 ——1 81,82 —2 §’2

and finally, the proposition assignment function V' is defined by V(s1]5s2) =
Vi(s1) U Va(s2).

Note also that the set of states and the transition relation of a timed tran-
sition system may be infinite. We shall use networks of timed automata as a

finite syntactical representation of timed transition systems.
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3.2.2 The UPPAAL Technique for Modeling Real-Time Systems

In this section we study real-time systems consisting of communicating pro-
cesses with shared clocks. The systems are described by networks of timed au-
tomata [2] extended with auxiliary data variables and with a notion of parallel
composition. Instead of interpreting parallel composition as logical conjunc-
tion we use a CCS-like [I23] interpretation of parallel composition (proposed

in [T40]), allowing one-to-one communication and interleaving.

Networks of Timed Automata

By definition, a timed automaton is a standard finite-state automaton extended
with a finite collection of real valued clocks. The clocks are assumed to pro-
ceed at the same rate and their values may be compared with natural numbers
or reset to 0. UPPAAL extends the notion of timed automata to include in-
teger variables, i.e. integer valued variables that may appear freely in general
arithmetic expression used in guards as well as in assignment. Note that for
backward reachability analysis, which we will define after, the variable assign-
ment is restricted to any value of the form ax + b where a,b € Z and z is the
variable being reassigned, whereas for forward reachability analysis there is not
such restriction.

The model also allows clocks not only to be reset, but also to be set to any

non-negative integer value.

Definition 8. (Atomic Constraints) Let C be a set of real valued clocks an
I a set of integer valued variables. An atomic clock constraint over C is a
constraint of the form: © ~n or x —y ~ n, for x,y € C, ~€ {<,>,=}and
n € N. An atomic constraint over I is a constraint of the form: i ~ n, for

1e€l, ~e{<,>,=}and n € Z.

By C.(C) we will denote the set of all clock constraints over C, and by C;(I)

we will denote the set of all integer constraints over I.

Definition 9. (Guards) Let C be a set of real valued clocks, and I a set of
integer valued variables. A guard g over C' and I is a formula generated by the

following syntazx: g == c|g A g, where ¢ € (C.(C)|J C;(1)).
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B(C, ) will stand for the set of all guards over C' and I.

Definition 10. (Assignments) Let C be a set of real valued clocks and I a set
of integer valued variables. A clock assignment over C is a tuple (v,c), where
v € C and ¢ € N. An integer assignment over I is a tuple (w,d) representing

the assignment w = d, where w € I and d € Z.

We will use A(C,I) to denote the power-set of all assignments over I and
C.

Definition 11. (Timed automata) A timed automaton A over a finite set of
actions Act, clocksC and integer variables I is a tuple (L,lo, E, V), where L is
a finite set of nodes (control-nodes), ly is the initial node, E C L x B(C,I) x
Act x A(C,I) x L corresponds to the set of edges, and V : L — B(C,I) assigns
invariants to locations. For a brief notation, we will denote | L5 1 by the

edge (I, g,a,m,l') € E.

Definition 12. (Synchronization Function) Let T C Act x Act be a function
such that:

<ai!, aﬂ} ceT = <ai?, a1'> eT f07" all a;

Definition 13. (Parallel Composition) Let Ay, Ag be two timed automata. The
parallel composition (A1|Az) is a timed automaton (L,ly, E), where (I1]lz) € L
whenever Iy € Ly and la € Lo, lg = (l1,0|l2,0), and the edges E are defined as

follows:

9,77

o (Llla) L5 (14lis) if (1 L2 1) Al 22 Y A (g = g1 A ga)A
(e, e T)N(r=r1Urg)

g9,a,7

o (lulle) = (hll2) i (h == 1)

o (Lll2) === (Lty) if (12 =5 1)

A state of a timed automaton A is a pair (I, u)|u € V(I), where [ is a node
of A and u is an assignment, mapping each clock in C' to a value in Ry, and
each integer variable in I to a value in Z, and u € V(I) means that u satisfies

the invariant of the node I. We will use g(u) to denote that the assignment u
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satisfies the guard g. The initial state of A is (ly, ug), where ug is the assignment
mapping all variables and clocks to 0.
The evolution of a timed automaton, from a state to another state can

proceed by two types of transitions:

e Delay transition: (I, u) £, (I, u').

e Action transition: (I,u) 25 (I, /).

Definition 14. (Delay transitions) Let (l,u) and (I’,u’) be two states of a

timed automaton A, and let d be a positive real. Then

(l,u) <9, (u) iff v e VIO) AN/ () =u(z) +d  ifzeC

u'(x) = u(x) ifrel

Definition 15. (Action transition) Let (l,u) and (I’,u’) be two states of a

timed automata A. Then

(Luy 225 (1 W)
co ifx € CA{x,co) ET
if v e VIU)ANglu) A [ W(z) =1 ¢ ifx eI Nx,c1) €T

u(z) otherwise

Timed Automata in Uppaal

The Uppaal modelling language extends timed automata with the following

additional features:

e Templates automata are defined with a set of parameters that can be of
any type (e.g., int, chan). These parameters are substituted for a given

argument in the process declaration.

e (Constants are declared as const name value. Constants by definition

cannot, be modified and must have an integer value.
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Bounded integer variables are declared as int [min,max] name, where min
and max are the lower and upper bound, respectively. Guards, invariants,
and assignments may contain expressions ranging over bounded integer
variables. The bounds are checked upon verification and violating a bound
leads to an invalid state that is discarded (at run-time). If the bounds are
omitted, the default range of -32768 to 32768 is used.

Binary synchronization channels are declared as chan c. An edge labeled
with ¢! synchronizes with another labeled c?. A synchronization pair is

chosen non-deterministically if several combinations are enabled.

Broadcast channels are declared as broadcast chan c. In a broadcast
synchronization one sender c! can synchronize with an arbitrary number
of receivers c¢?. Any receiver than can synchronize in the current state
must do so. If there are no receivers, then the sender can still execute the

c! action, i.e. broadcast sending is never blocking.

Urgent synchronization channels are declared by prefixing the channel
declaration with the keyword urgent. Delays must not occur if a synchro-
nization transition on an urgent channel is enabled. Edges using urgent
channels for synchronization cannot have time constraints, i.e., no clock

guards.

Urgent locations are semantically equivalent to adding an extra clock x,
that is reset on all incoming edges, and having an invariant x<=0 on the
location. Hence, time is not allowed to pass when the system is in an

urgent location.

Committed locations are even more restrictive on the execution than ur-
gent locations. A state is committed if any of the locations in the state
is committed. A committed state cannot delay and the next transition

must involve an outgoing edge of at least one of the committed locations.

Arrays are allowed for clocks, channels, constants and integer variables.
They are defined by appending a size to the variable name, e.g. chan

c[4]; clock al[2]; int[3,5] ul7];.
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o Initializers are used to initialize integer variables and arrays of integer

variables. For instance, int i := 2; or int i[3] := 1, 2, 3;.

Expressions in Uppaal

Expressions in Uppaal range over clocks and integer variables. The BNF is

given in Figure Bl Expressions are used with the following labels:

e Guard A guard is a particular expression satisfying the following condi-
tions: it is side-effect free; it evaluates to a boolean; only clocks, integer
variables, and constants are referenced (or arrays of these types); clocks
and clockdifferences are only compared to integer expressions; guards over
clocks are essentially conjunctions (disjunctions are allowed over integer

conditions).

e Synchronisation A synchronisation label is either on the form Expression!
or Expression? or is an empty label. The expression must be side-effect
free, evaluate to a channel, and only refer to integers, constants and chan-

nels.

e Assignment An assignment label is a comma separated list of expressions
with a side-effect; expressions must only refer to clocks, integer variables,

and constants and only assign integer values to clocks.

e Invariant An invariant is an expression that satisfies the following con-
ditions: it is side-effect free; only clock, integer variables, and constants
are referenced; it is a conjunction of conditions of the form x<e or x<=e

where x is a clock reference and e evaluates to an integer.

3.2.3 \Verifying Real-time Systems in UPPAAL

As mentioned in the introduction, the increasing use of systems dealing with
time requirements makes it necessary to develop methods to check the system
behavior correctness.

As pointed out in [T40, 65], the practical goal of verification of real-time

systems, is to verify simple safety properties such as “can we guarantee that
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Expression — ID | NAT
| Expression ’[* Expression ']’
| ’C Expression ’)’
| Expression ++’ | *++’ Expression
| Expression '— —’ | ’— —’ Expression
| Expression AssignOp Expression
| UnaryOp Expression
| Expression BinaryOp Expression
| Expression ’7’ Expression ’:" Expression
| Expression ’.” ID

UnaryOp — [’V | ‘not’
Binaryop SN Y Y | 7<:7 | 7::7 | 7!:7 | 7>:7 | 7>7

| ) ) | y_ 9 | 9% | 7/7 | 7%7 | 7&7

| 7|7 | IA | 7<<7 | 7>>7 | 7&&7 | 7||7

| ’<? | ’>7" | ’and’ | ’or’| 'imply’
Assignop — 7::7 | 7+:7 | 77:7 | 7*:7 | 7/:7 | 7%:7

| )|:7 | 7&:7 | 7/\:7 | 7<<:7 | 7>>:7

Figure 3.1: Syntaxis of expressions in BNF

a bad thing won’t occur?" or “are we sure that eventually a good thing will
occur?". These properties could be formalized in temporal logic as VO-bad —
thing and 3Qgood — thing. In finite-state systems this kind of properties can be
verified by checking all possible reachable states of a system. But the systems

now considered are infinite-state because of the clocks are real-valued.

Specifying Properties in TCTL Style

The language that UPPAAL uses to perform the verification is a subset of
timed computation tree logic (TCTL,[ACD93|), where atomic expressions are
location names, variables and clocks gathered from the modeled system. The
properties are defined using local properties that are either true or false by

depending on a specific configuration.

Definition 16. (Local Property) Given an UPPAAL model A. A formula ®

is a local property iff it is formed according to the following syntactical rules:
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w1 and py for o1, @2 logical properties (logical AND)

p = deadlock
| Al forAE/TandleLA
| xxc for x € Clocks, <€ {<,<=,==,>=>},c€Z
| z—yxc for x,y € Clocks, <€ {<,<=,==,>=>},c€ Z
| axb for a,b e Vars|JZ,<e {<, <=, =,==,>=>}
| (¢1) for ©1 a local property
| not for w1 a local property
| @1 or 2 for w1, o logical properties (logical OR)
|
|

w1 imply oo for o1, s logical properties (logical implication)
Thus, the truth value of a local property can be evaluated in a local config-

uration, as follows:

Definition 17. (Correctness of a Local Property) A local property ¢ is correct
in a local configuration s = (I, u)|u € V(I), denoted by s Eioe @, iff it is correct

according to the following definitions:

s Fioe deadlock iff no delay or action steps are enabled in s

s Fioe Al iff =1 in fforA = A; in A

S Floe X C iff  wu(s) e, xeE {<, <=,==,>=>}

S Eloe t —y<c iff  u(z) —uly) e, xe {<, <=,==,>=>}
and z,y € C' (Clocks)

S Floc a1 b iff  w(a)xu(b), xe {<, <=,1=,==,>=>}
and a,b € I (Vars)

s Froc (1) iff s Fioe ¢1

s Fioc not o1 iff (s Fioe ¢1)

s Fioc 1 0T 2 iff S Fioc p1 0r's Fioe 2

S Fioe (1 and g iff s Eioe 1 and s Eype @2
s Fioe @1 tmply w2 iff (s Fioe 1) 078 Fioe 2

Where o1 and o stand for local properties.

This notion of locality must not be confused with locality in the sense of
“locality to a process". The temporal logic of UPPAAL language let the user
define local variables and clocks of a process by using the syntax, P.var, which

represents a variable, var, local to the process, P.
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E<>¢p reachability of ¢
All e safety (invariantly ¢)
E[] e possibly always ¢
A<>p inevitably ¢
@ —— >1 unbounded response
(corresponds to A[ ]| (¢ = A <> v))

@, : local properties

Figure 3.2: The five different kinds of temporal properties for UPPAAL.

In definitions [[@ and [ we have expressed the syntax of the temporal logic
that UPPAAL uses, and figure shows the five different kinds of temporal
properties that UPPAAL can verify. Let us see the definition of three of them,

the remaining two clases are defined easily from them.

Definition 18. (Temporal Properties) Let (I,u) be a control state of a Timed
Automata and let ¢ and b be local properties. The correctness of temporal

properties is defined for the classes Al |, A <> and —— > as follows:
(Luy = Al ] ¢ iff - VW) (Lu) =" ') = (U uf) Fioe @
(lLuyFA<> ¢ if Wy (Luy = ) = U u)) Free o
Lu)Eo——=>4 dff if VI, ur). (Lu) =" ({1, ur) = (5, u1) Fioe ¢ then
Ay, ug). (17, uy) =~ (lg, up) = (I, up) Fioe ¥
The other temporal property classes are dual to Af | and A <>, and they are
defined as follows:

(LuyF E<> ¢ iff —(M Epe Al ] not(p))
(LuyEE[]o iff —(MFEp. A<> not(p))

Symbolic Model-Checking

The region-graph technique pointed out in [63], [[40] allows the state space of
a real time system to be partitioned into finitely many regions in such a way
that states within the same region satisfy the same properties. However, as the
notion of region is essentially property-independent and the number of such

regions depends highly on the constants used in the clocks constraints of an
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automaton, the region partitioning is extremely fine (and large). This section
offers a much coarser (and smaller) partitioning of the states space yielding
extremely efficient model-checking.

The semantical state of a network of timed automata is a pair (I, u), where
is a control-node and v € R is a clock assignment in the form ((I,u), v), satisfy

a given formula ¢, that is,

((u),v) = o

Note that u is a clock assignment for the automaton clocks and v is a
clock assignment for the formula clocks. Now, the problem is that we have too
many (in fact, infinitely many) such assignments to check in order to conclude
(1w),v) E .

In this section we shall use clock constraints B(C'UK) for automaton clocks
C and formula clocks K to symbolically represent clock assignments. We shall
use D to range over B(C'U K). For safety formulas ¢ we show an algorithm to

simultaneously check

[l,D E e

which means that for each u and v such that uv is a solution of the constraint
system D, we have ((I,u),v) = ¢.

Thus, the space Ry is partitioned in terms of clock constraints. As for a
given network and a given formula, we have only finite many such constraints
to check, the problem becomes decidable, and in fact as the partitioning takes
into account of particular property, the number of partitions is in practice

considerably smaller compared with the region-technique.

Reachability Analysis by Constraint Solving

Adopting the methodology developed in [T40)], we start by describing a simple
reachability problem for timed automata. A generalized version of the problem

will be given later.

Definition 19. (Simple Reachability) Let (I, uo) and (Iy,uy) be states of a
timed automata A. Then (I, uys) is reachable from (ly, uo) iff there exists a trace

(lo,uo) —* (lf,uy) that leads to the final state.
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Note that the simple reachability relation is the transitive and reflexive

closure of the transition relation.

To solve the problem with infinite state-space we use constraint systems to

symbolically represent sets of assignments that we call time regions.

Definition 20. (General Reachability) Let Iy, l; be nodes of a timed automaton
A, and let Uy, Uy be sets of assignments. We say that (lz, Uy) is reachable from
(lo, Uo) iff there exists ug € Uy and uy € Uy such that (ly,uy) is reachable from
(I, uo).

We now describe an algorithm for solving the general reachability problem,

using constraint solving techniques.

Let A be the timed automaton to be analyzed. We assume that the clocks
of A can be ordered as a vector (ci,ca,...,c,). Then, the clock part of an
assignment can be seen as a point in the n-dimensional space R’} .. We will
use linear constraint systems to describe regions of such points, and solve the

general reachability problem by manipulating such linear constraint systems.
A class of Simple linear Constraint Systems

The class of constraints we will study will always take the form: I; < x; < u;
or l;; < x; —x; < uy;. We will use the term linear constraint system to denote
a set of constraints of that form. A solution to a linear constraint system r is

an assignment that maps each variable to a value that satisfies the constraints.

The solution set of a constraint system r (i.e. the set of all solutions of r)
can be seen as a convex polytope in the n-dimensional space. It can be seen in

Figure

From now on we will simply call a constraint system r a region to its solution
set. We will use r = ) to denote that r is not satisfiable, (i.e. its solution set is
empty), » C v’ to denote that r implies 7/ and r A7’ to denote the intersection

of the solution sets of r and r’.

To represent a constraint system, we introduce a particular clock zy, which
always has value 0. Then, we may assume that all constraints in the system
have the form /;; < z; — x; < u;;. Constraint systems of this form can easily

be represented by matrices.
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N
7

Figure 3.3: A solution region r

Operations on Constraint Systems

The subject of this section is to describe an algorithm that decides if a symbolic
state (I7,Uy) is reachable from a symbolic state (lo, Up).

The algorithm will manipulate r by constraint solving. The guards and
resets on the transitions and delays of the states are the things that affect
the constraints and motivate the operations introduced. The direction of the
reachability analysis, forwards or backwards, will need different operations on

constraint system.
Definition 21. (Delay operations)

1. The weakest precondition of a constraint system r is defined as follows:

wp(r) ={z|3d>0:2+d € r}

2. The strongest postcondition of a constraint system r is defined as follows:

sp(r)={x|3d>0: 2 —d € r}

These operations are needed because the automata, perform several delay
transitions before an action transition is performed. If the reachability analysis
is forward we start from (lo, Up) and search forwards for (l¢,Us). In this case

the strongest postcondition is used. If we do backward reachability analysis we
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wp(r)

N,
7

Figure 3.4: The weakest precondition operation over a Constraint System r

sp(r)

N
>

Figure 3.5: The strongest precondition operation over a Constraint System r

search backwards from (I, Us) to (lo, Up) and handle delays with weakest pre-
condition. The delay operations weakest precondition and strongest precondition

are shown in Figures B4 and respectively.

Definition 22. (Guard conjunction) If r is a constraint system and g is a set
of guards the time region after the guard conjunction is the intersection of the

solution sets: g Nr.

This operation is performed when determining which transitions are enabled

or not. If 7' becomes inconsistent we have ' = ().

Definition 23. (Resetting clocks) Let r be a constraint system and k the clock



3.2 UPPAAL

reset(r,k)

Figure 3.6: The reset operation over a Constraint System r

to be reset.

1. reset(r,k) is defined as follows:
{v|Fwer:v,=0AYi#k:v;, =w}
2. free(r,k) is defined as follows:
{vFwer:v, e RAVI #k v, =w;}
3. The Boolean operation check(r, k) is defined as follows:
{vjverAv,=0}#0

The reset operation is used in forward reachability analysis to handle the
resets that may be performed when the system performs a transition. In back-
ward reachability analysis the free and check operations are used to handle the
resets on the transitions. It is straightforward to extend the above definition to
handle sets of resets and resets involving other values than 0. The operations
reset and free are shown int Figures and B respectively.

The implementation of the algorithm and operations are much easier if the

constraint systems are of a special form, called closed.

Definition 24. Let r be a time region of the form x; — x; < w; 4,20 =0, r is

closed if it satisfies:
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free(r,k)

N,
>

Figure 3.7: The free operation over a Constraint System r
Vdiﬁj S uinglscﬁl:cj o SCj = di,j

Constraint systems are closed under the operations defined above.

3.2.4 Algorithms

We now present a reachability analysis algorithm using constraint solving. The
algorithm checks whether a state in a timed automata is reachable from the
initial state or not.

When searching the state space we need two buffers that we can call wait
and passed, respectively. The wait buffer contains the states not yet explored

and the passed buffer holds the states explored so far.

Forward Reachability Analysis

If we do forward reachability analysis we initially store (lp,Up) in the wait

buffer. We then repeat the following.
Algorithm 1. (Forward Reachability Analysis)
1. Pick a state {I;,U;) from the wait buffer.

2. Check if l; =1y NU; C Uy. In this case, return the answer yes.
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3. if Iy = 1; NU; C Uy, for some (I;,U;) in the passed buffer, drop (l;,U;)
and go to step 1. Otherwise save (l;,U;) in the passed buffer. If U; C U;
we can replace the state (I;,U;) with (I;,U;). (To save space)

4. Find all I, that are reachable from l; in one step regardless of the assign-
ments, taking into account only the actions . Let gy be the set of guards

on the performed transition an ay the set of resets.

5. We now take Uy, = reset(sp(U;) N gk, ax). If U # 0, store (I, Ug) in the

wait buffer.

6. If the wait buffer is not empty go to step 1, otherwise return the answer

no.

Backward Reachability Analysis

To simplify the algorithm description below we define an operation inv_ reset,

which consists of operations defined above.

Definition 25. Let “r" be a constraint system and “a” a set of resets. We

define

free(r,a) if check(r,a)
inv_reset(r,a) =
0 otherwise
If we do backward reachability analysis we initially store (l¢, Uy) in the wait
buffer. We then repeat the following
Algorithm 2. (Backward Reachability Analysis)
1. Pick a state (I;,U;) from the wait buffer.
2. Check if l; = 1o NU; C Uy. In this case, return the answer yes.

3. if ly =1, NU; C Uy, for some (l;,U;) in the passed buffer, drop (l;,U;)
and go to step 1. Otherwise save (l;,U;) in the passed buffer. If U; C U;
we can replace the state (I;,U;) with (I;,U;). (To save space)

4. Find all I, that lead to l; in one step regardless of the assignments, taking
into account only actions. Let gy be the set of guards on the performed

transition an ai the set of resets.
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Figure 3.8: Overview of UPPAAL

5. We take Uy, = inv_reset(wp(U;) Ngg, ax). If Uy # 0, store (I, Uy) in the

wait buffer.

6. if the wait buffer is not empty go to step 1, otherwise return the answer

no.

3.2.5 An Overview of the UPPAAL GUI

The UPPAAL’s [T 92, 96] main window (Figure B¥) consists of two parts:
the option’s menu and the panel of tabs. The option’s menu is described in
the integrated help, which is accessible through the help option in the menu.
This option also describes the UPPAAL functionality in detail. The tab panel
is divided into three tab panels and these tab panels give access to three work
areas of UPPAAL, which are the editor, the simulator and the verifier. Figure
shows the editor view. The idea is to define a bunch of templates (like in
C++) that are instantiated in order to get a complete system. The templates

can define symbolic variables and constants as parameters.
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Figure 3.9: A first example

In order to get a first contact with UPPAAL we make a double click in the
drawing area to get a location, if you repeat this, you have two. By a double
click on these locations you can rename them as “start" and “end". Click on the
Transition Mode, click on the start location and on the end location. Then, you
have your first automata ready, as depicted in Figure B3 Click on the Simulator
tab to start the simulator, click on the yes button that will popup and you are
ready to run your first system. Figure B-I0 shows the simulator view. On the
left you will find the control part where you can choose the transitions (upper
part) and replay/save/load a trace (lower part). In the middle you have the
variables and on the right the system itself.

The last tab is the Verifier, which is shown in Figure BT1l Tt is divided into
two parts. At the top part you can describe and sound the properties and the
bottom part shows the connection status with the local verifier server, which
is the real verifier. The top part is divided into three panels. At the top, the
Overview panel allows us to see all the properties to be sound (it has two
modes, “properties" and “comments"). The middle panel is the property one,
which allows us to add new properties, and the bottom panel is the comments

one, which allows us to write the property comments. On the right you can see
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Figure 3.10: A snapshot of the simulator

some buttons which allows us to check the properties, change the mode between
the property view or comment view and remove and insert new properties. All

of this can be seen in Figure B111

The reader can find a small tutorial on UPPAAL at the URL:
http://www.it.uu.se/research/group/darts/papers/texts/new-tutorial. pdf

and several case studies in [T}, T2 [16] [T7, T8, 67, 68, K0, 94, 05, 10T, [103].

3.3 The P_UPPAAL tool for probabilistic systems

As mentioned above, the P_UPPAAL tool (Probabilistic_ UPPAAL) [E7, 49]
deals with probabilistic systems. This kind of system is characterized by the
appearance of non deterministic information and actions that make the system
unstable, although it is possible to compute and study the probability of occur-
ring. This section describes how P UPPAAL tool models these systems and

how this tool can be used to check probabilistic properties.


http://www.it.uu.se/research/group/darts/papers/texts/new-tutorial.pdf
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3.3.1 Introduction

With P UPPAAL we can model a timed-probabilistic system, but we can
also simulate and analyze the system behavior. Simulations are very useful in
these tools in order to detect some disfunctions in the normal conditions of the
system. They are usually used as a first step for the validation of a system. The
modeling and simulation activities are led through a graphical interface and
the verification process is accomplished by RAPTURE [#2, 43| [79]. This tool,
P_UPPAAL, introduces the probabilistic behaviors to the UPPAAL models.
To add these behaviors, the tool imports models from UPPAAL and translates
them into a graphical model. Then, the graphical model is translated to a
textual format, which is used by the RAPTURE engine.

The Rapture engine provides the strategies for model checking quantitative
reachability properties of Markov decision processes [I19] by successive refine-
ments. The properties are analyzed on abstractions rather than directly on the
given model. Such abstractions are expected to be significantly smaller than
the original model, and may safely refute or accept the required property. Oth-
erwise, the abstraction is refined and the process repeated. As the numerical
analysis involved in settling the validity of the property is more costly than the
refinement process, the method profits from applying such numerical analysis

on smaller state spaces.

Model checking of finite state systems allows settlement of qualitative prop-
erties such as “the system will never reach an erroneous situation". However, it
is often vital that additional quantitative properties are established in order for
the system to be considered correct. Such properties include real-time require-
ments such as “a desired state will be reached within 105 seconds", probabilistic
properties of the type “a desired state will be reached with probability of at
least 99%", and properties that combine both “a desired state will be reached

within 105 seconds with probability of at least 99%".

Thus, this kind of Model checking allows us to introduce the probabilistic
behaviors into UPPAATL models.

Notice that P_ UPPAAL does not require UPPAAL to work, it allows mod-

eling the system using the provided editor and after that, it exports the system
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P UPPAAL

Figure 3.12: Architecture of the P_ UPPAAL tool

modeled to a UPPAAL model. Furthermore, it might validate the system mod-
eled and verify quantitative reachability properties within the system modeled.
Thus, P_ UPPAAL is a suite of tools.

3.3.2 P_UPPAAL Architecture and Functionality

The architecture of P_ UPPAAL, shown in Figure B2, is divided into three
main parts, the Editor, the Simulator and the Verifier.

The Editor allows us to model the system. The system is modeled as a
probability transition system (PTS for short). The probability behavior of the
system is captured by introducing the probabilities in the transactions.

The Simulator allows us to analyze and validate the most relevant behav-
iors of the model by following its traces. Thus, we can analyze the traces and
then decide whether the model holds the behavior expected or not. The simu-
lator does not use the probabilities, because the trace generator is lead by the
verifiers. However, the model is inherently non-deterministic.

The verifier checks the quantitative reachability properties defined on it. It
translates the system modeled into textual format and, after that, it connects
with the RAPTURE tool which delivers the verdict. Therefore, if the system
holds the defined property, the verifier receives from RAPTURE the answer

yes, otherwise, it receives the answer not.

63



64 Chapter 3 Model Checking for RTS and PS

@ UPPAALZK M(=1/E3
File Templates Wiew Queries Options Help
| Select Mode | | Transition Mode |

1
Drag out ¢ process P
I Project () Start
@ [ Templates :
o

& [ Global Declarations

Figure 3.13: An example of UPPAAL model.

Importing Models from UPPAAL

The import process is based on the following idea: “The UPPAAL and P UPPAAL
models are derived from Labeled Transitions Systems". Thus, we just import
from the UPPAAL models the states, the transitions, the variables and chan-
nels, the synchronization, and the guards. Therefore, we import the complete

model with the exception of the timing characteristics (invariants and clocks).

Figures and BT show a simple example of the original model from
UPPAAL and the imported model in P_UPPAAL, respectively. As you can
see in Figure B4l the import model does not have the clock i which could be
seen at the UPPAAL model in Figure

We can find the import option at the P_UPPAAL menu, which opens an
open dialog to search the UPPAAL model for the import activity.
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Figure 3.14: P_ UPPAAL imported model from UPPAAL.

Modeling Systems

As mentioned above, P UPPAAL consists of three tabs: the Editor tab, the
Simulator tab and the verifier tab, which uses the RAPTURE tool. The first
tab, the Editor, is a graphical interface that allows us to describe and draw the
probabilistic transition system.

The Editor is divided into two main panels:

e The left panel allows us to describe the processes, the variables, the sys-
tem and the templates, that will be part of the model. In the variables
section, you can define integral variables and channels that provide the
synchronization between the processes. In the process section, you can
define the process from the different templates defined before. Finally, in

the system section, you can describe the processes that run in parallel.

o The right panel allows us to draw the template as a PTS. Thus, we can
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draw states (initial or not) and transitions and its guards, synchroniza-

tions, assignments and probabilities.

The editor provides two ways of working, the selection mode and the tran-
sition mode. The selection mode allows us to create or to remove states, as
well as the edition of the state and transition properties. Thus, we can edit the
name of the states and we can also establish or update the initial state. Fur-
thermore, we can edit the transition properties by adding guards, assignments,
synchronizations (with other processes through the channels) and probabilities.
On the other hand, the transition mode allows us to depict the relations among
the states, however, we must change to the selection mode to add properties to
the transitions (as seen before).

Figure depicts the tab Editor, with a simple example. This model just
consists of one process, which also consists of three states: Idle, Start and End.
The probability to reach the state End is just 0.1, whereas the probability to
reach the state Start is 0.9. This example has been derived from the model in
Figure BT3 which has been modified with probabilities in transitions and some

other changes.

System Simulator

The P_ UPPAAL tab Simulator provides a way to validate whether the model
captures appropriately the main characteristics of a given system or not. We
can check if the model is correct, i.e., if the model holds the most representative
design requirements that we have collected previously. The simulator is a path
generator that allows verifiers to navigate through the model by executing the
different transitions of the model; i.e, the verifier generates paths by executing
transitions. This transition selection mode implies that the selection is deter-
ministic. Thus, the probabilistic information is not taken into account in this
simulation process. However, this information will be used in the next phase
by the verifier.

To check the model syntax, P_ UPPAAL uses a parser written in JAVA.
The simulation algorithm used by P UPPAAL is:

1. Checks the guards.
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Figure 3.15: P_ UPPAAL example.
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2. Store the enabled transitions; if there are no enabled transitions then the

simulation ends.

3. Choose the transition or transitions to be executed (in case of synchro-

nizations two transitions must be executed at the same time).
4. Execute transition, which requires the following actions:

e Make the assignments.

e Make the synchronization.
5. Return to the beginning.

The simulator panel is divided into four different panels: enabled transitions,
simulator trace, variables and the system. The “Enabled Transitions" panel
collects the transitions that are currently enabled. The “Simulation Trace" panel
shows the trace history, i.e., it shows the transitions that have been simulated
up to now. The “Variables" panel shows all the system variables and its current
value. The last panel shows the running simulation.

Before the verification process starts, we must save the system model. After
that, you can start the simulation. The first step is to choose the transition
to run, this is made through the “Enabled transition" panel. Then, you push
“Next button" and the generated trace is stored in the trace panel.

Figure BTA shows the simulator tab, where a simulation process is depicted
for the system of Figure B13

The Verification Process

The verification process is accomplished through the RAPTURE tool. To con-
nect with RAPTURE, P_ UPPAAL provides the RAPTURE tab. This tab is
divided into two parts. At the top, we can establish the initial and final state,
and the probability to reach the final state from the initial state and, at the
bottom, you can see the RAPTURE output.

To verify a property, the verifier must first translate the system into textual
form. This textual form will be the input for RAPTURE.

Figure B17 depicts the RAPTURE verifier tab running.

The next subsection treats the RAPTURE tool into detail.



3.3 P_UPPAAL

f=3 P-UPPAAL v 1.0 - dos. pfil
File Templates

Enakled Transitions Variables

First.2

| Next || Reset |

Simulation Trace

(First.ldle}
First.0
(First.5tar)
First.2
(First.ldle}
First.0
(First.Starf)

Process First

dle

En

Figure 3.16: A simulation example.

69



70

Chapter 3 Model Checking for RTS and PS

E2 P UPPAAL v 1.0 - dos. pfil (=13
File Templates
| iseimg | Simitato | Raptre
Initial Locaction [#First.idle Final Location #First.End

Command |rohr.opt -exact -goal s0.5 C:'Documents and Set‘tingsIGregorio.MITHnNDIRldos.p+ - " Run |

Rapture Output
CreateProcess: prabr.opt-exact-goal 0.4 CADocuments and Settingsi\Gregorio MITHANDIR\do=.prob errar=1593
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3.3.3 RAPTURE - The Probabilistic Verification Engine

The context systems of RAPTURE are described in terms of Markov decision
process [119], also called probabilistic transition systems (PTS) or probabilistic
automata. This model allows us to combine probabilistic and non-deterministic
steps providing a natural extension to traditional non-deterministic models.
The choice of this model is partly due to the fact that it is closed under paral-
lel composition (which facilitates modeling and compositional reasoning), but
primarily because PTSs are amenable to abstractions.

RAPTURE is focused on a restricted class of reachability properties. These
properties allow to specify that the probability of reaching a particular condi-
tion ¢ from any reachable state satisfying a given initial condition ¢; is smaller

(or greater) than a given probability p regardless of how non-deterministic
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choices of the model are resolved.

RAPTURE is based on automatic abstraction and refinement [43]. The
basic idea is to use abstractions in order to reduce the high cost of the numer-
ical analysis involved in computing the minimum and maximum reachability
probabilities for PTSs. The abstractions considered are obtained via successive
refinements, starting from an initial coarse partitioning of the state space de-
rived from the property under study. For a given refinement the property is
checked on the induced abstract model, hopefully settling the property. How-
ever, the verdict may be inconclusive, when threshold probability p happens to
be between the calculated minimum and the maximum abstract probabilities.
In this case, the abstraction is further refined and the property checked again.
This process is successively repeated until either the property is settled, or no
further refinement is possible. To efficiently store the state space, perform ab-
stractions and process the refinement steps, RAPTURE uses Bdds and Mtbdds

(or Adds) [43l, @2, [7].

Probabilistic Transitions Systems

As it is pointed out in [E3, @2], Probabilistic transition systems (PTS for short)
generalize the well-known transition systems with probabilistic information. In
a PTS, a transition does not lead to a single state, but to a probability space,
whose sample space is a set of states. The model we define is widely used (see
e.g. [82,[127)), and it is also known as Markov decision processes [119).

Let Distr(€2) denote the set of all probability distributions over the sample

space 2.

Definition 26. (Probabilistic Transition Systems). A probabilistic transition
system (PTS for short) is a structure T = (s, —) where S is a set of states, and
—C X x Distr(S) is the transition relation. We write s — 7 for (s,m) €—.
A PTS is said to be a fully probabilistic transition system (FPTS for short) if
s > mTNANSs— p=m=p. A rooted PTS (resp. FPTS) (T,s¢)is PTS (resp.
FPTS) equipped with an initial state so € S. A PTS may be equipped with a
proposition assignment p : S — P(AP), where AP is a finite set of atoms and
P(AP) the set of propositional formula on AP. We define =C X x P(AP) by

s =g iff p(s) = g is a tautology.
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We write s — whenever there is a 7 such that s — m; otherwise, we write
s . We let sup(m) = {s'|n(s’) > 0}. We call s a sink state if s .

Let T = (S,—) be a PTS. A simple path in T is a finite sequence of states
0 = 808182 . .. Sp, where for each 0 < i < n there exists m; € Distr(S) such that
s; — m; and m;(s;4+1) > 0. Let o(¢) denote the state in the i-th position. Let |o]
be the length of o and let first(c) = (1) and last(c) = o(|o|). A simple path
starting from s € S is a simple path o with o(1) = s. A state ¢ is reachable
from another state s in T if there is a simple path in T with s = first(c) and
t = last(o).

A full path in T is a sequence of states o being either a simple path with
last(o) -, or an infinite sequence. We denote by s —paths(T) and f —paths(T)
the sets of simple paths and full-paths in T starting from s. Let reach(T), s)
denote the set of all states reachable from s in T

We now define a probability measure on the full paths of a FPTS F. For
any simple path o € s — paths(F), define o1 = {7 € f — paths(F)|oc < 7}
where < is the classical prefix order on sequences. Let F(F') be the smallest
o-field on f — paths(F) which contains oy for each o € s — paths(F). Let
F(F) such that for any ¢ = sps1...s, € s — paths(F') such that for any

0 =8081...5n, € s — paths(F) such that s; —p m; for all 1,0 < i < n:
Prs(or) 2 if (s = s9) then 7mo(s1) - m1(s2) ... Tu_1(s,) else 0

We will write Pg (o) to denote Pp s(oq). Intuitively, Pp ¢(o) is the proba-
bility of ¢ in F' starting from s.

Any given PTS T defines a set of probabilistic executions, each one obtained
by iteratively scheduling one of the possible post-state distributions from each
pre-state, starting from a given state sy € S. Notice that the same state s of
T may occur more than once during a probabilistic execution and each time
a different distribution from s may be scheduled. In order to distinguish such
occurrences we include in all states s of a probabilistic execution the past
history of s, which is the unique path leading from the start state to s. Thus,

a probabilistic execution essentially defines a finite or infinite tree.

Definition 27. (Probabilistic Execution) A probabilistic exzecution of a PTS
T = (S,—7) is a FPTS F = (s — paths(T), —r) such that (¢ —p p) < (Ir:
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last(q) =7 T AVs € S : p(gs) = 7(s))

We denote by execs(T, sp) the set of all probabilistic execution of T rooted

in sg.

Computing Extremum Probabilities

For a given rooted PTS (T, s9) we are interested in the extremum probabilities
of reaching some final condition from a given initial condition. For any given
formula ¢ € P(AP) we define the set of all minimal simple paths of 7" that end

in a state satisfying condition ¢ as:
Eg £ {0 € s — paths(T)|last(c) |Er AVi,0 < i < |o| : 0(i) Fr —¢}

By recording history information in states, the above set characterizes uniquely
a set of simple paths of probabilistic executions of T. We also use Eg to de-
note this alternative characterization. It should be clear from the context which
alternative is used. We omit 7" in the notation whenever it is clear from the

context.

Definition 28. (Extremum Probabilities) The minimum and mazimum prob-
abilities of reaching a final condition ¢¢ from an initial condition ¢; in a rooted

PTS (T, so) equipped with a proposition assignment are defined respectively by

PiT",i,co(gbi, o7) Zinf{Prs,(Zes)|s € reach(T, So)As = ¢;iN(F, s) € execs(T,s)}

(3.1)
P (9, 05) = sup{Prs(Sgy)ls € reach(T, So)As |= ¢iN(F, s) € execs(T, s)}
(3.2)

We talk of an extremum probability to refer to either the minimum or the
maximum probability.

We use the shorthand P/ (s) and P*"?(s) for PiTngo (s = s0,0f) and P37 (s =
s0, @) respectively. We denote by I and F' the sets of states satisfying ¢; and
¢, respectively. Our aim is to efficiently compute P/ (I) £ in fye P/ (s) and
PUP(F) 2 supqe PoUP(s).

The equations Bl and of definition define extremum probabilities,
but do not provide an effective way of computing them. However, it is well
known [8, [T3] that P™f and P*“? can be characterized as the least fixpoints of
operators F"f FsuP = (S — [0,1]) — (S — [0,1])) defined as follows. If s € F
then F/ (f)(s)F**?(f)(s) = 1. If s ¢ F then
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F (f)(s) = min 3 w(s")- f(s') and FP()(s) = max 3 w(s) £(s') (3.3)

s'eS s'eS

Based on the above equations, two methods have been explored to com-
pute P/ (s) and P*“?(s). One can either compute the least fixpoints by iter-
ative methods, or the equations can be transformed into a linear optimization
problem that can be solved using classical techniques of linear programming.

RAPTURE implements the linear programming method.

We use a standard pre-computation of certain sets of system states in order
to simplify the system before applying linear programming techniques. These
sets are: the set of all reachable states Reach, and for each p € {0,1} the set of
states having minimum (resp. maximum) probability p of reaching ¢f. These
latter sets of states are denoted P’:Of, py. Pijlf, and P27 respectively. All
of the above sets can be computed using discrete fixpoint analysis [#5] on a

boolean abstraction of the system.

Based on the above pre-computations our linear programming problems for

computing P™f and P**? become as follows:

maximize P™f under the constraints

pinf < pinf(s) sel
Pf(s) =0, sepX?
| (s) = (3.4)
pinf(s) =1, s e (FupP™h
Pl (s) =3 cg PP(s!), s—mseS\(PIPU P U F)
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minimize P%*? under the constraints

psup > Psup () sel
psuP(s) =0, sePXy
(=) - (3.5)
pPsvr(s) =1, s € (FUPIP)
PsP(s) =3 g PTP(s"), s —mse S\(PZYUPZPUF)

Simulations and Partitioning

Probabilistic simulation [T27, B1] is central to state the correctness of the
abstraction technique shown here. For any 0 € Distr(S x S),s € S and
X CS5,0(s,X) and 6(X, s) will denote resp. Xgzexd(s,x) and Yzexd(z, s).

Definition 29. (Simulation) Let C C S x S be a relation on states defining a
discrimination criterion. A relation R C S'x S is a C-(probabilistic) simulation

if, whenever sRt,
1. (s,t) € C and
2. if s — m, there exist p such thatt — p and ™ Cg p.

where m Cg p if there is 6 € Distr(S x S) such that for all s,t € S, (i)n(s) =
§(s,S), (it)p(t) = §(S,t) and (ii1)d(s,t) > 0 = sRt. s is C-simulated by t,

notation s <¢ t, there is a C-simulation R with sRt.

Our interest is to check when a PTS reaches a goal ¢ starting from any
state satisfying some initial condition ¢;(¢;, ¢y € P(AP)). Let Cphi;, ¢ be the

discriminating criterion defined by

(5:1) €Cpip, & (sEGr o tE)NSE G S tEG)

We write only C' whenever ¢; and ¢ are clear form the context. Notice that
C is an equivalence relation. The simulation < provides a sufficient condition

for preservation of extremum probabilities, as the following theorem states:

Theorem 1. Let (T, s}) and (Ts,s3) be two rooted PTS such that none of
them contains a sink state, and let C = Cgy, 4,. Then (T1,s5) =c (T2,s3)
implies P17 (65, 67) < P37 (61, 05) and PR 1 (1,05) = P (01, 0)

1
sS0o
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The requirement that every state has a transition is not really harmful as
each sink state can always be completed with a self-looping transition without
affecting the properties of interest on the original PTS. We can abstract a PTS
by partitioning its state space, and any such partitioning will induce an abstract
PTS which will simulate the original (concrete) one. As a result, extremum

properties will be preserved by the abstract system.

Definition 30. (Quotient PTS) Let T = (S,—71) a PTS equipped with the
proposition assignment p. Let A = (Ag)kex be a partition of S. The quotient
PTS according to A is the PTS T/A = (A,—.,p/A) , where

1. A gn/Ae3scA:s > T AVA € A: (1) A)(A) & Syean(s’) and

2. p/A(A) £V, 4 p(s)

For a rooted PTS (T, sq), its quotient is given by (T,s0)/A, A provided that
so € Ae A.

Theorem 2. Let (T,s9) be a rooted PTS with a set of states S and let C be
an equivalence relation defining a partition A of S. Then for any partition B
of S such that B< A, (T,s0)/B =¢ (T, So)/A.

Notice the special case of the theorem where B partitions S into singleton
sets. In this case (T, s9)/B is isomorphic to (T, sp). The following corollary states
the relationship of abstraction by partitioning and preservation of extremum

probabilities.

Corollary 1. Let (T, sg) be a rooted PTS equipped with a proposition assign-
ment. Let ¢; and ¢y be the initial and final conditions. Let C be the equivalence
relation C = Cy, 4, defining a partition C of S. Then for any two partitions A
and B such that B < A <C,

su s inf inf
P(T{)SO)/B(@’ ¢f) < P(T?SU)/A(@’ ¢f) and P(T7so)/5(¢ia ¢f) > P(T750)/A(¢ia ¢f)

RAPTURE Architecture Implementation

The architecture of RAPTURE is the following (see Figure BIR):
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1. The frontend parses the input language, which specifies both the system
to be analyzed, the property and possibly the components (processes
and variables) not abstracted in the initial abstraction. The output is a
symbolic representation of the system (i.e., the probabilistic transition

function and sets of root, initial and final states).

2. Boolean analysis is then performed. If it allows to prove or disprove the

property, the verdict is emitted.

3. Otherwise, the initial abstraction is built, and the verification process

alternating numerical analysis and refinement steps starts.

As stated before, RAPTURE uses linear programming to compute extremum
probabilities. Because of precision problems arising with some case studies,

RAPTURE offers the following possibilities:

e Use of the sparse matrix based solver LP  SOLVE, with coefficients being

ordinary real numbers (1);

e Use of the dense matrix based solver CDDLIB, with coefficients being
either exact rational numbers (2), multi-precision floating point numbers

(3), or ordinary real numbers.

The possibilities that give the best results are (1) and (2). (1) is better
whenever there are no precision problems, because it uses sparse matrices and
our LP problems are sparse, whereas (2) is very useful when precision problems

arise and/or when exact results are desired.

3.3.4 An example: Communication Through Unreliable media

In order to illustrate these two tools, P UPPAAL and RAPTURE, we will
model, validate and verify a simple example with them. This example consists
of a client and a server which communicate through two unreliable channels (a
channel for each way). The client sends a sequence of M different requests to
the server. The server processes the requests and sends acknowledgements of
them to the client. If there is a failure (we suppose that the client can detect
it), the client can resend the request twice. On completion, the sender emits

the message CORR, otherwise the message ERR will be emitted.
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Figure 3.18: Architecture of the RAPTURE tool

Process AckLine Frocess SandLins

Figure 3.19: The two communication media: AckLine & SendLine

Global Declarations

We first declare the set of channels:

channels: S_send, S _receive, S lost, A receives, A receivec, A losts, A lostc,
START, CORR, ERR;

The Two Communication Media

We define the SendLine and AckLine processes(see Figure B-T9)). The field syn-
chronizations allows us to define the set of channels on which the process syn-

chronize.
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Process Cliant

A _recaivec

Figure 3.20: Client process

The Client Process

The more complex process is the Client process that you can see in Figure
This process owns two local variables. Their type is uint(2), which means:

2-bits unsigned integers.

The Server Process

Lastly, we have the (dummy) Server process that is shown in the Figure BZ11

The Simulation

Figure depicts the simulation process of the system, which allows us to

validate the system model.

The Property and the Verification

In order to check the probability of: “one message has been correctly sent", is
greater than “50%". We add the process sender into the system (see Figure
B23). Furthermore we must set the “initial" field to “#Sender.idle” and the
“final" field to “#Sender.end” in order to specify this property.
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Frocess Server ;
AckRaceaive ) wia it
J“'i_lﬂ\.-l.'.‘.-l'l'ub

B receivec 8 =and

loste

task

G_lul..-uiv'ﬂ :j.

Figure 3.21: Server process

E3P-UPPAAL v 1.0 - UnreliablaMedia. pfil

File Templates

e ’ oss Server Process Sender
Enabled Transitions Variables AckRecaive wal
chLine.0,Serer.1 (Cllent =0
| Client msg=1

lAckLine 1, Semer 1

_teceivec

Simulation Trace

cckLine.idle SendLine.idle Clien
(Client 0 Sender.0

(AckLine. idle SendLine.idle Clien
SendLine.0,Client &

tAcKLine. idle SendiLine semClie
SendLine.3,8emer.0

(AckLine idle SendLing idle, Clien

Figure 3.22: System simulation
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Frocess Sender

icl e L and

—

Y ERR
‘)?HF:—I'IL &g :f O, #Client. n:=0

Figure 3.23: Sender process

The output provided by RAPTURE can be seen in Figures B24] and
The property is false, because the P*“? < 0.5 on the stabilized partition of the
system. As every member of this partition is a bisimulation equivalence class,
we get that P**P = 0.975639511753 on the concrete system.

3.4 From UPPAAL to P_UPPAAL

We can translate timed automata from UPPAAL to Probabilistic Transition

Systems for RAPTURE without losing the temporal references.

3.4.1 Translation from Timed Automata to Probabilistic Transi-
tion System

A timed automata, by definition, is a standard finite-state automaton extended
with a finite collection of real valued clocks. Clocks are assumed to proceed at
the same rate and their values may be compared with natural numbers or reset
to 0. It is possible to extend the notion of timed automata to include integer
variables, i.e. integer valued variables that may be compared to natural numbers

or assigned to any value of the form ax + b where a,b € Z and x is the variable
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File Templates

fMudeIing rSimuIatur |/Rapture |

Initial Locaction |#Sync.id|e | Final Location [#Sync.end |

Command |Iexportmumeorpruffgreguriurﬁrafurpruhr.opt-exact -goal s0.5 Iexpurtmu+ - || Run |

Rapture Output

- Syntaxical analysis
- Sernantic analysis, transformation into Bdds
M cormputing processes and expressions
™ Boolean cornposition
™ Boolean analysis
Initially: 14 state variahles, 32768 states
relation: 402 nodes
Reordering...
Reachability analysisfrominit: 140 states, 32 nodes
Reachability analysis frominitial: 140 states, 32 nodes
psupl: 16 states, 25 nodes
Extending final states
Second reachability analysis from initial: 124 states, 26 nodes
Mon-sink state space: 112 states, 47 nodes
Psup=1. 4 states
in0.17 seconds
' cormputing global probabilistic transition function
' size ofthe transition function: 287 nodes, 1540 paths, 6 leaves
Swstern build and analysed (Eoolean analysis) in 0.23 seconds

Building initial partition in 0.03 seconds

Step 1, autormaton has 10 locations and 12 nails, 5420 bytes
essential autornaton has 5 locations and 7 nails

Computing psup: discrete analysis, 1.0

pinf=-Infinity psup=1 dif=Infinity

analysisin 0 seconds

refining in 0.02 seconds

Step 2, autornaton has 16 locations and 22 nails, 9564 bytes
essential autormaton has 9 locations and 15 nails
Computing psup: discrete analysis, 1.0

pinf=-Infinity psup=1 dif=Infinity

analysisin 0 seconds

refining in 0.04 seconds

Step 3, autormaton has 29 locations and 38 nails, 15784 bytes
essential automaton has 20 lacations and 28 nails
Computing psup: discrete analysis, 1.0

pinf=-Infinity psup=1 diff=Infinity

il

Figure 3.24: The verifier verdict
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File Templates

fMudeIing rSimuIatur |/Rapture |

Initial Locaction |#Sync.id|e | Final Location [#Sync.end |

Command |Iexportmumeorpruffgreguriurﬁrafurpruhr.opt-exact -goal s0.5 Iexpurtmu+ - || Run |

Rapture Output

Step 2, autornaton has 16 locations and 22 nails, 9564 hytes
essential autornaton has 9 locations and 15 nails
Computing psup: discrete analysis, 1.0

pinf=-Infinity psup=1 diff=Infinity

analysisin 0 seconds

refining in 0.04 seconds

Step 3, autornaton has 29 locations and 38 nails, 15784 bytes
essential autormaton has 20 locations and 28 nails
Computing psup: discrete analysis, 1.0

pinf=-Infinity psup=1 dif=Infinity

analysisin 0 seconds

refining in 0.05 seconds

Step 4, autornaton has 44 locations and 48 nails, 20380 bytes
essential autormaton has 21 locations and 25 nails
Computing psup: 19 variables, 25 constraints, 13 equalities;
pinf=-Infinity psup=0.990478425818 dif=Infinity

analysisin 0.09 seconds

refining in 0.07 seconds

Step &, autormaton has 68 locations and 70 nails, 29748 bytes
essential automaton has 30 locations and 32 nails
Computing psup: 28 variables, 32 constraints, 24 equalities;
pinf=-Infinity psup=0.981673428381 dift=Infinity

analysisin 0.06 seconds

refining in 0.04 seconds

Step 6, autormaton has 78 locations and 76 nails, 32068 bytes
essential automaton has 34 locations and 32 nails
Computing psup: 32 variables, 32 constraints, 32 equalities;
pinf=-Infinity psup=0.975638513753 dif=Infinity
analysisin 0.03 seconds
refining in 0 seconds
™ Failure =
Witer 6 steps and 13 divisions, final autornaton has 78 locations
pinf=-Infinity psup=0.975639513743 difi=Infinity
Timesin seconds:
huilding: 0.23
analysis: 0.43 {nurmerical computations: 0.18; refinernent: 0.248)

Figure 3.25: The verifier verdict
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being reassigned. The model also allows clocks not only to be reset, but also to

be set to any non-negative integer value.

3.4.2 Keeping Temporal References

As we have seen above, the main difference between both models are the clocks
and probabilistic extensions over the well-known transition system. Thus, in
order to translate from Networks of Timed Automata into Probabilistic Tran-
sition Systems, it is necessary to remove the clocks from UPPAAL models, as
it is pointed out in [48]. But in this case, it is not possible to check properties
consisting of probabilistic and temporal references, because PTS cannot deal
with clocks.

A possible solution is to translate the clocks into common elements of both
models, integer variables. Thus, the clocks could be considered as integer vari-
ables, and then, we could reset or modify these clocks. Furthermore, we could
use them in guards and in invariants, as we did before in the automata.

From the syntactic point of view this is correct, but furthermore we must
consider the semantic point of view, i.e. how the automaton may evolve. As we
have seen in definitions [[4 and [[3, the system can evolve either using a delay
transition or an action transition. There are no problems when the system
evolves by performing action transitions, although, we must check whether the
guards use clocks or not in order to translate them into integer variables. But,
if the system evolves by making a delay transition, the clocks cannot evolve,
i.e. no time is elapsed, owing to the fact that they are now integer variables.

Therefore, we must consider a technique that allows the system to simulate
the passage of time. An approach to deal with this problem is to add a loop
transition in each node to increase the clocks. These new transitions do not
have any guards or synchronizations. But, each loop has an assignment that
increases all clocks, regardless they are global or local to one automaton.

The technique used in the translation is an “Integer Semantic", which is
valid as a basic model to be extended with probabilities. The obtained output
from the translation process will be the input for the probabilistic tool. Once
specifiers have added the probabilistic extensions, verifiers can specify and check

properties with probabilistic and temporal references.
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Figure 3.26: Constraint Solving of a constraint system P for the dense and
discrete timed automata.

Thus, we have changed the real clocks for integer clocks or digital clocks
[72]. This change also implies a change from the semantic view point, because,
we have changed from a semantic where the time deals with “dense time" to
a semantic that works with “discrete time", i.e., from a “Dense Semantic" to
a “Discrete Semantic" (see [120), 20] for further information about dense and
discrete semantics). The differences, which this change results in, are that not
all the behaviors captured by a dense semantic can be captured with the discrete
semantic. We can see the differences in the example of Figure where the
constraint solving of a constraint system for dense and discrete time automata
is different for each different semantic.

Despite of the two semantics are not equivalent, there are cases where the
discrete semantic behaves as the dense semantic. Figure B.2Z7 shows an example
of a probabilistic timed automata where the integer semantic is adequate. The
reason of this behavior lies in the constraints on guards and invariants, which
are not restrictive (i.e., they do not consist of “<" or “>", but consist of “<=",

“>:H and nc::")_

85



86 Chapter 3 Model Checking for RTS and PS

Xx=8

wait success

Figure 3.27: The integer semantic is sometimes adequate.



CHAPTER

Model Checking for
e-commerce - Verification of

Security Protocols

4.1 Introduction

Electronic commerce (e-commerce) became a buzzword as the information so-
ciety developed rapidly throughout the 1990s. Internet has made e-commerce
available to a wider user group, notably smaller enterprises and households.
Amongst the business community the search for increased productivity and ef-
ficiency is expected to lead to even more enterprises adopting e-commerce as a
way of doing business in the future. Whilst an ever growing awareness of the
opportunities, technological developments in infrastructure and access devices,
and falling access costs will facilitate this, fears about security and a lack of
skills could hold it back.

According to EITO estimates, e-commerce on the Internet was valued at 172
billion EUR in 2001 in European Union, close to 2% of GDP (Gross Domestic
Product). In that way safety errors on e-commerce could be very expensive.
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But we can use system wvalidation in order to avoid them [23] I25]. System
validation is the process of determining the correctness of specifications, designs
and products. Furthermore, it is a technique to support the quality control of
the system design. A technique that implements system wvalidation is Model
Checking [T05]. The system validation is an important goal in order to avoid
design errors. Thus, in e-commerce must be a goal too. Verification allows us to
check if our protocols hold the expected behaviors and if they hold some safety

properties.

4.2 Timed Requirements of e-commerce Security Pro-

tocols

Any distributed system is a real time system where time manage must be
considered as a strong constraint. For instance, in a distributed database, the
time response for storing, updating or querying data determines whether the
database is suitable or not.

E-commerce systems like any other distributed system consist of several par-
ties and these parties interact among themselves in order to perform a purchase
of products, services or others.

Thus, in e-commerce systems, time responses and the passage of time play
also a crucial role. For instance, no body can accept a purchase process where
the payment instant is abusive, or vice versa, any customer would accept a
purchase process where the product reception instant is also abusive. - Imagine
a lottery participant would make the payment once the lottery has finished, or
even, a travel agent that sends the tickets once the fly has departed.

However, most of the methods used for the formal analysis of security pro-
tocols [38, 46, K5, [T04] do not take time aspects into account. The main reason
is that ignoring time simplifies the analysis, at the cost of making the analysis
less realistic. Thus, in recent years, some related works, as Corin’s et al. in [39],
have appeared to deal with this problem.

Then it is necessary to take into account some requirements for designing
and implementing security protocols to make them appropriate for time man-

agement. In this sense we must consider the following priority requirements:
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1. The passage of time could affect the flow of messages. For instance, when
an acknowledge message does not arrive in a suitable period of time, then

it is necessary to retransmite again the message.

2. The protocol messages must include time information, because, Time in-

formation can be used in the protocol messages (e.g. timestamps).

The influence of time on the flow of messages is not considered by state of
the art methods for analysing protocols. However, we believe it to be crucial
because (1) If the protocol does not decide what action to take in the case of
timeouts, the implementation will eventually have to consider these issues; (2)
The efficiency and security of the implementation depends critically on these
specific decisions; and (3) The timing of message flows in a protocol can be ex-
ploited by an attacker. Making judicious use of timing information in a protocol
has received attention but mostly in the limited setting of using time stamps
as opposed to nonces. Time information can be used to influence message flows
as well. Summarising, we believe that timing issues are an important and hith-
erto insufficiently studied aspect of the design and implementation of security

protocols.

4.3 \Verification of e-commerce Security Protocols

E-commerce is based on transactions between client and server agents. These
transactions require a protocol that provides privacy and reliability between
these two agents. Two widely used protocols on e-commerce are Transport Layer
Security (TLS) and Secure Electronic Transaction (SET). In this chapter we will
see the way to use Model Checking to ensure the main e-commerce properties
related to these protocols. Specifically, we use the tool UPPAAL to describe

and analyze the behaviors of the protocols.

4.3.1 TLS protocol

The Transmission Control Protocol/Internet Protocol
(TCP/IP) governs the transport and routing of data over Internet. Other proto-
cols, such as the HyperText Transport Protocol (HTTP), Lightweight Directory
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{ HTTF‘} { LDAP} [ IMAP]

Application Layer

Network Layer

TCP/IP layer

Figure 4.1: TLS runs above TCP/IP and below high-level application protocols

Access Protocol (LDAP), or Internet Messaging Access Protocol (IMAP), run
"on top of" TCP/IP, in the sense that they all use TCP/IP to support typical
application tasks such as displaying web pages or running email servers.

The Transport Layer Security protocol [58], TLS for short, runs above
TCP/IP and below higher-level protocols such as HTTP or IMAP. It uses
TCP/IP on behalf of the higher-level protocols, and it allows a TLS-enabled
server to authenticate itself to an TLS-enabled client, it allows the client to
authenticate itself to the server, and it allows both machines to establish an
encrypted connection. These capabilities address fundamental concerns about
communication over Internet and other TCP/IP networks:

TLS server authentication allows a user to confirm a server’s identity. TLS
enabled client software can use standard techniques of public-key cryptography
to check that a server’s certificate and public ID are valid and have been issued
by a certificate authority (CA) listed in the client’s list of trusted CAs. This
confirmation might be important if the user, for instance, is sending a credit
card number over the network and wants to check the receiving server’s identity.

TLS client authentication allows a server to confirm a user’s identity. Using
the same techniques as those used for server authentication, TLS-enabled server
software can check that a client’s certificate and public ID are valid and have
been issued by a certificate authority (CA) listed in the server’s list of trusted
CAs. This confirmation might be important if the server, for instance, is a bank
sending confidential financial information to a customer and wants to check the
recipient’s identity.

An encrypted TLS connection requires all information sent between a client

and a server to be encrypted by the sending software and decrypted by the
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receiving software, thus providing a high degree of confidentiality. Confiden-
tiality is important for both parties to any private transaction. In addition, all
data sent over an encrypted TLS connection is protected with a mechanism for
detecting tampering—that is, for automatically determining whether the data
has been altered in transit.

The TLS Record Protocol is used for encapsulation of various higher level
protocols. One such encapsulated protocol, the TLS Handshake Protocol, allows
the server and client to authenticate each other and to negotiate an encryption
algorithm and cryptographic keys before the application protocol transmits or
receives its first byte of data. The TLS Handshake Protocol provides connection

security that has three basic properties:

e The peer’s identity can be authenticated using asymmetric, or public key
cryptography (e.g., RSA, DSS, etc.). This authentication can be made

optional, but is generally required for at least one of the peers.

e The negotiation of a shared secret is secure: the negotiated secret is un-
available to eavesdroppers, and for any authenticated connection the se-
cret cannot be obtained, even by an attacker who can place himself in the

middle of the connection.

e The negotiation is reliable: no attacker can modify the negotiation com-

munication without being detected by the parties of the communication.

The TLS Handshake Protocol

The cryptographic parameters of the session state are produced by the TLS
Handshake Protocol, which operates on top of the TLS Record Layer. When
a TLS client and server first start communicating, they agree on a protocol
version, select cryptographic algorithms, optionally authenticate each other,
and use public-key encryption techniques to generate shared secrets.

The TLS Handshake Protocol involves the following steps:

e Exchange hello messages to agree on algorithms, exchange random values,

and check for session resumption.
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e Exchange the necessary cryptographic parameters to allow the client and

server to agree on a premaster secret.

e Exchange certificates and cryptographic information to allow the client

and server to authenticate themselves.

e Generate a master secret from the premaster secret and exchanged ran-

dom values.
e Provide security parameters to the record layer.

e Allow the client and server to verify that their peer has calculated the
same security parameters and that the handshake occurred without tam-

pering by an attacker.

The handshake protocol can be summarized as follows: The client sends
a client hello message to which the server must respond with a server hello
message, or else a fatal error will occur and the connection will fail. The client
hello and server hello are used to establish security enhancement capabilities
between client and server. Following the hello messages, the server will send
its certificate if it is to be authenticated. If the server is authenticated, it may
request a certificate from the client. Now the server will send the server hello
done message, indicating that the hello-message phase of the handshake is com-
plete. The server will then wait for a client response. If the server has sent a
certificate request message, the client must send the certificate message. The
client key exchange message is now sent, and the content of that message will
depend on the public key algorithm selected between the client hello and the
server hello. If the client has sent a certificate with signing ability, a digitally-
signed certificate verify message is sent to explicitly verify the certificate. At
this point, a change cipher spec message is sent by the client, and the client
copies the pending Cipher Spec into the current Cipher Spec. The client then
immediately sends the finished message under the new algorithms, keys, and
secrets. In response, the server will send its own change cipher spec message,
transfer the pending to the current Cipher Spec, and send its finished message
under the new Cipher Spec. At this point, the handshake is complete and the

client and server may begin to exchange application layer data. We can see the



corresponding flow chart in Figure E2l Note that the ChangeChipherSpec is an
independent TLS Protocol content type, and it is not actually a TLS handshake

message.
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Client

ClientHello

# Certificate
ClientKeyExchange
#rCertificate Verity
[ChangeCipherSpec]

Frushed

Application Data

7r Indicates optional or situation-dependent messages that are not always sent

————— >
‘— —————
————— >
‘— —————
—————>

Server

ServerHello
Certificate
ServerKeyExchange
CertificateRequest
ServerHelloDone

[ChangeCipherSpec]
Finished

Application Data

Figure 4.2: Message flow for a full handshake

Modeling the Protocol

Now we have presented the main features of UPPAAL models. Then, let us see
how we can describe the TLS Handshake protocol by means of timed automata.

In this task we firstly identify two processes in the protocol: the Client and the

Sever processes.

Once we have identified the protocol processes, we model the message flow
between them and their internal behaviour. The message flow is described by
means of synchronizations between the Client and the Server (figures and
EA respectively). The internal behaviour of each process can be easily modeled,
by some "local" state and transitions. Note that the "Anonymous" message
is really a server "KeyExchange" message. But this "KeyExchange" message

is sent in an anonymous negotiation. Furthermore, the "HandShakeFailure"

message represents the possible errors.
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HelloDong’ Certificate?

SCertificate
HandShakeFailure!

xchange
andShakeFailure!

KeyExchange!
CKeyExchange

Finished
Finish!

HandShakeFailure!

Figure 4.3: The Client process
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lert]

lure?

lert]

Figure 4.4: The Server process

Validating the Protocol

In the validating phase we can check whether the model holds the system
behavior or not. This can partially be made by means of simulations. These are
made by choosing different transitions and delays along the system evolution.
At any moment during the simulation, you can see the variable values and
the enabled transitions. Thus, you can choose the transition that you want to
execute. Nevertheless, you can also select the random execution of transitions,
and thus, the system evolves by executing transitions and delays which are
selected randomly. We have some other options in the Simulator. For instance,
you can save simulations traces that can later be used to recover an specific
execution trace. Actually, the simulation is quite flexible at this point, and you
can back or forward in the sequence.

Then, with respect to our model of the TLS Handshake protocol, our main
goal in the validation phase is to check the correctness of the message flow,
taking into account the protocol definition.

We have made a number of simulations; and we have concluded that the
system design satisfies the expected behavior in terms of the message flow

between the Client and the Server. For instance, we show, in Figure the

95



96 Chapter 4 Model Checking for e-commerce

Server Client1

Hello

) (e

Hello

ls}

[HelloPhase | [ 5Halio)

Hellalrone

[ Exchang ePhase] [ SHeIIoDone]

KeyExchange

[ FiniShPhase] [ CKeyExchange]

Finish

@@ @shed
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Figure 4.5: Trace for an abbreviated Handshake

negotiation trace for an abbreviated handshake.

Specifying and Verifying Properties

Before starting the automatic verification, we must establish which are the
properties that the model must fulfill.

We have divided these properties into three classes: Safety, Liveness and
Deadlocks. These properties are specified by means of a Temporal Logic. The
temporal Logic used by UPPAAL is described in [92].

Safety Properties allow us to check if our model satisfies some security

restrictions. The main Safety properties are:

e A Server could not send the ServerHello message if the client has not sent

the ClientHello message before, or vice versa:

VOC!lient.SHello = Server.HelloPhase (4.1)
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e A Client sends the KeyExchange message immediately after the server
certificate message (or ServerHello message, if this is an anonymous ne-

gotiation):

VO (Client.C KeyExchange = Server.HelloPhase) V
(Client.CKeyFExchange = Server.ExchangePhase) (4.2)

e The Finished message is always sent by the sender and Client, once the

key exchange and the authentication processes are successful:

vOClient.Finished = Server.FinishPhase (4.3)

Liveness Properties intend is to check that our model can evolve in the
right order. Liveness Properties for our model are simple. If a client sends the
message ClientHello, some time later, we could reach the message finished.

Translating it into Temporal Logic we have:

Client.CHello — Client.Finished (4.4)

On the other hand, if a server sends a ServerHellow, some time later, we

could reach the message finished. Translating it into Temporal Logic we have:

Server.HelloPhase — Server.Finished (4.5)

Deadlocks are clear restrictions. We could check if our model is deadlocks

free:

vO-Deadlock (4.6)

Thus, we have specified the properties in UPPAAL and we have checked
them by the UPPAAL verifier. The verifier outputs that we have obtained
allow us to conclude that the safety properties BTl EE2, and the deadlock
freeness property EE are held by our model.

But we have obtained a negative answer in the liveness properties EE4] and

By analyzing these properties, we supposed that when a hello message has
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arrived, the message finished will be sent later. But sometimes, the client or
the server can send the Handshake-Failure message, which means "something
wrong has happened" and then the negotiation ends. Then, we can replace the
properties B4l and EEA by: When the hello message has been sent, sometimes the
negotiation ends. It is expressed by EE7 and which are held by our model.

VOClientl.C HelloimplyServer.FinishPhase (4.7)

VO Server.HelloPhaseimplyClientl.Finished (4.8)

4.3.2 The Set Protocol

Secure Electronic Transaction (SET) is a system for ensuring the security of
financial transactions on the Internet. It was supported initially by Mastercard,
Visa, Microsoft, Netscape, and others. With SET, a user is given an electronic
wallet (digital certificate) and a transaction is conducted and verified using a
combination of digital certificates and digital signatures among the purchaser, a
merchant, and the purchaser’s bank in a way that ensures privacy and confiden-
tiality. SET makes use of Netscape’s Secure Sockets Layer (SSL), Microsoft’s
Secure Transaction Technology (STT), and Terisa System’s Secure Hypertext
Transfer Protocol (S-HTTP). SET uses some but not all aspects of a public
key infrastructure (PKI). SET works in the following way:

Let us assume that a customer has a SET-enabled browser, such as Netscape
or Microsoft’s Internet Explorer, and that the transaction provider (bank, store,

etc.) has a SET-enabled server.

1. The customer opens a Mastercard or Visa bank account. Any issuer of a

credit card is some kind of bank.

2. The customer receives a digital certificate. This electronic file functions
as a credit card for online purchases or other transactions. It includes a
public key with an expiration date. It has been through a digital switch

to the bank to ensure its validity.

3. Third-party merchants also receive certificates from the bank. These cer-

tificates include the merchant’s public key and the bank’s public key.
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4. The customer places an order over a Web page.

5. The browser of the customer receives and confirms that the merchant is

valid from its certificate.

6. The browser sends the order information. This message is encrypted with
the merchant’s public key, the payment information, which is encrypted
with the bank’s public key (which cannot be read by the merchant),
and information that ensures the payment can only be used with this

particular order.

7. The merchant verifies the customer by checking the digital signature on
its certificate. This may be done by referring the certificate to the bank

or to a third-party verifier.

8. The merchant sends the order message to the bank. This includes the
bank’s public key, the customer’s payment information (which the mer-

chant cannot decode), and the merchant’s certificate.

9. The bank verifies the merchant and the message. The bank uses the digital
signature on the certificate with the message and verifies the payment part

of the message.

10. The bank digitally signs and sends authorization to the merchant, who

can then fill the order.
The set of participants in a SET protocol are represented in figure

Cardholder A cardholder uses a payment card that has been issued by the
Issuer. SET ensures that the interactions of cardholder with the merchant

and the payment card information remain confidential.

Issuer It is a financial institution. It establishes an account for the cardholder.
It also issues the payment card. The Issuer also guarantees payment for

authorized transactions using the payment card.

Merchant The merchant offers goods or services in exchange for a payment.
In order to accept payment cards the merchant must have a relationship

with an Acquirer.
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Certificate Authority

I S|

CardHolder Merchant Acquirer

T

Electronic

Payment

Figure 4.6: Participants in a SET protocol & their Interactions.

Acquirer A financial institution that establishes an account with a merchant

and process payment card authorizations and payments.

Payment Gateway It is a device operated by an Acquirer or a designated
third party that processes merchant payment messages, including pay-

ment instructions from cardholders.

Brand Financial Institutions came up with payment card brands in order to
protect and advertise the brand. It creates an atmosphere conducive to
establishing and enforcing rules for use and acceptance of their respective
payment cards. It also provides a network to interconnect the financial

institutions.

Third Parties Issuers and Acquirers sometime assign processing of payment

card transactions to these third-party processors. [134]
Once we have described the protocol, we can validate the protocol with
UPPAAL and RAPTURE, after translating it.
Modelling, Validating, Translating and Verifying in UPPAAL and RAPTURE

To model this protocol in UPPAAL we have used the formal description that
is available at http://www.setco.org [134}, T35, [T36]. In figures ECAELRT and

EETO we can see the main processes involved in the protocol.



4.3 Verification of e-commerce Security Protocols
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Figure 4.7: CardHolder Template.

InitMerc InitMerc_requested RegForm_Received CertMErc_Requested CertMerc_received
req_merc! send_regform? -/ req_certmerc! "~/ send_certmerc?
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Figure 4.8: Merchant Template.
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Figure 4.9: Certificate Authority Template.
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init_Gateway M erchauthor _requested
reg_autor?

ercauthor_responded M er caucthor processed
resp_autor!

Figure 4.10: Payment Gateway Template.

Then, we start by checking that the model we have constructed satisfies the
expected behavior. This task is accomplished by simulation. Simulations are
made by choosing different transitions and delays along the system evolution.
At any moment during the simulation, we can see the variable values and the
enabled transitions. Thus, we can choose the next transition to be executed.
But we have also the possibility to make an automatic execution, and thus, the
system evolves by executing transitions and delays which are selected randomly.
Then, with respect to our model of the SET protocol, our main goal in the
validation phase is to check the correctness of the message flow, taking into
account the protocol definition. We have made a number of simulations; and
we have concluded that the system design satisfies the expected behavior in

terms of the message flow between the Client and the Server.

To verify the protocol in UPPAAL we must establish the properties that
the model must fulfill. We have divided these properties into three classes:
Safety, Liveness and Deadlocks. These properties are specified by means of a

Temporal Logic. The temporal Logic used by UPPAAL is described in [92].

Safety Properties allow us to check if our model satisfies some security

restrictions. In our case study the main safety properties are:

e A Merchant cannot start the identification process if CardHolder has not

started the identification process:
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VOCardHolder.Register Requested =
Merchant.Init M ercRequested (4.9)

e A Certificate Authority sends the registration form immediately after the

Merchant starts the identification:

VO (Merchant. Init M ercRequested =
Certi ficate Authority. Reg Form Receive) (4.10)

e A Payment Gateway cannot finish authorization if the Merchant has not

requested:

VOM erchant.Init Authority =

PaymentGateway.M erch Author Responded (4.11)

Liveness Properties check that our model can evolve in the right order.
Liveness Properties for our model are simple. If a CardHolder sends the mes-
sage Register Request, some time later, we must obtain the message Purchase

Accepted. Translating this into Temporal Logic we obtain:

CardH older.Register Requested —
CardHolder.Purchase Accepted (4.12)

On the other hand, if a Merchant sends a registered request, some time

later, the Certificate Authority sends a certificate.

Certi ficate Authority. Register Requested —
Certificate Authority.Cert MercReceived (4.13)

Deadlocks are clear restrictions, which can be checked by:
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vO-Deadlock (4.14)

These properties has been verified by the UPPAAL verifier engine with an

affirmative response to them.



CHAPTER

Design and Verification of Web

Services

5.1 Introduction

A Web Service is an autonomous, standards-based component whose public in-
terfaces are defined and described using XML [85]. Other systems may interact
with a Web Service in a manner prescribed by its definition, using XML based
messages conveyed by Internet protocols. Web Services specifications offer a
communication bridge between the heterogeneous computational environments
used to develop and host applications. The future of E-Business applications re-
quires the ability to perform long-lived, peer-to-peer collaborations between the
participating services, within or across the trusted domains of an organization.
The Web Service architecture stack targeted for integrating interacting ap-

plications consists of the components shown in Fig. B2l
The Web Services Choreography specification [85] is aimed at the compo-
sition of interoperable collaborations between any type of party regardless of
the supporting platform or programming model used by the implementation of
the hosting environment. Figure illustrates the relationship between WS-
CDL, the choreography layer and the orchestration layer (WS-BPEL), taking
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Business Collaboration Language:
Choreography Description Language

Business Process Languages:
BPEL, ClI, XPDL, BPML

UDDI

WSDL

HTTP, BEEP, IIOP, JMS, SMTP

Figure 5.1: The Stack Protocol for Web Services
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Figure 5.2: Relationship between WS-CDL and WS-BPEL.

an orchestra as a metaphor of this relation. The key document is the director
score, which corresponds to the WS-CDL document, in which each participant
is represented as well as the time it enters into action. Furthermore, the wind,
percussion and strings scores correspond to the WS-BPEL documents, which
show the behavior of each particular group.

In Web Services the design phase is the most important phase for Chore-
ography and Orchestration layers. These layers describe the behaviors of each
participant in a Web Service. In brief the Choreography describes the general
behavior and the Orchestration describes each particular behavior. Thus an im-
portant goal is the validation and Verification of these layers in order to proof
their correctness.

The verification process must play an important role in Web Services devel-
opment. However, it is necessary to notice that due to the wide range of systems
that Web Services are applied to, it is mandatory to check the different systems
characteristics and a critical characteristic of numerous systems is related with
time constraints. Thus, it becomes important for Web Services frameworks to

ensure the correctness of systems with time constraints. For instance, we can
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think in a failure of a bank to receive a large electronic funds transfer on time,
which may result in huge financial losses. Then, there is growing consensus
that the use of formal methods, development methods based on some formal-
ism, could have significant benefits in developing E-business systems due to
the enhanced rigor these methods bring [70]. Furthermore, these formalisms
allow us to reason with the constructed models, analysing and verifying some

properties of interest of the described systems.

5.2 Designing Correct Web Services

5.2.1 Whatis a “correct” Web Service?

Before introducing the reader in our methodology proposal, we must define

what is a “correct Web Service":

We say that a Web Service is correct if it is well
designed, in the sense that it has been checked for

potential design errors.

We classify the potential design errors into different types, specific and gen-

eral, which are defined as follows:

1. Specific, i.e., errors that are checked via properties that are specific to the

current application.

2. General, i.e., errors related to general characteristics such as concurrency,

quality of service, time response, security, etc.

5.2.2 How can we generate “correct” Web Services?

In the generation of Web Services [A0] as in the generation of any software
system it is necessary to apply a methodology covering every phase of the life

cycle. The methodology that we propose consists of the following phases:

e System analysis: In this first phase the goal is to capture and specify

the requirements that the system must fulfil.
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ﬁ
Figure 5.3: Proposed methodology for the design of “correct" WS.

e System design: In this phase we use the provided information from the

previous phase in order to design the system.

e Model generation & verification: This phase is focused on the mod-
eling and verification of the designed system in order to prove its cor-
rectness. The properties to verify are captured in the System analysis

phase.

e Web Services generation: Once the design have been checked, Web

Services are automatically generated, by using some tool.

In the analysis phase we have used a technology based on goal models
performing requirement engineering, which is named KAQOS. In the design phase
we use the Unified Modeling Language (UML) 2.0. These UML diagrams are
used to describe and specify the choreographies, which will be translated into
timed automata for verification purposes. Figure depicts a diagram that

shows the different phases of the proposed methodology.
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5.3 System Analysis

The requirements of the system are collected in this phase. However, they must
be expressed in a standardized manner. There are several languages, graphical
diagrams, etc. to perform it, but we apply those that allow us to capture in a
proper way the time requirements. Thus, in this phase we use the goal-oriented

requirements engineering.

The key activity in goal-oriented requirements engineering is the construc-
tion of the goal model. Goals are objectives the system under construction
must achieve. Goal formulations thus refer to intended properties to be en-
sured. They are formulated at different levels of abstraction from high-level,

strategic concerns to low-level technical concern.

Goal models also allow analysts to capture and explore alternative refine-
ments for a given goal. The resulting structure of the goal model is an AND-
OR graph. The specific goal-oriented framework considered here is the KAOS
methodology [A11, 117, B4, 89| which uses a two level language: (1) an outer semi-
formal layer for capturing requirements engineering concepts, structuring and
presenting them; (2) an inner formal assertion layer for their precise definition

and for reasoning about them.

A goal is a concrete requisite about some system that requires the coop-
eration between different parties, which are called agents. Agents are active
components that play a role towards goal satisfaction. Goals may refer to ser-
vices to be provided (functional goals) or to the quality of service (non-funcional
goals).

To Build Goal Models, Goals are organized in AND/OR refinement-abstraction
hierarchies where higher-level goals are in general strategic, coarse-grained and
involve multiple agents whereas lower-level goals are in general technical, fine-
grained and involve fewer agents. In such structures, AND-refinement links
relate a goal to a set of subgoals (called refinement) possibly conjoined with
domain properties; this means that satisfying all subgoals in the refinement is
a sufficient condition in the domain for satisfying the goal, (Figure E4). OR-

refinement links may relate a goal to a set of alternative refinements, (Figure

3.
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Requirement

I And-refinement

SubReq1

SubReq2

Figure 5.4: And-refinement goal model

Requirement

Or-refinement

SubReq1

SubReq2

Figure 5.5: Or-refinement goal model
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A requirement is a terminal goal under responsibility of an agent in the
software-to-be; an expectation is a terminal goal under responsibility of an agent
in the environment. Goals prescribe intended behaviors; they are optionally
formalized in a real-time temporal logic that we have shown before in subsection
3.2.3. Keywords such as Achieve (reachability), Avoid (not safety), Maintain
(safety), possibly always, inevitably and unbounded response, are used to name
goals according to the temporal behavior pattern they prescribe. They are

depicted in the goal model as follows:

Temporal Behavior Goal Model Representation

Requirement

Maintain (Safety) A[ | ¢

Achieve (Reachability) E <>
P

[ Requirement j

Possibly Always E[ | ¢

Inevitably A <> ¢

------------
------
......

Unbounded Response p—— > | "= ==eemmeooccmmmmme=T
¥

Figure shows a goal model fragment of an aircraft control system. The

goal Maintain (safety) [SafeDoors] is refined by two OR-refinement links that
inherit the safety behavior. The first, leaf goal Maintain[DoorsLockedWhileMoving],
may be annotated with the following temporal logic assertion stating that in
every future state the plane doors shall be locked when the plane is moving:

A[] (Plane.MovingADoors.Locked). The second, leaf goal Maintain Inevitably

[DoorUnlockedWhenEmergency]|, may be annotated with te following temporal
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And-refinement

|SafeAeroTransportation | | RapidTransportation |
Maintain PossiblyAlways
NoPlaneCollision SafeDoors NoDelays

H

| DoorLockedWhileMoving |

Inevitably
DoorUnLocked

WhenEmergency Unbopund
| Respond
| O”F'Vi”9| | OnTakeOff&Landing | Land&TakeOff { Signaiset ™,
Or-refinement WhenSignal LB S
WorstCaseFlyToFly

| NoPlanelnRunway | DelayMaintained

Figure 5.6: Portion of a goal graph for a aircraft control system

logic assertion stating that in every future state the plane doors shall be un-

locked when an emergency occur: A <> Plane.Emegency A Doors.Unlocked.

The alternative refinement for the safety subgoal [NoPlaneCollisionOnTake-
Off&Landing] which leads to totally different designs when refined: block-based
design for NoPlainIn - SameRunway and speed control design for WorstCase-
FlyToFlyDelayMaintained,

Al ~(Runway.Ocduppied) and
A[] Runway.FlyToFlyClock < FlyToFlyDelay, respectively.

The leaf goal [NoDelays] specifies the intended behavior of "Possibly Always,
the aircraft control does not suffer delays" that is defined by the formula
E[] =(AircraftControlSystem.Delay)

The temporal behavior for the progression of planes is specified by the
Achieve (reachability) subgoal [PlaneProgress] that is refined by two subgoals
that inherit the achieve behavior: [Land& TakeOff WhenSignal] and [SignalSetGo]
defined by E <> (Plane.LandorPlane.TakeOf ) A Signal.Go and
E <> Plane.Ready — — > Signal.Go
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Goals refer to objects or entities which may be incrementally designed from
goal specifications to produce a structural model of the system that we will see
in the next subsection by using UML diagrams. Objects have states defined by
the values of their attributes and associations to other objects. In the above
formalization of the goal DoorsLockedWhileMoving, Moving and doorsState are
attributes of the Train and doors entities that will be declared in the system

design.

5.4 System Design

The system design phase is aimed in the system description that identify and
capture each particular behavior. In software engineering the Unified Modeling
Lenguaje (UML) diagrams is a well known tool for the design phase. UML 2.x
[B] considers thirteen different diagrams for software development. They can be

divided into three groups:

e Behavior diagrams. A type of diagram that depicts behavioral features of
a system or business process. This includes activity, state machine, and

use case diagrams as well as the four interaction diagrams.

e Interaction diagrams. A subset of behavior diagrams which emphasize
object interactions. This includes communication, interaction overview,

sequence, and timing diagrams.

o Structure diagrams. A type of diagram that depicts the elements of a
specification that are irrespective of time. This includes class, composite

structure, component, deployment, object, and package diagrams.

Our interest is focused on the behavior and interaction diagrams, because
with them we are able to capture the main features of systems with time restric-
tions and, moreover, are easily translated to choreography and orchestration
layers. More specifically, we are interested in the sequence and activity dia-
grams, because they can represent the message flow in time and the behavior
of several processes, respectively.

These diagrams are defined as follows:



1.
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“The Sequence Diagram models the sequential logic, in effect the time

ordering of messages between classifiers.”

Sequence Diagrams of UML 2.x (Object Management Group 2003) model
the logic flow of the system in a visual manner, enabling the designer both
to document and validate the logic. Sequence diagrams are used to cap-
ture the dynamic behavior of the system, together with other diagrams,
like activity diagrams, communication diagrams, timing diagrams, and

interaction overview diagrams.

Figure B depicts an example of a sequence diagram. There are three
participants in this diagram: alpha, beta and gamma. These entities
are represented by using objects and the communication processes are
represented by using different types of arrows request, response and re-
quest&response. The broken line that starts from each object represents
the line of time. The labeled boxes choicel, choice2, parallel and workunit
represent three different types for control. Choices one and two represent
two options, only one of them could be performed. The parallel box rep-
resents interactions that could be performed in parallel. And finally, a
workunit represents a set of interactions that are within a loop that has
a guard and a repeat condition. In the second choice there is an edge
labeled with “Clock x < 5", representing an interaction that must occur

before the clock x reaching the value of five units.

“The Activity Diagram depicts high-level business processes, including

data flow, or to model the logic of complex logic within a system."

Activity diagrams of UML 2.x (Object Management Group 2003) are typ-
ically used for business process modeling, for modeling the logic captured
by a single use case or usage scenario, or for modeling the detailed logic
of a business rule. In many ways UML activity diagrams are the object-
oriented equivalent of flow charts and data flow diagrams (DFDs) from

structured development.

Figure depicts an example of an activity diagram. The filled circle

represents the beginning of one activity. The activities are represented by
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Figure 5.7: A sequence diagram with three objects
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WS-CDL @ WS-CDL
Choreography Choreography

Time Constraints
& Model Checking

Figure 5.9: Translation from WSCDL into Timed Automata

using round boxes. Transitions between activities are depicted with ar-
rows, and synchronizations by gross lines. A diamond shows two possible
outputs from the activity study, either a positive or a negative output.
The time restriction is captured by a clock that is active when the date
is first of July. The boxes call taxi and taxi arrived are signals that are
sent to environment entities. Concentric circles are used to represent the

end of activities.

5.5 Translation from WS-CDL into Timed Automata

Figure depicts the translation process. For this purpose, we must first an-
alyze the WS-CDL documents in order to identify the common points shared
between them. The first stage is to obtain the general structure describing the
system that we are analyzing. In timed automata, this structure is defined by
the so-called System, which consists of the individual processes that must be
executed in parallel. Each one of these processes is defined by using a template.
Templates are used to describe the different behaviors that are available in the
system.

Then, for each component, of a WS-CDL description we have the following
correspondence in timed automata (see Fig. B0 for a schematic presentation

of this correspondence):

Roles : These are used to describe the behavior of each type of party that we
are using in the choreography. Thus, this definition matches with defini-

tion of a template in timed automata terminology.
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Relation types : These are used to define the communications between two
roles, and the channels needed for these communications. In timed au-
tomata we just need to assign a new channel for each one of these chan-
nels, which are the parameters of the templates that take part in the

communication.

Participant types : These define the different parties that participate in the
choreography. In timed automata they are processes participating in the

system.

Channel types : A channel is a point of collaboration between parties, to-
gether with the specification of how the information is exchanged. As
mentioned above, channels of WS-CDL correspond with channels of timed

automata.

Variables : They are easily translated, as timed automata in UPPAAL sup-

port variables, which are used to represent certain information.

Now the problem is to define the behavior of each template. This behavior
is defined by using the information provided by the flow of choreographies.
Choreographies are sets of workunits or sets of activities. Thus, activities and
workunits are the basic components of the choreographies, and they capture
the behavior of each component.

Activities can be obtained as result of a composition of other activities,
by using sequential composition, parallelism and choice. In terms of timed au-

tomata these operators can be easily translated:

e The sequential composition of activities is translated by concatenating

the corresponding timed automata.

e Parallel activities are translated by the cartesian product of the corre-

sponding timed automata.

e Choices are translated by adding a node into the automata which is con-

nected with the initial nodes of the alternatives.

Finally, time restrictions are associated in WS-CDL with workunits and

interaction activities. These time restrictions are introduced in timed automata
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Role = Template

Relation Type — Channel™

Participant Type = Process™

Channel Type = Channel

Variables = Variables

Choreography = Choreography™ | Activity
Activity = Work Unit | Sequence | Parallelism | Choice
Sequence — Activity™

Parallelism = Activity™

Choice = Activity™

Work Unit = State & Guard & Invariant

where the symbols +, | are BNF' notation,
em and & is used to join information

Figure 5.10: Schematic view of the translation

by means of guards and invariants. Therefore, in the case of a workunit of
an activity having a time restriction we associate a guard to the edge that
corresponds to the initial point of this workunit in the corresponding timed

automaton.

In the appendixes we show the XSLT rules used for the translation process,

as well as an WS-CDL example.

5.6 Case Studies

We introduce in this section two examples that clarify the methodology that
we have described in the chapter. The first one is a purchase via Internet and

the second one is a more complex system of a travel reservation system.

Some examples of the use of WS-CDL and WS-BPEL can be found in
[22, 21}, 51]. The second case study that we are going to use to illustrate how the
translation works is closely linked to [5I], where this particular case study was
used to illustrate how timed automata can be used for the formal verification

of properties for WS-CDL documents.
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Figure 5.11: Internet Purchase Process

5.6.1 Basic Use Case: Internet Purchase
Use Case Description

This example is based upon a typical purchase process that uses Internet as
business context for a transaction. There are three actors in this example: a
customer, a seller and a carrier.

The Internet purchase works as follows: “A customer wants to buy a product
by using Internet. There are several sellers that offers different products in
Internet Servers based on Web-pages. The customer contacts a seller in order
to buy the desired product. The seller checks the stock and contacts with a
carrier. Finally, the carrier delivers the product to the customer.”

Figure BEETT depicts the diagram that represents this purchase process. This
process consists of three participants: the customer, the seller and the carrier.

The behavior of each participant is defined as follows:

e Customer: He contacts with the seller to buy a product. He must send to
the seller the information about the product and the payment way. After
the payment, he waits for receiving the product from a carrier within the

agreed time, twenty four hours.

e Seller: He receives the customer order and the payment way. The seller
checks if the stock is enought to deliver the order and sends an acceptance
notification to the customer . If there is stock to deliver the order, then

he contacts with a carrier to deliver the product.
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| CorrectinternetPurchase |
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Figure 5.12: The goal-model for the Internet Purchase Process

e Carrier: He pickups the order and the customer information in order to
deliver the product to the customer. The interval to deliver the product

is the time that the seller has stipulated, one day.

Note that the main temporal constraint is the time to deliver the product.
This interval starts when the seller accepts the order and finishes when the

carrier delivers the product. The interval has been fixed on 24 hours, one day.

System Analysis

We must identify the crucial requirements for the Internet purchase process that
we have described above. We have identified two different kinds of requirements.
One kind refers to the obligation that both the seller and carrier have agreed to
deliver the product on time, and the other one refers to the quality of service.

The time restriction establishes that the seller and carrier have twenty four
hours to deliver the product. So, the seller must prepare the order for the carrier
to send the product within the interval.

The service quality is determined by two different requirements that are
close linked. The service must be rapid and also efficient. Due this close re-
lationship between these two requirements if one of them is fulfilled then the
other is fulfilled too.

Figure T2 depicts the goal-model that we have developed for this example.

The root goal “CorrectInternetPurchase” is decomposed into two subgoals by
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an And-refinement, which means that each one must be fulfilled in order to
achieve the root goal.

The first one, “NoDelays", that is of type “maintain", is refined by another
And-refinement with two leaf goals that inherit the maintain character. The first
leaf goal “PickupOnTime" is of type “Unbound Respond". This goal represents
the situation that the carrier must pick up the order on time and is formalized

as follows:

Customer.WaitOrder — — >

(Carrier.PickUp A Clockgeliver < 24hours) (5.1)

The second leaf goal “DeliverOnTime" is of type “Inevitably" and specifies

that the carrier must deliver the order on time. The goal is defined as follows:

A <> (Carrier.Deliver A Clockgeliver < 24hours) (5.2)

The second one, “SatisfiedCustomer”, of type “Achieve", is formed by two
leaf goals. These leaf goals refine the parent goal by an Or-refinement, which
means that if one of them is satisfied then the parent goal is satisfied too. The
leaf goal “RapidService”, that determines that the customer will receive the

order on time, is specified as follows:

E <> (Customer.ReceiveOrder N Clockgeliver < 24hours) (5.3)

The leaf goal “EfficientService” has the behavior of an "Unbounded Re-
sponse" requirement. This goal represents that when the seller accepts the
order, then in the future, the customer will receive the order. This goal is for-

malized as follows:

Seller.AcceptOrder — — > C'ustomer.ReceiveOrder (5.4)

System Design

In this phase we use the sequence and activity diagrams to represent the re-

lationship between the participants and the particular behavior of each one of
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Figure 5.13: The sequence diagram for a purchase process by Internet

them. These diagrams are based on the requirements and system definition that

we have seen before.

Figure depicts the sequence diagram of our example. This diagram
shows the messages exchanged between the three participants. Each message
is labeled with the information that is exchanged during the communication
process. The three participants are represented by using objects and the com-

munication processes are represented by using different types of arrows.

The broken line that starts from each object represents the line of time. The
interaction frame that is labeled with the word loop represents an entire locu-
tion between all the participants that is performed in an infinite loop. Finally, it
is also possible to appreciate the time constraints between two messages, which

is represented by using a broken line and a label describing the constraint.

Figure BT4 depicts the activity diagram. This diagram shows the activities
that are performed by the participants during the Internet purchase process.
We can see three process separated by vertical lines, the costumer, the seller

and the carrier.
The filled circle represents the beginning of one activity. The activities that
each process perform are represented by using rounded boxes. Transitions be-

tween activities are depicted with arrows, and synchronizations by gross lines.
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Figure 5.14: The activity diagram for a purchase process by Internet

A diamond shows two possible outputs from the activity check stock, either a
positive or a negative output. The time restriction is captured by a clock that
is reset when the check stock activity has finished with a positive response, and
determines the interval in which the synchronization is available. Concentric

circles are used to represent the end of activities.

WS-CDL Documents

The UML sequence and activity diagrams of Fig. and BT4 show the in-
teraction and behavior of each one of the participants. The sequence diagram
establishes the flow control of the purchase process (interactions, choices and
parallelism), while the activity diagram establishes the concrete behaviors (time
constraints, activities, etc).

Figure shows a piece of the WS-CDL specification corresponding to
this purchase process, which has been obtained from these UML diagrams. The

complete specification is available in Appendix B.
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<interaction name="createP0" channelVariable="tns:seller-channel"
operation="handlePurchaseQrder" align="true" initiate="true">
<participate relationshipType="tns:CostIntSellCarrRS"
fromRole="tns:Customer" toRole="tns:Seller"/>
<exchange name="request" informationType="tns:purchaseOrderType"
action="request">

<send variable="cdl:getVariable("tns:purchaseQOrder", "", "")" />
<receive variable="cdl:getVariable("tns:purchaseOrder", "", "")"
recordReference="record-the-channel-info" />
</exchange>

<exchange name="response" informationType="purchaseOrderAccepted"
action="respond">
<send variab1e="cd1:getVariable("tns:purchaseDrderAcceted","","")"/>
<receive variable="cdl:getVariable("tns:purchaseOrderAccepted","","")"/>
</exchange>
<exchange name="NoStockAckException" informationType="NoStockAckType"
action="respond">
<send variable="cdl:getVariable(’tns:NoStockAck’, >, ?>’)"
causeException="true" />
<receive variable="cdl:getVariable("tns:NoStockAck","" ,6"")"
causeException="true"/>
</exchange>
<record name="record-the-channel-info" when="after">
<source variable="cdl:
getVariable("tns:purchaseOrder,"","P0/CustomerRef")"/>
<target variab1e="cd1:getVariable("tns:customer—channel", oy /s
</record>
<record name="reset-clock" when="after">
<source variable="00:00"/>
<target variable="cdl:getVariable("tns:Clockl", "", "")"/>
</record>
</interaction>
<interaction name="PickUpProductP0" channelVariable="tns:deliver-channel"
operation="PickUpPurchaseOrder" align="true" initiate="true">
<participate relationshipType="tns:CustIntSellCarrRS"
fromRole="tns:Seller" toRole="tns:Carrier"/>
<exchange name='"request"
informationType="tns:purchaseOrderType" action="request">

<send variable="cdl:getVariable("tns:purchaseOrder", "", "")" />
<receive variable="cdl:getVariable("tns:purchaseOrder", "", "")"
recordReference="record-the-channel-info" />
</exchange>
</interaction>

<interaction name="DeliverProductP0" channelVariable="tns:customer-channel"
operation="DeliverProductOrder" align="true" initiate="true">
<participate relationshipType="tns:CostIntSellCarrRS"
fromRole="tns:Carrier" toRole="tns:Customer"/>
<exchange name="request" informationType="tns:purchaseOrderType"
action="request">

<send variab1e="cd1:getVariable("tns:purchaseﬂrder", oy
<receive variab1e="cd1:getVariable("tns:purchaseﬂrder", nnommyn
recordReference="record-the-channel-info" />
</exchange>
<timeout time-to-complete=
"cdl:minor (cdl:getVariable("tns:Clockl","" ,""), "24:00")"/>?
</interaction>

Figure 5.15: WS-CDL interaction specification of the Internet purchase process
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Figure 5.16: The customer automaton

custosell?
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Figure 5.17: The seller automaton

Timed Automata Generation and Verification

In section 5 we introduce some rules for translating WS-CDL documents into
timed automata (XML files that are accepted by UPPAAL). Thus, by applying
these rules we obtain three timed automata: one corresponding to the cus-
tomer (Fig. i2TH), another one to the seller (Fig. BI7) and the last one to the
carrier (Fig. BIR).

Once we have obtained these timed automata, we can use the verifier of UP-
PAAL in order to check the properties that were identified. Notice that these
properties must be adapted to consider the particular names of variables and
clocks that are used in UPPAAL. For instance, the first property “PickupOn-

Time" (&) is rewritten as follows:
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Figure 5.18: The carrier automaton

Customer.WaitOrder — — > (Carrier.PickUp A x < 24) (5.5)

The second property, “DeliverOnTime" (B2 is rewritten as:

A <> (Carrier.Deliverandz < 24) (5.6)

The third property “SatisfiedCustomer"” [B3) is rewritten as follows:

E <> (Customer.ReceiveOrderandx < 24) (5.7)

The fourth property “EfficientService” ([&d) is rewritten as follows:

Seller.AcceptOrder — — > Customer. ReceiveOrder (5.8)

Observe that the clocks Clockgeiiver i renamed to x.

We found an error in the verification of a property, concretely on Property
(Fig. BEI9). The problem appears when the seller sends the "acceptorder",
but he does not send the "PickUp" message to the carrier within 24 hours.
Then the carrier cannot deliver the product on time and the property is not
fulfilled.

In order to correct this problem it is necessary to force the seller to send
the "PickUp" message on time. For that purpose, we add an invariant to the
seller state "CheckStock" labeled with x < 2. With this invariant the seller must

send the message within 2 hours since he sent the message "PurchaseAccepted".



5.6 Case Studies

4 C:ADocuments and Settings\Gregorio\Escritorio\uppaal- 3.4. 1 1\InternetPurchaseWS-CDL.xaml - UPPAAL
File Templates Wiew Queties Options Help

Ra@ 2aq §@->

System Editor | Simulator ‘erifier

[ Drag out ]'[ Drag out Ik

v Customer Seller Carrier
oS Variables ; = -8 ;
Enabled Transitions
T T . = ol h OrderID = 3 .
Seller,2 seltocarr!, Carrier. 1.seltocarr?) R &tmi EQ@!‘] | Deliver
3 purchaseaccepted = 1
| | |[feller.purchaseorder = 3 2 ol

Sellet.stock[T] = 5

[waittcreptance | Checkstack]

Seller.stock[2] = 8

Simulstion Trace Seller.stock[3] = 4
(Start, Start, Deliver) | | |seller.stockr4] = 1 [_] (Checkstock
((Customer. 1. custoselll, Seller.1,custose x in [24;inf]
[(WaitAcceptance, CheckStock, Deliver) .,
< L4 WaltOrder
Trace File:

Prev Replay
[ Cpen ][ Save ][ Random ]
v

Slow Fast

Figure 5.19: The Uppaal trace for property

Thus, the seller automaton would be replaced with the automaton depicted in
Figure and the WS-CDL iteration that represents it would be rewritten
as shown in Figure B611

5.6.2 Travel Reservation System
System Definition

This system consists of three participants: a Traveler, a Travel Agent and an
Airline Reservation System, whose behavior is as follows:

A Traveler is planning on taking a trip. Once he has decided the concrete
trip he wants to make he submits it to a Travel Agent by means of his local Web
Service software (Order Trip). The Travel Agent selects the best itinerary ac-
cording to the criteria established by the Traveler. For each leg of this itinerary,
the Travel Agent asks the Airline Reservation System to verify the availability
of seats (Verify Seats Availability).
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Figure 5.20: Corrected Seller automaton

<interaction name="PickUpProductP0" channelVariable="tns:deliver-channel"
operation="PickUpPurchaseOrder" align="true" initiate="true">
<participate relationshipType="tns:CustIntSellCarrRS"
fromRole="tns:Seller" toRole="tns:Carrier"/>
<exchange name='"request"
informationType="tns:purchaseOrderType" action='"request">

<send Variab1e="cd1:getVariable("tns:purchaseﬂrder", AL LU
<receive variab1e="cd1:getVariable(”tns:purchaseﬂrder”, oy
recordReference="record-the-channel-info" />
</exchange>
<timeout time-to-complete=
"cdl:minor (cdl:getVariable("tns:Clockl","" ,""),"02:00")"/>?
</interaction>

Figure 5.21: Corrected interaction
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Thus, the Traveler has the choice of accepting or rejecting the proposed

itinerary, and he can also decide not to take the trip at all.

e In the case where he rejects the proposed itinerary, he may submit the
modifications (Change Itinerary), and wait for a new proposal from the

Travel Agent.

e In the case where he decides not to take the trip, he informs the Travel

Agent (Cancel Itinerary) and the process ends.

e In the case where he decides to accept the proposed itinerary (Reserve
Tickets), he will provide the Travel Agent with his Credit Card informa-

tion in order to properly book the itinerary.

Once the Traveler has accepted the proposed itinerary, the Travel Agent
connects with the Airline Reservation System in order to reserve the seats
(Reserve Seats). However, it may occur that at that moment no seat is available
for a particular leg of the trip, because some time has elapsed from the moment
in which the availability check was made. In that case the Travel Agent is
informed by the Airline Reservation System of that situation (No seats), and
the Travel Agent informs the Traveler that the itinerary is not possible (Notify
of Cancelation).

Once the reservation is made the Travel Agent informs the Traveler (Seats
Reserved). However, this reservation is only valid for a period of one day, which
means that if a final confirmation has not been received in that period, the seats
are unreserved and the Travel Agent is informed. Thus, the Traveler can now
either finalize the reservation or cancel it. If he confirms the reservation (Book
Tickets), the Travel Agent asks the Airline Reservation System to finally book
the seats (Book Seats).

According to the previous description, the high level flow of the messages
exchanged within the global process (which is called PlanAndBookTrip) is that
shown in Fig.

System Analysis

In this phase we identify the main requirements that the system must fulfil.

Figure depicts the goal model for this study case where the requirements
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Figure 5.22: Flow of the messages exchanged.

are represented. In this figure, the root requisite is specified as Correct Travel
Reservation System and is refined with and AND-refinement that consists of
three subgoals, System Behaves Properly, No Deadlocks and Customer Satis-
faction. The second goal is defined as a “maintenance" goal and is specified as:
A[] nodeadlocks.

The first subgoal, System Behaves Properly, has a “maintenance" charac-
ter that is inherited by its subgoals in case they do not have any characters
themselves. This subgoal is refined by an AND-refinement that consists of two
subgoals which check the reservation and booking subsystem. The reservation
subsystem goal, Correct Reservation System, captures the requirements of Can-
cel On Demand and Correct Seat Reservation. The booking subsystem goal,
Correct Booking System, captures the requirements of Booking Period is 24

hours and Seats Booking When Payment.

The Cancel On Demand subgoal has the character of an “inevitably" goal.
This goal controls the case in which the Travel Agent always cancels the reser-

vation on traveler’s demand and is specified as follows:
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Figure 5.23: Goal Model used for the Travel Reservation System

VOTraveler.Cancel Reservation — (5.9)
(Travel Agent.Cancel Reservt Rev A
Airline.Per formCancel A
Airline.Clockz < 24)
The Correct Seat Reservation (CorrectSeatReservt) subgoal has the tempo-
ral character of “possible always". This requisite is expressed by: “If the traveler
performs a reservation order, then the travel agent will send the order to the

Airline and the Airline will perform the seat reservation", and is specified as

follows:

JFOTraveler.Per formReservation — (5.10)
(Travel Agent.SendReservtOrder A

Airline. ReserveSeats N\

Airline.Clockz == 0)
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The B9 and EET0requirements check the temporal restrictions over the clock,
Airline.Clockx. Requirement checks the restriction that cancelation is per-
formed within an interval of 24 hours since the reservation has been performed,
and .10 checks that the clock must be reset when the reservation has been
accepted by the Airline.

The Booking Period is 24 hours subgoal has not any character, although
it inherits the “maintenance" character from System Behaves Properly. This
requirement establishes the interval in which the booking process is available.

This time interval is set to 24 hours.

VO(Travel Agent. Booking N (5.11)
Airline. Receive Boking N\
Airline.ClockX <= 24)

The Seats Booking When Payment goal has the “maintenance" character
and determines that the booking is carried out only if the traveler has made

the payment.

VOT raveler. Per formPayment — (5.12)
Airline.BookSeats N\ Airline.ClockX <= 24

The second subgoal, Customer Satisfaction, is refined by an AND-refinement
in three subgoals Itinerary When Request, Change Itinerary When Request and
Receive Tickets € Statement. These three refined subgoals inherit the “achieve"
character from the previous Customer Satisfaction requirement.

The subgoal Itinerary When Request is refined by an OR-refined in two
subgoals Traveler Receive Itinerary and TA Send Itinerary On Plan Order
(Traveler Agent Send Itinerary When Receive the Plan Order). Remember that
it is enough that the system fulfils one of the subgoals to satisfy the root goal
when we use the OR-refinement.

The Traveler Receive Itinerary leaf goal has a “maintain" character that
defines the requirement that the traveler receives the itinerary when he asks

for a plan order, and is specified as follows:
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VOT raveler.PlanOrder — Travel Agent.SendItinerary (5.13)

The Travel Agent Sends Itinerary On Plan Order leaf goal has the un-
bounded response character. This subgoal captures the requirement that the
travel agent will send the itinerary when receiving the travel request for a Plan

Order and, is specified as follows:

Traveler. PlanOrder — Travel Agent.SendItinerary (5.14)

The Change Itinerary When Request leaf goal has not any character; how-
ever, this requirement inherits the “achieve" character from the previous Cus-
tomer Satisfaction goal. This goal represents the case in which the traveler may

change the itinerary, and is specified as follows:

30T raveler.Changeltinerary — (5.15)

Travel Agent.Per formChange

The Receive Tickets € Statement leaf goal has the unbounded response
character. This requisite defines the obligation for the Airline and Travel Agent
to send the Tickets and Statement respectively to the traveler once he has

performed the booking and payment. This goal is specified as follows:

Traveler.Payment Per form — (5.16)
(Traveler.Finish A Airline.SnddT ckt A

Travel Agent.SenddSttment)

To summarize this goal model, notice that the properties ET0 11
ET2 BETA and BET6 must be fulfilled by the system, and properties and

BET4 are exclusive, just one of them must be fulfilled.

System Design

In this phase the main goal is to describe the behaviors and constraints that

we have specified previously. Entities, Behaviors, Communications, restrictions,
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Figure 5.24: Sequence Diagram for the Travel Reservation System

etc. are derived from the analysis and modeled as UML sequence and activity

diagrams.

The sequence diagram models the communication process that is exchanged

between different entities and objects. Figure B224l shows the sequence diagram
of this case study that depicts the interaction between the different parties.

This diagram depicts three objects, a traveler, a travel agent and an airline.
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The diagram is decomposed into two diagrams in order to get better read-
ability. Left-hand side diagram shows the general structure by using frames and
the right-hand side diagram shows the messages and the internal frames that
contain the messages.

The left-hand side diagram consists of twelve nested frames. These frames
are labeled with choices, time constraints and parallelism sequences, which cap-

ture the different behaviors of the case study.

137

The first frame is a choice and has two internal options “Choice 1: Changeltinerary"

and “Choice 2". This second choice also consists of two sub-options “Choice 2.1:
Cancelltineray" and “Choice2.2: ReserveTickets". The Choice 2.2 frame is an if-
else control structure whose conditional behavior is determined by two temporal
constraints “Within 24 hrs since reservation" and “Reached 24 hrs after reserva-
tion". The “if clause" consists of two choices “Choice 2.2.1: CancelReservation"
and “Choice 2.2.2: BookTicket". The choice 2.2.2 consists of three messages
that are followed by a parallel frame that is divided into two frames “Parallel 1:
SendStatement" and “Parallel 2: SendTickets" whose sequences are performed

in parallel.

The right-hand side diagram depicts the messages exchange and the
internal frames, gathered from the structural sequence in the left-hand side
diagram.

This sequence starts when the traveler orders a trip to the travel agent,
who contacts with the airline to check the “Seat Availability" and sends several
possible itineraries as response to the order. This sentence corresponds to the

three first messages exchanged between the three parties.

Once the traveler knows the possible itineraries, he could change the default
itinerary, which corresponds with the shortest one. This possibility is depicted
in the diagram by the “Choice 1: Changeltinerary" frame. On the other hand,
the traveler could cancel the itinerary by performing the choice “Choice 2.1:
Cancelltinerary" or reserve tickets by using the choice: “Choice 2.2: ReserveT-
ickets".

The reservation process represented by Choice 2.2 establishes a temporal
constraint: “The reservation is only available for one day". Thus, this constraint

is depicted in the figure by using two frames that are labeled with “within 24
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hrs" and “reached 24 hrs after reservation", which correspond to the if and else
clauses respectively. The first frame depicts the message sequence when the
reservation is available and the second one depicts the message sequence when

the reservation has expired.

Within the reservation interval, the traveler has two options “cancelreserva-
tion" or “booktickets". This possibility is depicted by two choices: Choice 2.2.1
or Choice 2.2.2. The Choice 2.2.1 cancels the reservation whereas Choice 2.2.2
performs the booking process. The booking process consists of a sequence of
three messages, which perform the booking of tickets and seats, following by a
parallel frame structure divided into two sub-frames Parallel 1.1 and Parallel
1.2. This parallel structure depicts the send-receive message sequence of the

statement and tickets.

If the traveler does not perform Choice 2.2.1 or Choice 2.2.2 within the
reservation interval then a time-out notification is sent to the traveler. This
message sequence is depicted by the frame reached 24 hrs after reservation.

The activity diagrams represents the internal behavior of each participant.
Figures B2, and 27 depict the activity diagrams of the traveler, the

travel agent and the airline parties respectively. These figures show the tasks,
decisions, messages, clocks, synchronizations and restrictions that the parties

perform.

Figure depicts the activity diagram of a traveler. This diagrams starts
when the traveler orders a travel and the travel agent sends the acknowledgment
message with the proposed itinerary. The traveler then checks the itinerary
and decides between performing a change, a cancelation or a reservation. If the
traveler finally performs the reservation and there are available seats for the
itinerary, the airline provides an interval of one day to perform the booking.
Within this interval the traveler must decide between canceling or booking
the reservation. If he decides to perform the reservation, then he receives the
tickets and the statement. On the other hand if the interval has expired a cancel
notification is received.

Figure depicts the activity diagram of a travel agent. The travel agent
acts as a mediator between the traveler and the airline. The activity begins

when the travel agent receives an order from a traveler, then the travel agent
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consults the airline about the seat availability. If no seats are available then the
process ends. On the other hand, if there are available seats, then the travel
agent waits for a message from the traveler. This message could be of one
of three types: a cancel message, a change message or a reserve message. If
the traveler has decided to reserve the itinerary (a reserve message has been
received), the travel agent consults the airline about the seats availability for
the chosen itinerary. If there are available seats, the travel agent confirms the
availability to the traveler with a reservation acknowledgment. Now, the travel
agent must wait for a response from the traveler or a notification of time-out
from the airline. The traveler can reply by canceling the reservation or by
booking it. If the traveler performs the booking, then the travel agent sends

the statement to the traveler.

Figure BEE27 depicts the activity diagram for an airline. This process starts
when a Check Seat message arrives. This message triggers the verify seat avail-
ability activity: the airline verifies the seats availability for the incoming request.
After this activity has finished, the airline sends the results to the travel agent
and, if there are no available seats, the process ends. On the other hand, the
airline waits for a reservation seat message or a cancel itinerary message. If a
reservation seat message is received, then the airline performs the reserve seat
activity. However, it is posible that no seat is available at that time. Thus,
if there are not available seats, the airline informs the travel agent about the
impossibility of reserving these seats by sending the reserve ACK message and
the process ends. If seats are available then the reserve ACK message consists
of a positive notification and the clock is reset in order to activate the three
synchronizations. After it three cases could occur: the first one is, no news are
received from the travel agent in 24 hours, then the left synchronization is ac-
tivated and a notification of time-out is sent to the travel agent. The second
case occurs when a cancel reservation message is received within 24 hours, and
then, the process ends by sending a cancelation accepted message is generated.
The third case occurs when a book seats message is received within 24 hours,
and then, the airline performs the book seat activity and sends two messages,

seats booked to the travel agent and send tickets to the traveler.
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<interaction
name="reservation&booking" align="true"
channelVariable="travelAgentAirlineChannel"
operation="reservation&booking" initiate="true" >
<participate
relationshipType="TravelAgentAirline"
fromRole="TravelAgent" toRole="Airline" />
<exchange name='"reservation"
informationType="reservation" action="request" >
<send variable="tns:reservationOrderID"
causeException="true" />
<receive variable="tns:reservationAckID"
causeException="true" />
</exchange>
<timeout time-to-complete="24:00" />
<record name="bookingTimeout"
when="timeout" causeException="true" />
<source variable=
"AL:getVariable(’tns:res0C’, ’’, ’2)" />
<target variable=
"TA:getVariable(’tns:res0C’, ?’, ?2)" />
</record>
</interaction>

Figure 5.28: Part of WS-CDL specification

WSCDL Documents

Figure presents a detailed piece of the WS-CDL document describing the
example that we have used to obtain the translation into timed automata.
Following the guidelines described above we have obtained in this case three

timed automata: the traveler, the travel agent and the airline company. These

automata are shown in Figures B29 B30 and BE3T1

Notice the use of the clock z in the timed automaton corresponding to the

airline reservation system, which is used to control when the reservation expires.

This clock is initialized when the action reserved_ seat is carried out.
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Figure 5.29: Timed automata for traveler.
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Figure 5.30: Timed automata for Travel agent Web Service.

Simulation and Verification

In the simulation we can check whether the model keeps the system behavior
or not. This can partially be done by means of simulations. These are made
by choosing different transitions and delays along the system evolution. At any
moment during the simulation, you can see the variable values and the enabled
transitions. Thus, you can choose the transition that you want to execute. Nev-
ertheless, you can also select the random execution of transitions, and thus,
the system evolves by executing transitions and delays which are selected ran-
domly. We have some other options in the Simulator. For instance, you can
save simulation traces that can later be used to recover an specific execution
trace. Actually, the simulation is quite flexible at this point, and you can move
back or forward in the sequence. Having made a number of simulations, we
have concluded that the system design satisfies the expected behavior in terms

of the message flow between the parties.
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Figure 5.31: Timed automata for airline Reservation System.

Then, with respect to our study case, our main goal in the validation-
verification phase is to check the correctness of the goal model developed in
the system analysis (Figure BZ3)). According to that model, properties
BET0 1T T3 and EETA have been proved to be fulfilled, while properties
ET3 and ET4 are equivalent properties, i.e., it is enough, if only one of them is
fulfilled.



CHAPTER

Conclusions & Future
Research

6.1 Conclusions

In the second chapter, we have reviewed the most important formal meth-
ods and techniques developed for the analysis and verification of software and
hardware systems. Among these techniques and methods, we have distinguished
“Model Checking" from the others because this technique has several advan-
tages that make it suitable for our purposes. However, we should not forget
that also has some drawbacks. The main advantages that have leaded us to

select it are the following:

e It is a general verification approach that it is applicable to a wide range

of applications.

e It is not vulnerable to the error occurrence, i.e. other techniques such as
simulation and Testing check only the most probable defects, while model

checking checks all possible defects.

e It provides “diagnostic information" in order to locate where an error is.
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e It can easily integrated in existing development cycles.
e Several tools support it.

We have applied the “Model Checking" to two different types of systems:
Real-Time Systems and Probabilistic Systems. Furthermore, we have also stud-
ied a technique to analyze at the same time systems with both characteristics,
temporal and probabilistic. The analysis and verification of Real-Time Systems
have been performed by the UPPAAL tool, while the analysis of probabilistic
systems have been performed by the P_ UPPAAL tool.

The UPPAAL tool uses a network of Timed Automata to model real time
systems, a subset of the temporal logic TCTL for specifying the properties that
the system must satisfy and an efficient verifier that checks the properties over
the model.

The P_UPPAAL tool uses a probabilistic transition system to model the
Probabilistic Systems, reachability properties that determine the probability
to reach a state from a previous state and the RAPTURE verifier engine that
makes successive refinement to check whether the reachability property is true
or not.

Furthermore, by using an integral semantic with P_ UPPAAL it is possible
to analyze Probabilistic Real-Time Systems, but we must take into account that
this integral semantic is not dense. Thus, this technique is only suitable for those
systems where the temporal constraints consist of no restrictive restrictions (i.e.
do not consist of “<" or “>", but “==", “<=" or “>=").

These techniques have been applied to the most emergent area in the recent
decades, Internet. The use of Internet has extended from all around the world
and it has led to a depth change in the manner in which our society commu-
nicates. However, the Internet growing is threatened by two serious problems,
security and correctness.

Security problems one of the main goals for e-business systems. These as-
pects have been studied in depth by many authors, defining and analysing some
security protocols on the Internet. The main security holes studied by them are
authentication and cryptographic problems, while time aspects have not re-
ceived so much attention. Thus, we have performed, in chapter 3, the analysis

and verification of time aspects of two security protocols, the TLS handshake
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protocol and the SET protocol. From these studies we have concluded that it is
necessary the analysis and verification of time aspects, not just as a secondary

goal, but as a primary goal of security protocols.

Correctness problems concern in general to all software systems, however
they have a remarkable importance in systems where coordination is crucial,
i.e. systems consisted of several parties that are not homogeneous, such as Web
Services. The correctness analysis of Web Services has led towards the highest

layers of the protocol stack, choreographies and orchestrations.

We have introduced in chapter 5 a methodology for the generation of “cor-
rect" Web Services by using formal techniques, but firstly, we have introduced
what the definition of a “correct" Web Service is. This definition determines
that a “correct" Web Service should satisfy some properties inherent to the
system and other properties more general that are inherent to any concurrent

and real time system.

This methodology proposes a top down design that consists of analysis,
design, verification and generation. The analysis specifies the properties that
the system must satisfy. We have used a goal model that adequately captures
time requirements. This goal model is an extension of KAOS goal model that
uses a tree structure, where the properties are defined from general and strategic
goals at the roots, and concrete goals at the leaves. Property leaves are specified
in the temporal logic used by UPPAAL.

The design is based on UML sequence and activity diagrams. We have
used an extended version of these diagrams to properly capture the time char-
acteristics and constraints. These diagrams are translated into Web Service

choreographies that describe the coordination of several Web Services.

Verification checks the properties gathered in the analysis phase. This veri-
fication process uses UPPAAL as a verification engine. This tool checks timed
automata networks, so it is necessary as a previous step to translate the chore-
ographies into this type of model (by using XSLT rules). Once this transforma-
tion is performed, it is possible to check whether the system holds the gathered
properties or not. If the model does not satisfy a concrete property, then it is

possible to fix the problem by returning to a previous phase.
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In order to illustrate this methodology, we have used two particular case

studies: an Internet purchase and a travel reservation system.

6.2 Current Work

The methodology that we have introduced in the previous chapter of this dis-
sertation can be improved, by adding some other techniques that are widely
used to describe Web Services. Then, our current work focuses on the diagram
show in Fig. Bl in which the relationship between the different elements of
this methodology is depicted.

The phase 1, the system analysis, is represented with a pink box label with
the goal-oriented framework KAOS that performs the requirement engineering.
The phase 2, the system design, is represented by using an orange box that is
labeled with the UML diagrams sequence and activity, which will be translated
into WS-CDL choreography.

The phase 3, the system modeling and verification, transforms the chore-
ographies written in WS-CDL into timed automata by using some XSLT rules.
The phase 4, the generation of Web Services, is implemented by the translation
to WS-BPEL, which is based on XSLT transformation rules too.

Thus, the process for the generation of correct Web Services can now by

summarized in the following steps:

1. The requirements that the system must fulfil are captured by using KAQOS.

2. UML sequence and activity diagrams are constructed starting from the

requirements.
3. UML diagrams are translated into the choreography layer (WS-CDL).

4. WS-CDL specification documents are translated into timed automata

with XSLT rules.

5. The generated timed automata are verified with UPPAAL. The properties
to check are those that we have obtained in the first step. If failures are

detected, then them must be corrected, and return to the second step.
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Figure 6.1: Methodology diagram

6. Timed automata are transformed into WS-BPEL orchestration specifi-
cations by using XSLT rules and these orchestrations are enriched with

each concrete behavior.

7. The enriched WS-BPEL orchestration are translated into timed automata
in order to recheck the properties. Again, if some failure is detected, we

go back to the fifth step in order to fix the problem.

In this dissertation the steps 1,2,4 and 5 have been covered, while steps 3, 6
and 7 are “work in progress". Figure depicts the transformation steps 4 and
6 and Figure depicts a basic example of these steps. This example consists
of two parties, A and B. These parties interact by synchronizing in a loop,
which can repeat the interaction, if the “x" clock has not reach 5 seconds. Once
the synchronization has been performed, the B party increments and stores the

" variable. Notice that, in order to clarify this basic example, we have

global “i
simplified the notation of the WS-CDL and WS-BPEL documents.
In the WS-CDL specification the parties are described as roles, <roleType

name="A"> and <roleType name="B">. The integer variable ¢ and the clock =

151



152

Chapter 6 Conclusions & Future Research

XSLT DOC

TEMP = PROC
C= | VAR = VAR

XSLT DOC UPPAAL DOC
= \F}EA_E_ 3 ;EMP <template>

WS-CDL DOC

<choreography>

WS-BPEL DOC

<process>
</Template>

')‘Choreo raph
< graphy> </Process>

Figure 6.2: Automatic translations by applying XSLT transformation rules.

‘Choreography specf.‘ ‘ UPPAAL TA model ‘ ‘ Orchestration specf. ‘
<Role A>
<Role B> b A
<Choreography> <Process A>
<Variable integer i, clock x> \Template A \ \Template B \ <Var integer i, colck x>
<Sequence> <sequence>
<Workunit=" <9 O e
<guard i == 0> i==0 i==0 </sequence>
<repeat x <= 5> </Process>
<interaction> I:> :>
<from: Ato: B> Process Bs
<exchange> AtoB! AtoB! . ]
<record i:=i+1> x <=5 x <=5 it <Var integer i, colck x>
</exchange <sequence>
<f/interacton» - Ly e
</Workunit> </sequence>
</sequence> </Process>
</Choreography>

Figure 6.3: Translation simple example.

as variables and the loop is specified as a workunit with an interaction between
A and B that could be repeated by means of the repeat clause of this workunit.

Once the XSLT rules has been applied to this WS-CDL specification we
obtain a timed automata that consists of two templates, A and B. Both tem-
plates are symmetric and consist of an initial state with an outgoing transitions
that can be performed when the “i" integer variable is zero. furthermore, once
performed this action, we have a loop that is repeated while the “x" clock does
not reach more than 5 seconds. This loop synchronizes both automata and B
automaton increments and stores “i".

On the other hand, in the WS-BPEL specifications obtained by applying
other XSLT rules (work in progress), the UPPAAL templates are described as
processes, <process name="A"> and <process name="B">. The integer vari-

able 7 and the clock x are described as local variables and the loop is specified
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as a if-then-else structure inside a flow structure with a message between A and
B that could be repeated by means of the condition clause of the if-then-else

structure.

6.3 Future Research

Our future work is will focus on three different objectives. The first objective is
the study of efficient Model Checking techniques applied to Probabilistic Real
Time Systems. The second objective is to standardized the time analysis of
security protocols, and the third, will consist in the development of tools and
techniques for improving our proposal for generating “correct" Web Services.

The first objective is motivated by the necessity of covering not only discrete
time systems, but also systems with probabilistic and real-time characteristics
(by using a dense semantic). In order to achieve this first objective, we will join
the present Model Checking techniques for Real Time Systems with the anal-
ysis techniques for probabilistic systems. Thus, this work should combine the
efficient techniques of symbolic model checking with the refinement techniques
for computing extremum probabilities.

The second objective is defined around the idea of getting closer the timed
automata with the languages used for the verification and analysis of security
protocols. Timed automata describe the concrete behaviors of systems, while
the languages for modeling security protocols are more abstracts. Thus, we will
work in the generation of standardized security protocol behaviors captured by
means of timed automata, i.e., we will map authentication and cryptographic
tasks with theirs corresponding timed automata behaviors. This work will allow
us to properly study the security risks form several view points, authentication,
cryptography, passage of time, etc. Furthermore, we are interested in applying
these techniques to the Web Services Security Protocol family.

The third objective in which we are currently working is the development
and improvement of techniques and tools for the proposal of generating “cor-
rect" Web Services. This objective is also divided into three sub-objectives,
which are improvements in the analysis, design and generation phases.

concerning the analysis phase, we are developing an algorithm to check
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the consistence of the gathered properties, i.e. we want to check whether the
gathered properties have any contradictions or not.

In design aspects we will consider RT-extensions of the UML sequence and
activity diagrams (UML profile for Real Time Systems), with the intention to
describe Web Services oriented to real-time applications.

In the generation phase the main problem concerns to the orchestration
semantics. There is not a clear semantics for the Business Process Execution
Language (WS-BPEL). Thus, our intention is to use or define a standardized

semantics for it.
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APPENDIX

XSLT Transformations

XML StyleSheets Language for Transformation (XSLT or XSL Transformation)
is a standard of W3C that presents rules for the transformation between dif-
ferent XML document formats or even from XML formats into other formats.
The style sheets perform the transformations by using template rules. These
rules together the original document are transformed by a XSLT parser into a
result document.

We describe now the style sheet and its template rules used in the transfor-
mations.

The XSL sheet begins with the following tags:

<?xmlversion =" 1.0'7 >< xsl : stylesheetversion = 71.0”7xzmins : xsl =
http : //www.w3.0rg/1999/ X SL/Transform > The first tag shows the XML
version and the second consists of two attributes, the version and the name
space for XSLT.

A.1 Preamble

Once it is defined we must start by defining the preamble.

Intended result:
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<?xml version="1.0"7>
<DOCTYPE nta PUBLIC "-//Uppaal Team//DTD Flat System 1.0//EN"
"http://wuw.docs.uu.se/docs/rtmv/uppaal/xml/flat-1_0.dtd">

Rule:

<xsl:output method="xml"

doctype-public="-//Uppaal Team// DID Flat System 1.0//EN"
doctype-system=
http://wwuw.docs.uu.se/docs/rmtv/uppaal/xml/flat-1_0.dtd>

The XSLT is structured with several templates that are defined with the
tag:
< xsl : templatematch = "templatename” >

In each XSLT document, there is a root template that begins with < xsl :
templatematch = 7/ > and ends with < /zsl : template >. These tem-
plates consist of the transformation rules to be applied and they can also use
other templates. To invoke other templates, we use the tag < xsl : apply —
templatesselect = 7 [ [templatename” / >. Once this tag appears, the defined

rules for this template are applied.
The following rule is as follows:
Intended result: < nta > ... < /nta >

Literal rule: < nta > ... < /nta >

A.2 Declarations

To declare the global variables we will use the tags < declaration > ... <

/declaration >.

To declare the channels for roles communication an others.



A.3

Templates

<xsl:text> chan </xsl:text>
<xsl:apply-templates select = "//variable">

<xsl:text>; </xsl:text>

<xsl:template match = "variable">
<xsl:if test = "@channelType">
<xsl:if test = "position()=1">

<xsl:value-of select='"@name"/>
<xsl:if test = (position()\&gt;1) and
(position()\&1lt; last())">
<xsl:text>, <xsl:text>
<xsl:value-of select = "@name"/>
</xsl:if>

</xsl:template>

A.3 Templates

We use for the templates the tags <template> ... </template> and the rules:

<xsl:for-each select="//roletype"> </xsl:for-each>

<name> <xsl:value-of select="@name'"> </name>

We will need to use XPath to search in the original document. The eval-

uation of a XPath expression returns four different types, node sets, boolean

value, a number or a string. The syntaxis of XPath is as follows:

e brackets and parenthesis : () { } [].
e Present element . y parent element ..

e Attribute @, element '*’ y blank ’::’.
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e The coma ’,’.

e The element name.

e Node type (comment, text, processing instruction, node).

e Operators: and, or, mod, div, , /, //, |, +, -, =, ! =, <, <=, >, >=.
e Functions name.

e Axis names (axis): ancestor, ancestor-or-self, attribute, child, descendant,
descendant-or-self, following, following-sibling, namespace, parent, pre-

ceding, preceding-sibling, self.
e Literals, between quotation marks.

e Numbers and variable references (var_name).

These XPath expressions are used in the match, select and test attributes.
Thus in order to find all the nodes it is needed to search by using the axis pred-
icate. The axis predicates consist of Child (child elements), following-sibling
(brother elements) and descendant (all descendants). Thus we will use the fol-
lowing rule to generate the nodes:

Locations:

< locationid = "nombredelproceso” >

Rules:

<xsl:element name="location">
<xsl:attribute name="id">id<xsl:value-of select="@name"/>
</xsl:attribute>

</xsl:element>

Initial node:
< initref = "initialode,ame” | >

Rules:
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<xsl:element name="init">
<xsl:attribute name="ref'">id<xsl:value-of select="@name"/>
</xsl:attribute>

</xsl:element>

Transitions:
: < sourceref = " source 1
Source: < 7 ad’ ) >

Rules:

<xsl:element name="source'">
<xsl:attribute name="ref"> source\_id </xsl:attribute>

</xsl:element>

Target: < targetref = "target;d”/ >
Rules:

<xsl:element name="target">
<xsl:attribute name="ref"> target\_id </xsl:attribute>

</xsl:element>
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APPENDIX

XML Documents for an
Internet Purchase Process

B.1 WS-CDL Document

<?xml version="1.0" encoding="UTF-8"7> <package

xmlns="http://www.w3.0rg/2004/12/ws-chor/cdl"
xmlns:xsi="http://wuw.w3.org/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
targetNamespace="http://wuw.oracle.com/ashwini/sample"
xmlns:tns=http://www.oracle.com/ashwini/sample"
name="PurchaseInternetProcessChoreography"

version="1.0">

<informationType name="purchase(Order"
type="tns:PurchaseOrderMsg"/>
<informationType name="purchOrderAccp"
type="tns:purchOrderAccp"/>
<informationType name="NoStockAck"
type="tns:NoStockAck"/>
163
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<token name="purchaseOrderID" informationType="tns:intType"/>
<tokenLocator tokenName="tns:purchaseOrderID"
informationType="tns:purchaseOrderType"
query="/P0/orderId"/>
<tokenLocator tokenName="tns:purchaseOrderID"
informationType="tns:purchOrderAccp"
query="/P0/orderId"/>
<roleType name="Customer'">
<behavior name="Cust4IntSell"
interface="tns:CustIntSellPT"/>
<behavior name="Cust4Carr"
interface="tns:Cust4CarrPT"/>
</roleType>
<roleType name="InternetSeller">
<behavior name="IntSell4Cust"
interface="tns:IntSell4Cust"/>
<behavior name="IntSell4Carr"
interface="tns:IntSell4CarrPT"/>
</roleType>
<roleType name="Carrier">
<behavior name="Carr4IntSell"
interface="tns:Carr4IntSellPT"/>
<behavior name="Carr4Cust"
interface="tns:Carr4CustPT"/>
</roleType>
<relationshipType name="CustIntSellRS">
<role type="tns:Customer" behavior="Cust4IntSell"/>
<role type="tns:InternetSeller" behavior="IntSell4Carr"/>
<role type="tns:Carrier" behavior="Carr4Cust"/>
</relationshipType>
<channelType name="CustomerChannel'>
<passing channel="CarrierChannel" action="request" />
<role type="tns:Consumer"/>
<reference>
<token name='"tns:customerRef"/>

</reference>
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<identity>
<token name="tns:purchaseOrderID"/>
</identity>
</channelType>
<channelType name="InternetSellerChannel">
<passing channel="CustomerChannel" action='"request" />
<role type="tns:Retailer" behavior="IntSell4Cust"/>
<reference>
<token name="tns:InternetSellerRef"/>
</reference>
<identity>
<token name="tns:purchaseOrderID"/>
</identity>
</channelType>
<channelType name="CarrierChannel'">
<passing channel="InternetSellerChannelChannel"
action="request" />
<role type="tns:Retailer" behavior="IntSell4Cust"/>
<reference>
<token name="tns:InternetSellerRef"/>
</reference>
<identity>
<token name="tns:purchaseOrderID"/>
</identity>

</channelType>

<choreography name="PurchaseInternetProcessChoreography"
root="true">
<relationship type="tns:CustIntSellRS"/>
<variableDefinitions>
<variable name="purchaseOrder"
informationType="tns:purchaselrderType"
silent="true" />
<variable name="purchOrderAccp"
informationType="tns:purchOrderAccp"/>

<variable name="NoStockAck"
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informationType="tns:NoStockAck"/>
<variable name="Clock1l"
informationType="tns:Clock"/>
<variable name="seller-channel"
channelType="tns:InternetSellerChannel"/>
<variable name="customer-channel"
channelType="tns:CustomerChannel" />
<variable name='"carrier-channel"
channelType="tns:CarrierChannel"/>

</variableDefinitions>

<sequence>

<interaction name="createP0"
channelVariable="tns:seller-channel"
operation="handlePurchaseOrder" align="true"
initiate="true">
<participate relationshipType="tns:CustIntSellRS"
fromRole="tns:Customer" toRole="tns:Seller"/>
<exchange name='"request"
informationType="tns:purchaseOrderType"
action="request">
<send variable=
"cdl:getVariable("tns:purchaseOrder","","")"/>
<receive variable=
"cdl:getVariable ("tns:purchaseOrder", "", "")"
recordReference="record-the-channel-info" />
</exchange>
<exchange name='"response"
informationType="purchOrderAccp"
action="respond">
<send variable=
"cdl:getVariable ("tns:purchaseOrderAcceted","" ,"")"/>
<receive variable="cdl:
getVariable ("tns:purchOrderAccp", "", "")" />

</exchange>
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<exchange name="NoStockAckException"
informationType="NoStockAckType"
action="respond">
<send variable="cdl:getVariable(’tns:NoStockAck’, *’, ’’)"
causeException="true" />
<receive variable=
"cdl:getVariable ("tns:NoStockAck", "", "")"
causeException="true" />
</exchange>
<record name="record-the-channel-info" when="after">
<source variable="cdl:getVariable("tns:purchaseOrder, "",
"P0O/CustomerRef")"/>
<target variable=
"cdl:getVariable("tns:customer-channel","", "")"/>
</record>
<record name="reset-clock" when="after">
<source variable="00:00"/>
<target variable="cdl:getVariable("tns:Clockl", "", "")"/>
</record>

</interaction>

<interaction name="PickUpProductP0"
channelVariable="tns:carrier-channel"
operation="PickUpPurchaseOrder" align="true"
initiate="true">
<participate relationshipType="tns:CustIntSellRS"
fromRole="tns:Seller" toRole="tns:Carrier"/>
<exchange name="request"
informationType="tns:purchaselrderType"
action="request">
<send variable=
"cdl:getVariable("tns:purchaseOrder", "", "")" />
<receive variable=
"cdl:getVariable ("tns:purchaseOrder", "", "")"
recordReference="record-the-channel-info" />

</exchange>
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<timeout time-to-complete=
"cdl:minor (cdl:getVariable ("tns:Clockl","",""),"02:00")"/>7

</interaction>

<interaction name="DeliverProductP0Q"
channelVariable="tns:customer-channel"
operation="DeliverProductOrder" align="true"
initiate="true">
<participate relationshipType="tns:CustIntSellRS"
fromRole="tns:Carrier" toRole="tns:Customer"/>
<exchange name='"request"
informationType="tns:purchaseOrderType"
action="request">
<send variable=
"cdl:getVariable("tns:purchaseOrder", "", "")" />
<receive variable=
"cdl:getVariable ("tns:purchaseOrder", "", "")"
recordReference="record-the-channel-info" />
</exchange>
<timeout
time-to-complete=
"cdl:minor (cdl:getVariable ("tns:Clockl", "", "")
,""24:00")"/>7
</interaction>
</sequence>
</choreography>
</package>

B.2 WS-BPEL Document

B.2.1 Definitions

The WSDL portType offered by the service to its customers (purchaseOrderPT)
is shown in the following WSDL document. Other WSDL definitions required by

the business process are included in the same WSDL document for simplicity:
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<definitions

targetNamespace="http://manufacturing.org/wsdl/purchase"
xmlns:sns="http://manufacturing.org/xsd/purchase"
xmlns:pos="http://manufacturing.org/wsdl/purchase"

xmlns="http://schemas.xmlsoap.org/wsdl/">

<types>
<xsd:schema >
<xsd:import
namespace="http://manufacturing.org/xsd/purchase"
schemalocation="http://manufacturing.org/xsd/purchase.xsd"/>
</xsd:schema>

</types>

<message name="P(OMessage'>
<part name="customerInfo" type='"sns:customerInfo"/>
<part name="purchaseOrderID" type="sns:purchaseOrderID"/>

</message>

<message name="AcceptanceMessage">
<part name="Acceptance" type="sns:Acceptance"/>

</message>

<message name="DeliverMessage'>
<part name="DeliverMessage" type='"sns:Invoice"/>

</message>
<message name="orderFaultType">

<part name="problemInfo" element="’sns:0rderFault"/>

</message>

<!-- portType supported by the customer process -->
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<portType name="custosellPT">
<operation name="sendPurchaseOrder">
<output message="pos:POMessage"/>
</operation>
<operation name="receiveAcceptanceOrder">
<input message="pos:AcceptanceMessage"/>
</operation>

</portType>

<portType name="carrtocusPT">
<operation name="receiveProduct">
<input message="pos:DeliverMessage"/>
</operation>

</portType>

<!-- portTypes supported by the seller process -->

<portType name="custosellPT">

<operation name="receivePurchaseOrder">
<input message="pos:POMessage"/>
<fault name="cannotCompleteOrder"

message="pos:orderFaultType"/>

</operation>

<operation name="sendAcceptanceOrder">
<output message="pos:AcceptanceMessage"/>

</operation>

</portType>

<portType name="selltocarrPT">
<operation name="sendPickUpOrder">
<output message="pos:POMessage"/>
</operation>

</portType>

<!-- portType supported by the carrier process -->
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<portType name="selltocarrPT">
<operation name="PickUpOrder">
<input message="pos:POMessage"/>
</operation>

</portType>

<portType name="carrtocusPT">
<operation name="deliverProduct">
<output message="pos:DeliverMessage"/>
</operation>

</portType>

<plnk:partnerLinkType name="Customer">
<plnk:role name="cus4sellIP"
portType="pos:custosellPT"/>
<plnk:role name="cus4carrIP"
portType="pos:carrtocusPT"/>

</plnk:partnerLinkType>

<plnk:partnerLinkType name="Seller">
<plnk:role name="sell4cusIP"
portType="pos:custosellPT"/>
<plnk:role name="sell4carrIP"
portType="pos:selltocarrPT"/>

</plnk:partnerLinkType>

<plnk:partnerLinkType name="Carrier">
<plnk:role name="carr4cusIP"
portType="pos:carrtocusPT"/>
<plnk:role name="carr4sellIP"
portType="pos:selltocarrPT"/>

</plnk:partnerLinkType>

</definitions>
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B.2.2 The Customer Process

<process name="InternetPurchaselrderCustomerProcess"
targetNamespace="http://acme.com/ws-bp/Internetpurchase"
xmlns="http://schemas.xmlsoap.org/ws/2004/03/business-process/"

xmlns:1lns="http://manufacturing.org/wsdl/Internetpurchase'>

<documentation xml:lang="EN">A simple example of a WS-BPEL process

for handling a Internet purchase order.</documentation>

<partnerLinks>
<partnerLink name="SellerIP"
partnerLinkType="1ns:Customer"
myRole="cus4sell"/>
<partnerLink name="CarrierIP"
partnerLinkType="1lns:Carrier"
myRole="cus4carr"/>

</partnerLinks>

<variables>
<variable name="PurchaseOrderID" messageType="1ns:POMessage"/>
<variable name="purchaseAcceptance" messageType="1ns:InvMessage"/>
<variable name="ClockX" messageType="1ns:ClockX"/>

</variables>

<sequence>
<invoke partnerLink="Seller"
portType="1ns:custosellPT"
operation="sendPurchaseOrder"
variable="PurchaseOrderID">
</invoke>
<request partnerLink="Seller"

portType="1ns:custosellPT"
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operation="ReceivePurchaseAcceptance"
variable="purchaseAcceptance">

</request>

<if><condition> purchaseAcceptance == "true" </condition>
<then>
<sequence>
<assign>
<copy>
<from> <literal> "00:00" </literal> </from>
<to variable=ClockX/>
</copy>
</assign>
<request partnerLink="Carrier"
portType="custosellPT"
operation="SendAcceptance"
variable="purchaseAcceptance">
</request>
</sequence>
</then>
</if>
<if><condition> purchaseAcceptance == "false" </condition>
<then>
<empty>
</empty>
</then>

</if>

</sequence>

</process>

B.2.3 The Seller Process

<process name="InternetPurchaselrderSellerProcess"

targetNamespace="http://acme.com/ws-bp/Internetpurchase"
xmlns="http://schemas.xmlsoap.org/ws/2004/03/business-process/"

xmlns:1lns="http://manufacturing.org/wsdl/Internetpurchase">
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<documentation xml:lang="EN">A simple example of a WS-BPEL process

for handling a Internet purchase order.</documentation>

<partnerLinks>
<partnerLink name="CustomerIP"
partnerLinkType="1ns:Customer"
myRole="sell4currIP"/>
<partnerLink name="CarrierIP"
partnerLinkType="1ns:Carrier"
myRole="sell4carr"/>

</partnerLinks>

<variables>

<variable name="PurchaseOrderID" messageType="1ns:POMessage"/>

<variable name="purchaseacceptance"

messageType="1ns:InvMessage"/>

<variable name="ClockX" messageType="1ns:ClockX"/>

</variables>

<sequence>
<receive partnerLink="Customer"
portType="1ns:custosellPT"
operation="receivePurchaseOrder"
variable="PurchaseOrderID">
</receive>
<if>
<condition>
ClockX < "2:00"
</condition>
<then>
<pick>
<sequence>
<assign>
<copy>
<from>
<literal>

lltrue "
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</literal>
</from>
<to variable=purchaseAcceptance/>
</copy>
</assign>
<invoke partnerLink="Customer"
portType="custosellPT"
operation="SendAcceptance"
variable="purchaseAcceptance'">
</invoke>
</sequence>
<empty>
<documentation>
to implement a self loop equal to
a pick with two activities an

empty activity and the self loop

activity
</documentation>
</empty>
</pick>
</pick>
<if>
<condition>
purchaseaccepted == "true"
</condition>
<then>
<invoke partnerLink="carrier"
portType="selltocarrPT"
operation="PickUpOrder"
variable="PurchaseOrderID">
</invoke>
</then>
</if>
<if>
<condition>

purchaseaccepted == "false"
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</condition>
<then>
<sequence>
<assign>
<copy>
<from>
<literal>
"false"
</literal>
</from>
<to variable=purchaseAcceptance/>
</copy>
</assign>

<invoke partnerLink="Customer"
portType="custosellPT"
operation="SendNoStock"

variable="purchaseAcceptance">

</invoke>
</sequence>
</then>
</if>
</pick>
</then>

</if>
</sequence>
</process>

B.2.4 The Carrier Process

<process name="InternetPurchaselrderCarrierProcess"
targetNamespace="http://acme.com/ws-bp/Internetpurchase"
xmlns="http://schemas.xmlsoap.org/ws/2004/03/business-process/"

xmlns:1lns="http://manufacturing.org/wsdl/Internetpurchase'">

<documentation xml:lang="EN">A simple example of a WS-BPEL process

for handling a Internet purchase order.</documentation>
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<partnerLinks>
<partnerLink name="SellerIP"
partnerLinkType="1ns:Customer"
myRole="carrdsell"/>
<partnerLink name="CustomerIP"
partnerLinkType="1ns:Carrier"
myRole="carr4cus"/>

</partnerLinks>

<variables>
<variable name="PurchaseOrderID" messageType="1ns:POMessage"/>
<variable name="ClockX" messageType="1ns:ClockX"/>

</variables>

<sequence>
<receive partnerLink="Seller"
portType="1lns:selltocarrPT"
operation="receivePickUp"
variable="PurchaseOrderID">
</receive>
<if>
<condition> ClockX < "24:00" </condition>
<then>
<invoke partnerLink="Customer"
portType="carrtocusPT"
operation="DeliverPurchase"
variable="PurchaseOrderID">
</invoke>
</then>
</if>
</sequence>

</process>
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