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CHAPTER 1
Introduction

Our so
iety is experimenting a 
hange due to the 
ommuni
ation systems, whi
hhave grown in importan
e sin
e the development of new te
hniques to makethem faster and better. Examples as the development of the telegraph in the19th 
entury show how fast the 
ommuni
ation world has 
hanged if we 
ompareit with other te
hnologies.The most re
ent 
ommuni
ation system is Internet. Internet has providedto our so
iety with powerful tools like the World Wide Web, or WWW forshort, whi
h has granted us the a

ess to the biggest library never 
reated. Butit is not optimized at all be
ause the information indexed by Internet is notalways useful. However, the added value by Internet to an information basedworld makes it a lesser drawba
k.Thus, Internet has provided us with a 
apability to 
ommuni
ate our soft-ware or hardware systems. This 
apability allows us to syn
hronize these sys-tems in order to 
ommuni
ate one another and the syn
hronization betweenthem allows the task distribution and spe
ialization. These e�e
ts are similarto the e�e
ts derived from the development of our main 
ommuni
ation system,the language. For example, a 
onsequen
e of the language 
apability togetherwith a sedentary lifestyle in widely 
ommunities was that task distribution wasdone in groups and these groups spe
ialized themselves in these tasks. This s
e-nario is visible for example in prehistori
 life when men spe
ialized themselves
1



2 Chapter 1 Introductionin tasks as haunting, women and 
hildren spe
ialized themselves in tasks asharvesting.Currently, Internet has a
hieved a high level of development as 
ommu-ni
ation system for business pro
esses. For example, the se
urity issues in apayment pro
ess are one of the most important goals that must be 
overed by
urrent appli
ations on Internet and, in order to a

omplish this goal, proto-
ols su
h as TLS, SSL, SET, et
. have been developed. Furthermore, due tothe heterogeneous nature of Internet, standardization issues have been 
overedby some entities, like w3
, OMG, OASIS, et
. Now, one of the most impor-tant 
hallenges is the development of business pro
esses by using Web Servi
es.Thus, as in any other development pro
ess, it is important to guarantee that thesystem behaves as expe
ted, and therefore, an important goal is the validationand Veri�
ation of Web Servi
es.
1.1 MotivationAs shown before, the so
iety model is 
hanging. Our so
iety is based on the in-formation ex
hange due to the growth of Internet and Tele
ommuni
ations. Onthe European Union the annual expenditure on ICT (Information and Com-muni
ation Te
hnology) amounted to an estimated of more than 500 billionEUROS, whi
h was approximately the 6% of the total Gross Domesti
 Prod-u
t. And the Internet a

ess has in
reased for households and enterprises. In2003, the a

ess level of household to Internet was about 45%. The a

ess ofenterprisers was higher, rea
hing in some 
ountries over 90% of all enterprises(sour
e: EUROSTAT [139℄).Due to this 
hange in the so
iety model it be
omes ne
essary to in
reasethe resear
h on the development of systems based in Internet, whose obje
tiveis to develop solutions for automating their peer-to-peer 
ollaborations, in ane�ort to improve produ
tivity and redu
e operating 
osts.In the last years some new te
hniques and languages for developing dis-tributed appli
ation have appeared, su
h as the Extensible Markup Language,XML, and some new Web Servi
es frameworks [34, 64, 137℄ for des
ribing in-teroperable data and platform neutral business interfa
es, enabling more open



1.1 Motivation 3business transa
tions to be developed.Web Servi
es are a key 
omponent of the emerging, loosely 
oupled, Web-based 
omputing ar
hite
ture. A Web Servi
e is an autonomous, standards-based 
omponent whose publi
 interfa
es are de�ned and des
ribed using XML[85℄. Other systems may intera
t with a Web Servi
e in a manner pres
ribedby its de�nition, using XML based messages 
onveyed by Internet proto
ols.The Web Servi
es spe
i�
ations o�er a 
ommuni
ation bridge between theheterogeneous 
omputational environments used to develop and host appli
a-tions. The future of E-Business appli
ations requires the ability to perform long-lived, peer-to-peer 
ollaborations between the parti
ipating servi
es, within ora
ross the trusted domains of an organization.Web Servi
es 
over a wide range of systems, whi
h in many 
ases have strongtime 
onstraints (for instan
e, peer-to-peer 
ollaborations may have time limitsto be 
ompleted). Then, in many Web Servi
es des
riptions these time aspe
ts
an be
ome very important. A
tually, they are 
urrently 
overed by the toplevel layers in Web Servi
es ar
hite
tures with elements su
h as time-outs andalignments. Time-outs allow ea
h party to �x the available time for an a
tion too

ur, while alignments are syn
hronizations between two peer-to-peer parties.Thus, it be
omes important for Web Servi
es frameworks to ensure the
orre
tness of systems with time 
onstraints. For instan
e, we 
an think in afailure of a bank to re
eive a large ele
troni
 funds transfer on time, whi
h mayresult in huge �nan
ial losses. Then, there is growing 
onsensus that the use offormal methods, development methods based on some formalism, 
ould havesigni�
ant bene�ts in developing E-business systems due to the enhan
ed rigorthese methods bring [70℄. Furthermore, these formalisms allow us to reason withthe 
onstru
ted models, analyzing and verifying some properties of interest ofthe des
ribed systems. One of these formalisms are timed automata [2℄, whi
hare very used in model 
he
king [32℄, and there are some well-known toolssupporting them, like UPPAAL [52, 53, 93℄ and KRONOS [19℄.



4 Chapter 1 Introduction

1.2 ObjectivesThe experien
e that software engineering has a
hieved with the pass of time hasshown that errors, when the software is in use, have a high 
ost. It usually o

ursbe
ause these errors 
ame from the �rst phases in software life 
y
le. It meansthat the software engineer must ba
k again to these phases to solve the problem.It implies that the engineer must repeat every phase of software developmentand it also implies that the software 
ost is in
reased at least by double. Somete
hniques have been developed to solve these problems and usually are basedin formal te
hniques that ensure the system 
orre
tness. These te
hniques arebased on formal languages, whi
h allow us to des
ribe the behavior of systemsin a pre
ise and unambiguous way, as well as to apply some existing te
hniquesto ensure the 
orre
tness. By the use of these te
hniques we 
an get an abstra
tmodel of the system that allows software engineers to 
he
k the system beforeits implementation.The main obje
tive in this dissertation is the appli
ation and developmentof formal te
hniques to avoid these kinds of errors. More spe
i�
ally, we intendto use formal methods to develop some te
hniques to guarantee the 
orre
tnessof distributed appli
ations and we will emphasize their use on Web Servi
es.We have to deal with some spe
i�
 aspe
ts of these systems, like authenti
a-tions, intrusion, sni�ng, et
. as well as with the 
lassi
al problems related to
on
urren
y, su
h as non-determinism, parallelism, et
. All of these aspe
ts willbe 
overed throughout this dissertation.Se
urity aspe
ts 
on
erning e-Commer
e and e-Business appli
ations mustbe also taken into a

ount. Enormous e�orts have been spent to solve theseproblems, but no �nal solution has been �xed yet, and the resear
h 
ommunityshares the viewpoint that it is not possible to a
hieve a master key.Furthermore in many 
ases, not only the 
lassi
al aspe
ts of 
on
urren
ymentioned above must be 
onsidered, but also some quantitative aspe
ts, liketime or probabilities. For example, there are e-Commer
e sites that need aresponse before a date, if the response has not arrived on time, then an erroro

urs and the 
ostumer will not probably re
eive his pur
hase.To sum up, the obje
tive in this dissertation is the appli
ation of formal



1.3 Contributions 5methods to Internet based appli
ations, i.e., the appli
ation of formal des
rip-tion languages and Model Che
king in the development of Web Servi
es.
1.3 ContributionsThe main 
ontributions of this dissertation revert in the area of the appli
ationof formal methods to the emerging Internet te
hniques. The areas where ModelChe
king te
hnique has been applied in
lude se
urity proto
ols su
h as "Trans-port Layer Se
urity" (TLS), "Se
urity So
ket Layer" (SSL) and also to "Se
ureEle
troni
 Transa
tion" (SET), as well as the emerging Internet appli
ations,"Web Servi
es". Con
erning Internet Se
urity Proto
ols the main aspe
ts todeal with have been the se
urity and time aspe
ts. And the e�ort spent in WebServi
es have fo
used on the development of a veri�
ation methodology, whi
happlies to the highest layers of the Web Servi
es ar
hite
ture (Choreographesand Or
hestrations where the abstra
t level is suitable for using Formal Meth-ods).
1.4 Dissertation StructureThis dissertation is stru
tured in six 
hapters. This 
hapter has presented anoverview, and in 
hapter 2 we will show the state of the art of this line ofresear
h. Here we review the formal methods and te
hniques used in the devel-opment and veri�
ation of Internet appli
ations, and more spe
i�
ally, in thedevelopment of Se
urity Proto
ols and Web Servi
es.In the third 
hapter we show the Model Che
king Te
hnique in deep andhow it 
an be applied to Real Time Systems and Probabilisti
 Systems. In this
hapter we also review three tools: UPPAAL, P_UPPAAL and RAPTURE,whi
h are very useful for simulating and analysing this kind of system.Chapter 4 
ontains the appli
ation of Model Che
king Te
hniques to e-
ommer
e se
urity proto
ols, and 
hapter 5 presents a methodology for theveri�
ation of Web Servi
es, by using Model Che
king Te
hniques.Finally, 
hapter 6 is devoted to the 
on
lusions and future works.
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CHAPTER 2
Formal Methods and Internet

Based Systems

Formal methods, and the development of methodologies based on these for-malisms 
an yield signi�
ant bene�ts in the development of e-business systems,due to the enhan
ed rigor these methods bring.In this 
hapter we des
ribe the formal te
hniques that we use throughoutthe dissertation, and related work of the spe
i�
 area of appli
ation 
onsid-ered. Con
retely, we apply formal methods to Internet appli
ations, and morespe
i�
ally, to e-
ommer
e and Web Servi
es.But �rst we must answer the following questions: 1) Why are Formal Meth-ods needed? 2) What kind of systems need to be veri�ed? and 3) How areFormal Methods to be applied to these systems?The need for Formal Methods has been shown in many industrial 
ases,where their absen
e has sometimes led to 
atastrophi
 results, either in e
o-nomi
 terms or even in human loss, as in the 
rash of the Ariane 5 [102℄. Withrespe
t to the se
ond question, formal methods 
an be applied to a wide rangeof systems, although we are mainly interested here in distributed systems, forwhi
h some spe
i�
 te
hniques 
an be applied. In order to apply these te
h-niques it is important to �x the adequate level of abstra
tion, to des
ribe only
7



8 Chapter 2 Formal Methods and Internet Based Systemsthose aspe
ts of the system that are relevant.The appli
ation of these te
hniques heavily depends on the type of systembeing studied, and the parti
ular methodology used. In the 
ase of real-timesystems, for instan
e, these te
hniques must be applied with severe 
orre
t-ness requirements, and the property 
lass of interest are fo
used on time orprobabilisti
 issues.
2.1 Formal MethodsThe appli
ation of formal te
hniques [138, 15℄ to the development of 
omputersystems provides mathemati
ally based te
hniques that des
ribe the system be-havior. These methods therefore provide a framework for systemati
ally spe
i-fying, developing and verifying systems.A method regarded as formal has a sound mathemati
al basis and thismathemati
 rigor 
an be introdu
ed by using several 
on
epts, but typi
allyit is given by a spe
i�
ation language. The spe
i�
ation language 
an de�nethe real system providing a formal model of the system and the model 
anpre
isely de�ne notions su
h as 
onsisten
y, 
ompleteness, implementation and
orre
tness. Furthermore, it 
an also de�ne the properties that the system mustsatisfy in order to a
hieve the above notions.This mathemati
al rigor bring us some advantages over informal systems,for instan
e: 1) Knowing the spe
i�
ation is realizable, 2) Knowing the systemhas been developed 
orre
tly, 3) The possibility of 
he
king properties (withoutne
essarily running the system in order to determine its behavior) and, 4)Generating tests, et
.These advantages 
an be applied at any stage of 
omputer system develop-ment and at ea
h stage it provides di�erent information. For example, in the
ustomer's requirement stage, we 
an spe
ify the properties that the systemmust ful�l. These properties 
ould be used in the next stages to 
he
k the spe
-i�
ation model (at the design stage), and even the real system (at the test anddebugging stages).One tangible produ
t of applying formal methods to a 
omputer system isa formal spe
i�
ation (a formal model). A spe
i�
ation serves as a 
ontra
t,
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Figure 2.1: Spe
i�
ation users.a pie
e of do
umentation and a means of 
ommuni
ation among a 
lient, aspe
i�er and an implementer, as shown in Figure 2.1.Another 
hara
teristi
 of formal methods is that they are 
omplex methodswhose appli
ation 
ould be
ome unfeasible without some kind of tool support.In this sense, two key 
onstraints for tool implementation must be taken intoa

ount: �The language syntax of the spe
i�
ation must be expli
it" and �thelanguage semanti
 of the spe
i�
ation must be restri
ted". Thus, formal spe
-i�
ations have the additional advantage over informal ones of being amenableto ma
hine analysis and manipulation.In the next subse
tions we will dis
uss the need for formal methods aswell as their basis, appli
ation, 
lassi�
ation and other issues, in
luding themodel 
he
king te
hnique, whi
h is the 
entral formal te
hnique used in thisdissertation.
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2.1.1 The Need for Formal MethodsThe kind of system where software and hardware have been used 
overs awide range of appli
ations, where no failure is a

eptable: e-
ommer
e, mobilenetwork te
hnology, highway, subway, train and air 
ontrol systems, medi
alinstruments, weapon te
hnology, nu
lear energy, and a long list of et
eteras.There have been several media reports on in
idents that have been 
aused byan error in software and hardware systems. Re
ent examples of this kind offailures are the failures in aerospa
e transport, 
ausing loss of life and damageamounting to hundreds of billions of euros.It is 
lear, then, a totally se
ure system where the hardware and software
ommand 
riti
al areas must be ensured, be
ause these systems are be
ominga more and more integral part of our lives on a daily basis. A possible solutionwould be to dismantle these systems to avoid the failures, although it has beendemonstrated that manual 
ontrol is less risk-free than the automati
 softwareand hardware and it would 
ause a so
io-e
onomi
al upheaval.Be
ause of the su

ess of the Internet and embedded systems in automobiles,airplanes, and other safety 
riti
al systems, we are likely to be
ome even moredependent on the proper fun
tioning of 
omputing devi
es in the future. Infa
t, the pa
e of 
hange will most likely a

elerate in 
oming years. Be
ause ofthis rapid growth in te
hnology, it will be
ome even more important to developmethods that in
rease our 
on�den
e in the 
orre
tness of su
h systems.
2.1.2 Formal Specification LanguagesLet us to introdu
e readers in the basis of formal methods, then, our next taskis to explain the basis of formal methods to our readers. We �rst begin withthe de�nition of a formal method, by de�ning the language in whi
h the formalmethod is written.A formal spe
i�
ation language provides a formal method's mathemati-
al basis. It provides a notation (its synta
ti
 domain), a universe of obje
ts(its semanti
 domain) and a pre
ise rule de�ning the obje
ts that satisfy ea
hspe
i�
ation. A spe
i�
ation is a senten
e written in terms of elements of thesynta
ti
 domain and denotes a spe
i�
 subset of the semanti
 domain.



2.1 Formal Methods 11If we borrow the following terms and de�nitions from Guttan el al [63℄, we
an rigorously de�ne the above de�nition:De�nition 1. A formal spe
i�
ation language is a triple, < Syn, Sem, Sat >,where Syn and Sem are sets and Sat ⊆ Syn×Sem is a relation between them.
Syn is 
alled the language's synta
ti
 domain; Sem, its semanti
 domain; and
Sat, its satis�ed relation.De�nition 2. Given a spe
i�
ation language, < Syn, Sem, Sat >, if Sat(syn, sem)then syn is a spe
i�
ation of sem, and sem is a spe
i�
and of syn.De�nition 3. Given a spe
i�
ation language < Syn, Sem, Sat >, the spe
i�-
and set of a spe
i�
ation syn in Syn is the set of all spe
i�
ands sem in Semsu
h that Sat(syn, sem).By using these de�nitions, we 
an de�ne, for example, when a programsatis�es a given spe
i�
ation:De�nition 4. Given a spe
i�
ation language < Syn, Sem, Sat >, an imple-mentation prog in Sem is 
orre
t with respe
t to a given spe
i�
ation spec in
Syn if and only if Sat(spec, prog).Furthermore, we 
an 
he
k if our spe
i�
ations satisfy 
ertain properties as,for example, whether ea
h well-formed spe
i�
ation is unambiguous:De�nition 5. Given a spe
i�
ation language < Syn, Sem, Sat >, a spe
i�
a-tion syn in Syn is unambiguous if and only if Sat maps syn to exa
tly onespe
i�
ation set.Another desirable property of a spe
i�
ation should be, 
onsisten
y:De�nition 6. Given a spe
i�
ation language < Syn, Sem, Sat >, the a spe
i-�
ation syn in Syn is 
onsisten
y (or satis�able) if and only if sat maps synto a non-empty spe
i�
and set.Most formal methods are de�ned in terms of a spe
i�
ation language thathas a well-de�ned logi
al inferen
e system. A logi
al inferen
e system de�nes a
onsequen
e relation, typi
ally given in terms of a set of inferen
e rules, map-ping a set of well formed senten
es in the spe
i�
ation language to a set of
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es. Thus, we 
an use this inferen
e system to prove proper-ties from the spe
i�
ation about spe
i�
ands.As we have a 
lear idea of how formal methods work, the next step is toshow where they 
an be applied.
2.1.3 Applying Formal MethodsAs we have mentioned above, the use of formal methods is extended to allphases of 
omputer system development. However, we should not 
onsider theseappli
ations as separate, but rather as an integral a
tivity.
Requirement AnalysisThe main advantage of applying formal methods in this phase is that for-mal methods help 
larify the 
ustomer's set of informally stated requirements.A formal spe
i�
ation helps 
on
retize and standardize the 
ustomer's vagueideas. Furthermore, it also helps reveal 
ontradi
tions, ambiguities and in
om-pleteness of the 
ustomer's requirements. We 
an �nd some examples in thebibliography su
h as kate [4℄, the Requirement Apprenti
e [121℄, the Gist [130℄,KAOS [89℄, et
.
System DesignKey elements in this design phase are the de
omposition and re�nement. Thede
omposition is the pro
ess of partitioning a problem in subproblems or mod-ules where the degree of di�
ulty has obviously de
reased. The re�nement alsoperforms a de
omposition, but it refers to the level of abstra
tion used in thesystem spe
i�
ation. Works su
h as Dijkstra [54℄ and Hoare [74, 76, 75℄, lan-guages su
h as Re�ne and Extend ML [126℄ and support tools su
h as CIP-S[9℄, Ergo Support System [98℄ and Nuprl [36℄ are used in this phase.
System VerificationThe veri�
ation pro
ess 
he
ks whether the system satis�es its spe
i�
ations ornot. The formal veri�
ation is available only when the system has been formally
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i�ed. Due to the real system being unbounded, the veri�
ation pro
ess 
an-not a

omplish an entirely system veri�
ation, although it 
an a

omplish theveri�
ation of 
riti
al areas. Thus a key element in this phase is also the ab-stra
tion level where the veri�
ation pro
ess is applied. System su
h us Gypsy[18℄, The Hierar
hi
al Development Method (HDM) [100℄, the Formal Develop-ment Method (FDM) [37℄, m-EVES (Environment for Verifying and EvaluatingSoftware) [40℄, Higher Order Logi
 (HOL) [60℄, et
. perform system veri�
ation.
System ValidationFormal methods aids the testing and debugging of systems by using them astest generators for bla
k-box testing. Furthermore, they 
an be used in otherkind of testing su
h as path testing, unit testing and integration testing. Sys-tems su
h as Data Abstra
tion, Implementation, Spe
i�
ation, Testing Systems[108℄, Kremmerer's symboli
 exe
ution tool [86℄ and Task Sequen
ing LanguageRuntime System [124℄ perform the system validation.
System DocumentationA key do
ument for Do
umentation pro
ess is a pre
ise and standardized de-s
ription of the 
omputer system. This de�nition a

omplishes the des
riptionof a formal spe
i�
ation. Furthermore, this do
ument also helps in the 
ommu-ni
ation pro
ess among 
ustomers spe
i�ers, implementers and veri�ers, as wehave shown in �gure 2.1.
System Analysis and EvaluationOn
e the system has been implemented and tested, it is mandatory to performan analysis and an evaluation of the implementation fun
tionality and perfor-man
e. An important question that this analysis must resolve is whether theimplementation satis�es the initial 
ustomer's expe
tations or not.
2.1.4 A Partial TaxonomyFormal methods 
an be 
lassi�ed by a 
hara
teristi
 list that would be too longto 
ite in its entirely. For example, we 
ould 
lassify them a

ording to whether
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 is �rst order or not, or by using the kind of languageused (visual or not), et
. The purpose is not to perform an exhaustive taxonomy,but to pro�er a 
lassi�
ation of the most widely known formal methods andte
hniques.
Model-oriented and Property-orientedA widely extended taxonomy of formal methods is the 
lassi�
ation a

ordingto orientation. This 
lassi�
ation divides formal methods into those that 
ap-ture the system behaviors in a formal model and those that derive the systembehaviors from the formal properties that the system must satisfy. However, insome 
ases there are formal te
hniques that have both 
hara
teristi
s.Model-orientedmethods 
apture the system behaviors in a model writtenby using a formal spe
i�
ation. This sub
lassi�
ation in
ludes Parna's state ma-
hines [113℄, Robinson and Robine's extensions [122℄, VDM, Z [69℄, Petri Nets[114℄, Milner's Cal
ulus of Computational Systems [109℄, Hoare's Communi
at-ing Sequential Pro
esses (CSP) [76℄, Unity [29℄ , timed automata [2℄, CCS [71℄,et
.Property-oriented methods 
an be sub
lassi�ed into two 
ategories, ax-iomati
 and algebrai
. Axiomati
 methods are based on Hoare's work on 
or-re
tness proofs of implementations of abstra
t data types [74, 75℄. Some ex-amples of axiomati
 methods are Iota [110℄, OBJ [59℄, Anna [106℄ and Lar
h[62℄. Algebrai
 methods de�ne as heterogeneous algebras both elements, datatypes and pro
esses. A great deal of work has been done on algebrai
 spe
i�-
ation, although the most representative are probably Clear [25℄ and A
t one[57℄ (Algebrai
 Spe
i�
ation Te
hniques for Corre
t and Trusty Software Sys-tems), extensions to the Hoare-axiom method, temporal logi
 [115℄, Lamport'stransition axiom method [88℄, and LOTOS [14℄.
Visual LanguagesThis 
lassi�
ation in
ludes any formal method whose spe
i�
ation language 
anbe represented in a graphi
 manner. One of the most representative for this typeof formal method are the Petri Nets and their variations. However, nowadays,sin
e the greater part of support tool interfa
es have be
ome integrated into



2.1 Formal Methods 15graphi
 environments, their formal spe
i�
ation 
an be depi
ted in a visualmanner. The in
lusion of visual information in some 
ases has a
tually turnedthose methods into informal ones, be
ause of the integration of informal datainto the visual spe
i�
ations.Some examples of these methods are Petri Nets, State Transition Diagrams,Harel's state 
hart [66℄, Miro visual languages [73℄, and HIPO [128℄.
ExecutableThere are some examples of formal methods whose spe
i�
ation supports theexe
ution on a 
omputer. This kind of formal method is more restri
tive, be-
ause the spe
i�
ation must be 
omputable and its domain �nite or have a �niterepresentation. Some examples are OBJ, PROLOG [35℄, and Paisley [141℄.
Tool-supportedNowadays, formal methods in general provide the support of a tool to manipu-late the spe
i�
ations and programs. A 
lear example of this kind of te
hniqueis Model Che
king, whi
h we will see later in more detail. Model Che
kingtools let users 
onstru
t a �nite-state model of the system and then show howa property holds in the states or transition. Another example of tool-supportedte
hnique is proof-
he
king. These tools let the user treat algebrai
 spe
i�
a-tions as rewrite rules. It in
ludes A�rm [132℄, REVE [99℄, the Lar
h Prover,Boyer-Moore Theorem Prover [30℄, FDM, HDM, m-EVES [61℄, HOL, LCF [90℄,OBJ, and others.
2.1.5 Some Examples

Temporal LogicTemporal logi
 is a property-oriented method for spe
ifying properties of 
on-
urrent and distribute systems. For a given temporal logi
 inferen
e system,spe
ial modal operators 
on
isely state assertions about system behavior. Spe
-i�ers use these operators to refer to past, 
urrent, and future states or events.There is no one standard temporal logi
 inferen
e system nor one standardset of operators. Modal operators 
ommonly used are 3, 2 and #. Informally,
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〈right!m〉 ⇒ 3_ 〈left!m〉 (1)
(〈right!m〉 ∧ #= 3_ 〈right!m′〉) ⇒ 3_ (〈left!m〉 ∧ #= 3_ 〈left!m′〉) (2)

〈right!m〉 ⇒ 3_ 〈left!m〉 (3)
〈right!m〉 ⇒ 3_ 〈left!m〉 (4)Figure 2.2: Temporal logi
 spe
i�
ation of an unbounded bu�er.when interpreted with respe
t to a sequen
e of states 2P says that in all futurestates, the stated predi
ate P holds; 3P says that in some future state, P willhold; and #P says that in the next state P will hold. For example, P ⇒ 3Qsays that if P holds in the 
urrent state, Q will eventually hold. Temporallogi
 notation tends to be terse and temporal logi
 spe
i�
ations are simplyan unstru
tured set of predi
ates, all of whi
h must be satis�ed by a givenimplementation.Figure 2.2 presents a temporal logi
 spe
i�
ation of the behavior of anunbounded bu�er in an asyn
hronous environment. The example is adaptedfrom Koymans el al [87℄, using the temporal logi
 system in Pnueli [116℄, whi
hhas 12 modal operators. The formulas are interpreted with respe
t to sequen
esof events. A bu�er has a left input 
hannel and a right output 
hannel. Theexpression c!m denotes the event of pla
ing message m on 
hannel c. The �rstpredi
ate states that any message transmitted to the right 
hannel (〈right!m〉)must have been previously pla
ed on the left 
hannel 3_ 〈left!m〉. The se
ondpredi
ate states that messages are transmitted �rst in, �rst out. The thirdpredi
ate, states that all messages are unique. And the last predi
ate states thatall in
oming message will eventually be transmitted. The three �rst predi
atesare safety message whereas the last one is a liveness property.

CSPCSP uses a model-oriented method for spe
ifying a 
on
urrent pro
ess and aproperty-oriented method for stating and proving properties about the model.
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BUFFER = P<>where P<> = left?m → P<m>and P<m>∧s = (left?n → P<m>∧s∧<n>|rigth!m → Ps)BUFFER sat (right ≤ left) ∧ (if right = left then left /∈ ref else right ∈ ref)Figure 2.3: CSP program and spe
i�
ation of an unbounded bu�er.CSP is based on model of tra
es, or event sequen
es and assumes that pro
esses
ommuni
ate by sending messages a
ross 
hannels. Pro
esses syn
hronize onevents so the event of sending output messages m on named 
hannel c is syn-
hronized with the event of simultaneously re
eiving an input message on c.Figure 2.3 gives a CSP spe
i�
ation of an unbounded bu�er. BUFFER itselfis spe
i�ed to be a pro
ess P that a
ts as an unbounded bu�er. The re
ursivede�nition of P is divided into two 
lauses to handle the empty and non-empty
ases. The �rst 
lause, says that if the bu�er is empty, in the event that thereis a message m on the left 
hannel (left?m), it will input it. In CSP, if x isan event and P is a pro
ess, the notation x ⇐ P denotes a pro
ess that �rstengages in the event x and then behaves exa
tly as des
ribed by P . The se
ond
lause says that if the bu�er is non-empty, then either the bu�er will inputanother message n from the left 
hannel, appending it to the end of the bu�er,or output the �rst message in the bu�er to the right 
hannel.In CSP's formalism, BUFFER is a CSP program; we 
an state and proveproperties about the tra
es it denotes. Using algebrai
 laws on tra
es, we 
anformally verify that a given CSP program satis�es a spe
i�
ation on tra
es.The last line in �gure 2.3 states that a BUFFER des
ribes a set of tra
es, ea
hof whi
h satis�es the predi
ate given on the right side of sat.
2.1.6 Model CheckingModel 
he
king is a veri�
ation te
hnique that explores all possible systemstates in a brute for
e manner [32, 33℄. Similar to a 
omputer 
hess program that
he
ks all possible moves, a model 
he
ker, the software tool that performs themodel 
he
king, examines all possible system s
enarios in a systemati
 manner.
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requirements system

Property

specification System model

Location

error

satisfied Violated +

counterexample

Formalizating Modeling

Model Checking

SimulationFigure 2.4: S
hemati
 view of the model-
he
king approa
hIn this way, it 
an be shown that a given system model truly satis�es a 
ertainproperty. It is a real 
hallenge to examine the largest possible state spa
es that
an be treated with 
urrent means, i.e., pro
essors and memories.Typi
al properties that 
an be 
he
ked using model 
he
king are of a qual-itative nature: Is the generated result OK?, Can the system rea
h a dead-lo
k situation?, e.g., when two 
on
urrent programs are mutually waiting forea
h other and thus halt the entire system? But also timing properties 
an be
he
ked: Can a deadlo
k o

ur within 1 hour after a system reset? Or, is aresponse always re
eived within 8 minutes?The system model is usually automati
ally generated from a model des
rip-tion that is spe
i�ed in some appropriate diale
t of programming languages likeC [107℄ or Java [56℄ or hardware des
ription languages su
h as Verilog [131℄ orVHDL [78℄. The model 
he
ker examines all relevant systems states to 
he
kwhether they satisfy or not the desired property. If a state is en
ountered thatviolates the property under 
onsideration, the model 
he
ker provides a 
oun-terexample with an exe
ution path leading from the initial system state to astate that violates the property being veri�ed. With the help of a simulator,
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an replay the violating s
enario, also obtaining some useful debugginginformation, whi
h permits to adapt the model or the property a

ordingly (seeFigure 2.4).
Characteristics of Model CheckingIn [84℄ we 
an �nd a good de�nition of what model 
he
king is:Model 
he
king is an automated te
hnique that, givena �nite-state model of a system and a formal property,systemati
ally 
he
ks whether this property holdsfor (a given state in) that model.
The development of Model CheckingApplying model 
he
king to a design 
onsists of several tasks, ea
h of whi
h isdis
ussed in detail.Modeling The �rst task is to 
onvert a design into a formalism a

epted bya model 
he
king tool. In many 
ases, this is simply a 
ompilation task.In other 
ases, owing to limitations on time and memory, the modelingof a design may require the use of abstra
tions to remove irrelevant orunimportant details.Spe
i�
ation Before veri�
ation, it is ne
essary to state the properties thatthe design must satisfy. For this purpose, it is 
ommon to use tempo-ral Logi
, whi
h 
an assert how the behavior of the system evolves overtime. An important issue in spe
i�
ation is 
ompleteness. Model 
he
kingprovides means for 
he
king that a model design satis�es a given spe
i�-
ation, but it is impossible to determine whether the given spe
i�
ation
overs all the properties that the system should satisfy.Veri�
ation Ideally the veri�
ation is 
ompletely automati
. However, in pra
-ti
e it often involves human assistan
e. One su
h manual a
tivity is theanalysis of the veri�
ation results. In the event of a negative result, theuser is often provided with an error tra
e. This 
an be used as a 
oun-terexample for the 
he
ked property and 
an help the designer in tra
king
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urred. In this 
ase, analyzing the error tra
e mayrequire a modi�
ation to the system an reappli
ation of the model 
he
k-ing algorithm.An error tra
e 
an also result from in
orre
t modeling of the systemor from an in
orre
t spe
i�
ation. The error tra
e 
an also be useful inidentifying and �xing these two problems. A �nal possibility is that theveri�
ation task will fail to terminate normally, due to the size of themodel, whi
h is too large to �t into the 
omputer memory. In this 
ase,it may be ne
essary to redo the veri�
ation after 
hanging some or theparameters of the model 
he
ker or by adjusting the model.
Temporal Logic and Model CheckingBefore 
onsidering the advantages and drawba
ks of model 
he
king, we explainin more detail temporal logi
s and how they are used in model 
he
king [32, 33℄.Temporal logi
s have proved to be useful for spe
ifying 
on
urrent systems,be
ause they 
an des
ribe the ordering of events in time without introdu
ingtime expli
itly. They were originally developed by philosophers for investigatingthe way that time is used in natural language arguments. Although a numberof di�erent temporal logi
s have been studied, most have an operator like Gfthat is true in the present if f is always true in the future. To assert that twoevents e1 and e2 never o

ur at the same time, one would write G(¬e1 ∨ ¬e2).Temporal logi
s are often 
lassi�ed a

ording to whether time is assumed tohave a linear or bran
hing stru
ture.The introdu
tion of temporal-logi
 model 
he
king algorithms in the early1980s allowed this type of reasoning to be automated. Be
ause 
he
king that asingle model satis�es a formula is mu
h easier than proving the validity ofa formula for all models, it was possible to implement this te
hnique verye�
iently.An example of a temporal logi
 is CTL∗. This is a very expressive logi
 that
ombines both bran
hing-time and linear-time operators [31℄.
Advantages and Drawbacks of Model CheckingThe main advantages of model 
he
king are the following:
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ation approa
h that is appli
able to a wide range ofappli
ations su
h as embedded systems, software engineering and hard-ware design.2. It supports partial veri�
ation, i.e., properties 
an be 
he
ked individu-ally, thus allowing us to fo
us �rst on the essential properties. Thus, no
omplete requirement spe
i�
ation is needed.3. It is not vulnerable to the likelihood with whi
h an error is exposed; this
ontrasts with testing and simulation that are aimed at tra
ing the mostprobable defe
ts.4. It provides diagnosti
 information in the event of a property being inval-idated; this is very useful for debugging purposes.5. It is a potential �push-button" te
hnology; the use of model 
he
kingrequires neither a high degree of user-intera
tion nor a high degree ofexpertise.6. It enjoys rapidly in
reasing interest by industry; several hardware 
ompa-nies started their in-house veri�
ation labs, job o�ers with required skillsin model 
he
king frequently appear, and 
ommer
ial model 
he
kers be-
ome available.7. It 
an be easily integrated into existing development 
y
les; its learning
urve is not very steep, and empiri
al studies indi
ate that it may leadto shorter development times.8. It has a sound and mathemati
al underpinning ; it is based on elementarytheory in graph algorithms, data stru
tures, and logi
.The drawba
ks of model 
he
king.1. It is mainly suited to 
ontrol-intensive appli
ations as data typi
ally rangeover in�nite domains.2. Its appli
ability is subje
t to de
idability issues; for in�nite-state systems,or reasoning about abstra
t data types, model 
he
king is in general note�e
tively 
omputable.



22 Chapter 2 Formal Methods and Internet Based Systems3. It veri�es a system model, not the system itself. In 
onsequen
e any resultobtained is for the system model. Te
hniques su
h as testing are neededto �nd fabri
ation faults or 
oding errors.4. It 
he
ks only stated requirements, i.e., there is no guarantee of 
omplete-ness. The validity of properties that are not 
he
ked 
annot be judged.5. It su�ers from the state-spa
e explosion problem, i.e., the number of statesneeded to model the system a

urately may easily ex
eed the amountof available 
omputer memory. Despite the development of several verye�e
tive methods to 
ombat this problem, models of realisti
 systems maystill be too large to �t in memory.6. Its usage requires some expertise in �nding appropriate abstra
tions toobtain smaller system models and to state properties in the logi
al for-malism used.7. There is no guarantee to obtain 
orre
t results: a model 
he
ker may also
ontain software defe
ts.8. It does not allow generalizations to be 
he
ked: in general, 
he
king sys-tems with an arbitrary number of 
omponents, or parameterized systems
annot be treated. Model 
he
king 
an, however, suggest results for arbi-trary parameters that may be veri�ed using proof assistants.These drawba
ks suggest the 
on
lusion:Model 
he
king is an e�e
tive te
hniquefor exposing potential design errors.Thus, model 
he
king in
reases the 
orre
tness of a system design.In the next 
hapter we will des
ribe the UPPAAL tool whi
h in
ludes amodel 
he
ker.
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2.2 Internet Based Systems: e-Commerce, Security

Protocols and Web ServicesIn this se
tion we des
ribe the Internet-based 
ontexts to whi
h the formalte
hniques presented in this dissertation are applied. These di�erent 
ontextsare not separate areas, but rather areas that interrelate with ea
h other. Forexample, e-
ommer
e and Web Servi
es systems 
an use se
urity proto
ols intheir 
ommuni
ations, or e-
ommer
e systems 
an be developed by using WebServi
es.
2.2.1 e-commerceEle
troni
 
ommer
e (e-
ommer
e) be
ame a buzzword as the information so-
iety developed rapidly throughout the 1990s. Internet has made e-
ommer
eavailable to a wider user group, notably smaller enterprises and households.Amongst the business 
ommunity the sear
h for in
reased produ
tivity and ef-�
ien
y is expe
ted to lead to even more enterprises adopting e-
ommer
e as away of doing business in the future. Whilst an ever growing awareness of theopportunities, te
hnologi
al developments in infrastru
ture and a

ess devi
es,as well as falling a

ess 
osts will fa
ilitate this, fears about se
urity and a la
kof skills 
ould hold it ba
k.Thus, the e
onomi
 importan
e of e-
ommer
e has grown every year. InSpain, for instan
e, the e
onomi
 impa
t of e-
ommer
e in the last de
ade isremarkable (15% of the total Gross Domesti
 Produ
t In
rement from 1995 to2002). In 
ontrast, 70% of the population thinks that Internet, and 
onsequentlye-
ommer
e, are not ne
essary, and half of the population of Spain 
annot a

essInternet.A widespread opinion that has helped to 
reate this situation is that soft-ware is not free of errors. This means that errors in Internet 
an 
ost a lot ofmoney, e�orts and resour
es. For example, in e-Commer
e a se
urity hole inthe 
ommuni
ation pro
ess 
ould let a 
ra
ker obtain the 
redit 
ard informa-tion of a 
ustomer. Thus, the Internet 
ommunity response to these atta
ks hasbeen the development of proto
ols that avoid the intrusion. We dis
uss someexamples of these proto
ols in the next subse
tion.
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Figure 2.5: The Internet Layers and Proto
ols
Figure 2.5 shows the internet layers and proto
ols. In this �gure the pro-to
ols are divided into three layers: Physi
al layer, Network layer and Appli-
ation layer. The Physi
al layer involves the proto
ols used for transmittinginformation between the physi
al devi
es that support this te
hnology (wire-less, ethernet, opti
al, et
). The Network layer 
onsists of the proto
ols thatdeal with the problem of partitioning and swit
hing the information that mustbe transmitted, a 
lear example being the TCP/IP [129℄ proto
ol. The Ap-pli
ation layer involves any proto
ol or appli
ation using the network layer as
ommuni
ation media. e-Commer
e appli
ations run over the appli
ation layer,so that they 
an be developed by using the proto
ols of this layer as for exam-ple HTTP, HTTPS, XML, et
. Web Servi
es are a growing te
hnology of thisAppli
ation layer. This te
hnology uses appli
ation proto
ols su
h as SOAP,XML and HTTP.
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2.2.2 Security ProtocolsSe
urity is, without question, one of the most important issues to be 
onsideredon Internet appli
ations. The Internet resear
h 
ommunity has provided Inter-net users with some se
urity proto
ols to avoid intruder a

ess. These proto
olshave enfor
ed the 
on�den
e of users in Internet appli
ations, and as a resultthey are starting to use them to make pur
hases, a

ess bank a

ount informa-tion, organize theirs trips, 
onta
t with government o�
es and in general dealwith daily a
tivities in order to improve their life quality.Se
urity Proto
ols are usually divided into two types. The �rst type al-lows the Internet Session to be se
ure in terms of intrusion, while the se
ondtype ensures the se
urity of some 
on�dential information like the 
redit 
ardnumber.Se
urity Proto
ols are based on a paired proto
ol separated into two phases.The �rst phase allows the authenti
ation of the parties involved in the transa
-tion and the negotiation of 
ryptographi
 information. The se
ond phase usesthe 
ryptographi
 parameters �xed during the �rst phase to en
rypt the infor-mation.There are a lot of se
urity proto
ols that implement the se
urity 
on
ernsin Internet. We now des
ribe three parti
ular proto
ols:TLS and SSLThe Transmission Control Proto
ol/Internet Proto
ol (TCP/IP) governsthe transport and routing of data over Internet. Other proto
ols, su
h as theHyperText Transport Proto
ol (HTTP), Lightweight Dire
tory A

ess Proto-
ol (LDAP), or Internet Messaging A

ess Proto
ol (IMAP), run "on top of"TCP/IP, in the sense that they all use TCP/IP to support typi
al appli
ationtasks su
h as displaying web pages or running email servers.A

ording to �gure 2.6, the Transport Layer Se
urity proto
ol [58℄, TLSfor short, and the Se
ure So
ket Layer, SSL for short, run above TCP/IP andare integrated into the network layer. This layer appears below the appli
ationlayer , in whi
h we 
an �nd proto
ols like HTTP or IMAP. It uses TCP/IP onbehalf of the higher-level proto
ols, and allows a TLS- or SSL-enabled serverto authenti
ate itself to TLS or SSL enabled 
lients. It also allows the 
lient toauthenti
ate himself to the server, and it allows both ma
hines to establish an
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Figure 2.6: TLS runs above TCP/IP and below high-level appli
ation proto
olsen
rypted 
onne
tion. These 
apabilities address fundamental 
on
erns about
ommuni
ation over Internet and other TCP/IP networks.TLS and SSL server's authenti
ation 
ertify allows a user to 
on�rm aserver's identity. TLS or SSL enabled 
lient software 
an use standard te
h-niques of publi
-key 
ryptography to 
he
k that a server's 
erti�
ate and publi
ID are valid and have been issued by a 
erti�
ate authority (CA) listed in the
lient's list of trusted CAs. This 
on�rmation might be important if the user,for example, is sending a 
redit 
ard number over the network and wants to
he
k the re
eiving server's identity.SETSe
ure Ele
troni
 Transa
tion (SET) [134℄ is a system for ensuring the se-
urity of �nan
ial transa
tions on the Internet. It was supported initially byMaster
ard, Visa, Mi
rosoft, Nets
ape, and others. With SET, a user is givenan ele
troni
 wallet (digital 
erti�
ate) and a transa
tion is 
ondu
ted and ver-i�ed using a 
ombination of digital 
erti�
ates and digital signatures betweenthe pur
haser, a mer
hant, and the pur
haser's bank in a way that ensurespriva
y and 
on�dentiality. SET makes use of Nets
ape's Se
ure So
kets Layer(SSL), Mi
rosoft's Se
ure Transa
tion Te
hnology (STT), and Terisa System'sSe
ure Hypertext Transfer Proto
ol (S-HTTP). SET uses some but not all ofthe aspe
ts of a publi
 key infrastru
ture (PKI), and works in the followingway:Assuming that a 
ustomer has a SET-enabled browser, su
h as Nets
ape or
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rosoft's Internet Explorer, and that the transa
tion provider (bank, store,et
.) has a SET-enabled server, a transa
tion is made a

ording to the followingsteps:1. The 
ustomer opens a Master
ard or Visa bank a

ount. Any issuer of a
redit 
ard is some kind of bank.2. The 
ustomer re
eives a digital 
erti�
ate. This ele
troni
 �le fun
tionsas a 
redit 
ard for online pur
hases or other transa
tions. It in
ludes apubli
 key with an expiration date, whi
h has been validated by the bankby using a digital swit
h.3. Third-party mer
hants also re
eive 
erti�
ates from the bank. These 
er-ti�
ates in
lude the mer
hant's publi
 key and the bank's publi
 key.4. The 
ustomer pla
es an order over a Web page.5. The browser of the 
ustomer re
eives and 
on�rms that the mer
hant isvalid from its 
erti�
ate.6. The browser sends the order information. This message is en
rypted withthe mer
hant's publi
 key, the payment information, whi
h is en
ryptedwith the bank's publi
 key (whi
h 
annot be read by the mer
hant),and information that ensures the payment 
an only be used with thisparti
ular order.7. The mer
hant veri�es the 
ustomer by 
he
king the digital signature onits 
erti�
ate. This may be done by referring the 
erti�
ate to the bankor to a third-party veri�er.8. The mer
hant sends the order message to the bank. This in
ludes thebank's publi
 key, the 
ustomer's payment information (whi
h the mer-
hant 
annot de
ode), and the mer
hant's 
erti�
ate.9. The bank veri�es the mer
hant and the message. The bank uses the digitalsignature on the 
erti�
ate with the message and veri�es the payment partof the message.
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Figure 2.7: Parti
ipants in a SET proto
ol and their Intera
tions.10. The bank digitally signs and sends authorization to the mer
hant, who
an then �ll the order.Figure 2.7 represents the main parti
ipants in a SET proto
ol (the 
ard-holder, the mer
hant and the a
quirer) and the relations between them. Thus,double arrows represent the relation with the 
erti�
ate authority who issuesthe digital 
erti�
ation in order to authenti
ate ea
h involved party, while singlearrows stand for the pro
ess of ele
troni
 payment.This �gure depi
ts the main parti
ipants, although there are other parti
i-pants su
h as the issuer, the payment gateway and the brand. All the institu-tions and parties involved in this proto
ol are now de�ned:Cardholder A 
ardholder uses a payment 
ard that has been issued by the Is-suer. SET ensures that the intera
tions of 
ardholders with the mer
hantsand the payment 
ard information remain 
on�dential.Issuer This is a �nan
ial institution. It establishes an a

ount for the 
ard-holder. It also issues the payment 
ard. The Issuer also guarantees pay-ment for authorized transa
tions using the payment 
ard.Mer
hant The mer
hant o�ers goods or servi
es in ex
hange for a payment.In order to a

ept payment 
ards the mer
hant must have a relationshipwith an A
quirer.
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quirer A �nan
ial institution that establishes an a

ount with a mer
hantand pro
ess payment 
ard authorizations and payments.Payment Gateway It is a devi
e operated by an A
quirer or a designatedthird party that pro
esses mer
hant payment messages, in
luding pay-ment instru
tions from 
ardholders.Brand Finan
ial Institutions 
ome up with payment 
ard brands in order toprote
t and advertise the brand. It 
reates an atmosphere 
ondu
ive toestablishing and enfor
ing rules for use and a

eptan
e of their respe
tivepayment 
ards. It also provides a network to inter
onne
t the �nan
ialinstitutions.Third Parties Issuers and A
quirers 
an assign pro
essing of payment 
ardtransa
tions to these third-party pro
essors.
2.2.3 Web ServicesNowadays, a key layer for Internet is the Appli
ation layer and in re
ent yearssome new te
hniques and languages for developing distributed appli
ations overthe Internet have appeared, su
h as the Extensible Markup Language, XML,and some new Web Servi
es frameworks [34, 64, 137℄ for des
ribing interopera-ble data and platform neutral business interfa
es, enabling more open businesstransa
tions to be developed.Web Servi
es are a key 
omponent of the emerging, loosely 
oupled, Web-based 
omputing ar
hite
ture. A Web Servi
e is an autonomous, standards-based 
omponent whose publi
 interfa
es are de�ned and des
ribed using XML[85℄. Other systems may intera
t with a Web Servi
e in a manner pres
ribedby its de�nition, using XML-based messages 
onveyed by Internet proto
ols.The Web Servi
es spe
i�
ations o�er a 
ommuni
ation bridge between theheterogeneous 
omputational environments used to develop and host appli
a-tions. The future of E-Business/E-Commer
e appli
ations requires the abilityto perform long-lived, peer-to-peer 
ollaborations between the parti
ipatingservi
es, within or a
ross the trusted domains of an organization.The Web Servi
e ar
hite
ture sta
k targeted for integrating intera
ting ap-pli
ations 
onsists of the following 
omponents:
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• SOAP[64℄: This de�nes the basi
 formatting of a message and the basi
delivery options regardless of programming language, operating system,or platform.
• WSDL[137℄: This des
ribes the stati
 interfa
e of a Web Servi
e. At thispoint the message set and the message 
hara
teristi
s of end points arehere de�ned. Data types are de�ned by XML S
hema spe
i�
ations.
• Registry[34℄: This makes an available Web Servi
e visible, and des
ribesthe 
on
rete 
apabilities of a Web Servi
e.
• Se
urity layer: This ensures that ex
hanges of information are not modi-�ed or forged in a veri�able manner and that parties 
an be authenti
ated.
• Reliable Messaging layer: This provides a reliable layer for the ex-
hange of information between parties.
• Context, Coordination and Transa
tion layer: This de�nes inter-operable me
hanisms for propagating the 
ontext of long-lived businesstransa
tions and enables parties to meet 
orre
tness requirements by fol-lowing a global agreement proto
ol.
• Business Pro
ess Languages layer[5, 6℄: This des
ribes the exe
u-tion logi
 of Web Servi
es based appli
ations by de�ning their 
ontrol�ows (su
h as 
onditional, sequential, parallel and ex
eptional exe
ution)and pres
ribing the rules for 
onsistently managing their non-observabledata.
• Choreography layer[85℄: This des
ribes 
ollaborations of parties byde�ning from a global viewpoint their 
ommon and 
omplementary ob-servable behavior where information ex
hanges o

ur, when the jointlyagreed ordering rules are satis�ed.

Choreography Layer - WSCDL DescriptionThe Web Servi
es Choreography spe
i�
ation is intended to o�er pre
ise de-s
riptions of 
ollaborations between any type of party, regardless of the sup-porting platform or programming model used by the implementation of the
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es Choreography spe
i�
ation, weprodu
e a 
ontra
t 
ontaining a �global" de�nition of the 
ommon ordering
onditions and 
onstraints under whi
h messages are ex
hanged. This 
ontra
tdes
ribes, from a global viewpoint, the 
ommon and 
omplementary observablebehavior of all the involved parties. Ea
h party 
an then use the global de�ni-tion to build and test solutions that 
onform to it. The global spe
i�
ation isin turn realized by a 
ombination of the resulting lo
al systems, on the basis ofappropriate infrastru
ture support.In real-world s
enarios, 
orporate entities are often unwilling to delegate
ontrol of their business pro
esses to their integration partners. Choreogra-phies o�er a means by whi
h the rules of parti
ipation within a 
ollaboration
an be 
learly de�ned and agreed to, jointly. Ea
h entity may then implementits portion of the Choreography as determined by the 
ommon or global view. Itis the purpose of WS-CDL that the 
onforman
e of ea
h implementation to the
ommon view expressed in WS-CDL is easy to determine. Figure 2.8 demon-strates a possible usage of the Choreography Des
ription Language, where wesee that we use WS-BPEL as the Business Pro
ess Exe
ution Layer (BPEL forshort).WS-CDL des
ribes interoperable 
ollaborations between parties. In order tofa
ilitate these 
ollaborations, servi
es 
ommit themselves to mutual responsi-bilities by establishing Relationships. Their 
ollaboration takes pla
e in a jointlyagreed set of ordering and 
onstraint rules, whereby information is ex
hangedbetween the parties. The WS-CDL model 
onsists of the following entities:
• Parti
ipant Types, Role Types and Relationship Types within aChoreography. Information is always ex
hanged between parties within ora
ross trust boundaries. A Role Type enumerates the observable behaviora party exhibits in order to 
ollaborate with other parties. A RelationshipType identi�es the mutual 
ommitments that must be made between twoparties for them to 
ollaborate su

essfully. A Parti
ipant Type groupstogether those parts of the observable behavior that must be implementedby the same logi
al entity or organization.
• Information Types, Variables and Tokens. Variables 
ontain infor-mation about 
ommonly observable obje
ts in a 
ollaboration, su
h as
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Figure 2.8: WS-CDL and WS-BPEL usage.the information ex
hanged or the observable information of the Rolesinvolved. Tokens are aliases that 
an be used to referen
e parts of a Vari-able. Both Variables and Tokens have Types that de�ne the stru
ture ofwhat the Variable 
ontains or the Token referen
es.
• Choreographies de�ne 
ollaborations between intera
ting parties:� Choreography Life-line: This shows the progression of a 
ollabo-ration. Initially, the 
ollaboration is established between the parties;then, some work is performed within it, and �nally it 
ompletes ei-ther normally or abnormally.� Choreography Ex
eption Blo
k: This spe
i�es the additionalintera
tions that should o

ur when a Choreography behaves in anabnormal way.� Choreography Finalizer Blo
k: This des
ribes how to spe
ifyadditional intera
tions that should o

ur to modify the e�e
t of anearlier su

essfully 
ompleted Choreography (for example to 
on�rmor undo the e�e
t).
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• Channels establish a point of 
ollaboration between parties by spe
ifyingwhere and how information is ex
hanged.
• Work Units pres
ribe the 
onstraints that must be ful�lled for makingprogress and thus performing a
tual work within a Choreography.
• A
tivities and Ordering Stru
tures. A
tivities are the lowest level
omponents of the Choreography that perform the a
tual work. OrderingStru
tures 
ombine a
tivities with other Ordering Stru
tures in a nestedstru
ture to express the ordering 
onditions in whi
h information withinthe Choreography is ex
hanged.
• Intera
tion A
tivity is the basi
 building blo
k of a Choreography,whi
h results in an ex
hange of information between parties and possi-ble syn
hronizations of their observable information ex
hanges, and thea
tual values of the ex
hanged information.Figure 2.9 shows a part of a 
horeography spe
i�
ation. The example usedin this spe
i�
ation des
ribes the 
ollaborative behavior of a buyer, a seller, a
redit 
he
k agen
y and a shipper. This �gure spe
i�es the intera
tion whenthe buyer requests a quote, then a message is sent from the buyer to the sellerwith the details of the produ
t quoted. The seller replies with a quote ba
k tothe buyer.

Orchestration Layer - WS-CI and WS-BPEL DescriptionsWSCI is an interfa
e des
ription language, that des
ribes the observable be-havior of a servi
e and the rules for intera
ting with the servi
e from outside.In a WSCI spe
i�
ation, the observable behavior of ea
h party in a messageex
hange is des
ribed independently of the other involved parties. It is not anexe
utable language, although it is pre
ise and unambiguous enough.The basi
 
onstru
t of WSCI is the A
tion, whi
h is bound to someWS-CDLoperation.The main 
on
epts in WSCI language are the following:Interfa
e .- WSCI maps the des
ription of a Web Servi
e to the notion of aninterfa
e.
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<intera
tion name="QuoteEli
itation"operation="getQuote" 
hannelVariable="tns:Buyer2SellerC"><des
ription type="do
umentation">Quote Eli
itation</des
ription><parti
ipate relationshipType="tns:Buyer2Seller"fromRoleTypeRef="tns:BuyerRole"toRoleTypeRef="tns:SellerRole"/><ex
hange name="QuoteRequest"informationType="tns:QuoteRequestType"a
tion="request"><des
ription type="do
umentation">Quote Request Message Ex
hange</des
ription><send variable="
dl:getVariable('quoteRequest','','')"/><re
eive variable="
dl:getVariable('quoteRequest','','')"/></ex
hange><ex
hange name="QuoteResponse"informationType="tns:QuoteResponseType"a
tion="respond"><des
ription type="do
umentation">Quote Response Message Ex
hange</des
ription><send variable="
dl:getVariable('quoteResponse','','')"/><re
eive variable="
dl:getVariable('quoteResponse','','')"/></ex
hange></intera
tion>Figure 2.9: Part of a 
horeography spe
i�
ation.
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tivities and 
horeography of a
tivities .- WSCI des
ribes the behaviourof a Web Servi
e in terms of 
horeographed a
tivities. A 
horeography de-s
ribes temporal and logi
al dependen
ies among a
tivities, where atomi
a
tivities represent the basi
 unit of behavior of a Web Servi
e.Pro
esses and units of reuse .- A pro
ess is a portion of behavior labeledwith a name. It 
an be reused by referen
ing its name.Properties .- These allow us to referen
e a value within the interfa
e de�ni-tion. They are the equivalent of variables on other languages.Context .- This des
ribes the environment in whi
h a set of a
tivities is exe-
uted. Ea
h a
tivity is de�ned in exa
tly one 
ontext de�nition.Message 
orrelation .- This des
ribes how 
onversations are stru
tured andwhi
h properties must be ex
hanged to perform the servi
e 
orre
tly.Ex
eptions .- The de�nition of ex
eption is part of the 
ontext de�nition.There are di�erent types of ex
eptions and when a ex
eption o

urs the
urrent 
ontext must terminate after the a
tivities asso
iated with theex
eption have been performed.Transa
tions and 
ompensation a
tivities .- A transa
tion asserts that aset of a
tivities is exe
uted in an all-or-nothing way. A transa
tion mayde
lare a set of 
ompensation a
tivities that will be exe
uted if the trans-a
tion has 
ompleted su

essfully, but needs to be undone.Global model .- The global model is des
ribed by a 
olle
tion of interfa
es ofthe parti
ipating servi
es and a 
olle
tion of links between the operationsof 
ommuni
ating servi
es.In Figure 2.10 we 
an see a WS-CI example that des
ribes part of a travelagent spe
i�
ation. This spe
i�
ation is part of a travel reservation system ex-ample that des
ribes a reservation system for airlines, travel agents and travel-ers. This detail de�nes an ex
eption to handle the traveler's reservation timeout.WS-BPEL is also an interfa
e des
ription language, whi
h des
ribes theobservable behavior of a servi
e by de�ning business pro
esses 
onsisting of
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...<
ontext><pro
ess name ="BookSeats" instantiation="other"><a
tion name="bookSeats"role="tns:travelAgent"operation="tns:TAtoAirline/bookSeats"></a
tion></pro
ess><ex
eption><onMessage><a
tion name="ReservationTimeOut"role="tns:TravelAgent"operation="tns:TAtoAirline/A

eptCan
ellation"><
orrelate
orrelation="defs:reservationCorrelation"/></a
tion><a
tion name="NotifyOfTimeOut"role="tns:TravelAgent"operation="tns:TAtoTraveller/NotifyofCan
ellation"/><fault 
ode="tns:reservationTimedOut"/></onMessage>...</ex
eption>...</
ontext>Figure 2.10: Part of a Travel Agent WS-CI Spe
i�
ation
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tions in whi
h ea
h intera
tion has a beginning, ade�ned behavior and an end, all of this being modeled by a �ow, whi
h 
onsistsof a sequen
e of a
tivities. The behavior 
ontext of ea
h a
tivity is de�ned bya s
ope, whi
h provides fault handlers, event handlers, 
ompensation handlers,a set of data variables and 
orrelation sets.Let us now see a brief des
ription of these 
omponents:
• Events, whi
h des
ribe the �ow exe
ution in an event-driven manner.
• Variables, whi
h are de�ned by using WSDL s
hemes, for internal orexternal purposes, and are used in the message �ow.
• Correlations, whi
h identify pro
esses intera
ting by means of messages.
• Fault handling, de�ning the behavior when an ex
eption has beenthrown.
• Event handling, de�ning the behavior when an event o

urs.
• A
tivities, whi
h represent the basi
 unit of behavior of a Web Servi
e.In essen
e, WS-BPEL des
ribes the behavior of a Web Servi
e in termsof 
horeographed a
tivities.Figure 2.11 des
ribes a part of an or
hestration pro
ess of a 
ustomer. Thispro
ess is derived from an internet pur
hase pro
ess that is entirely spe
i�edin appendix B.
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<pro
ess name="internetPur
haseOrderCustomerPro
ess"...<sequen
e>... <if><
ondition>pur
haseA

eptan
e == "true"</
ondition><then><sequen
e><assign><
opy><from><literal> "00:00" </literal></from><to variable=Clo
kX/></
opy></assign><request partnerLink="Carrier"portType="
ustosellPT"operation="SendA

eptan
e"variable="pur
haseA

eptan
e"></request></sequen
e></then></if>...</sequen
e></pro
ess>Figure 2.11: Part of a Customer WS-BPEL pro
ess



CHAPTER 3
Model Checking applied to

Real Time Systems and

Probabilistic Systems.

Model 
he
king 
an be applied to a wide range of systems, but are of spe
ial in-terest in the 
ase of real-time systems, due to the pe
uliarities of these systems,in whi
h failures may have 
atastrophi
 
onsequen
es. Two aspe
ts should be
onsidered when des
ribing real-time systems, the �rst one, and in fa
t, themain important one, is related with time restri
tions that des
ribed systemsmust ful�ll, and the se
ond one is related with probabilities, for instan
e, tomeasure the probability that a 
ertain event has to o

ur, or a datum of a
ertain type to arrive.Some di�erent formalisms 
an be used to des
ribe a 
on
urrent system tak-ing into a

ount both fa
tors (see [49, 93℄). We parti
ulary use timed automataand probabilisti
 transition systems for this purpose, and the UPPAAL toolthat supports this formalism, as well as its probabilisti
 version, P_UPPAAL,whi
h uses an integer semanti
 for time.
39
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3.1 IntroductionSystems in whi
h time aspe
ts play a 
ru
ial role are known as Real TimeSystems. These systems 
ontrol the 
ore of industrial, �nan
ial and govern-mental systems where the response time determines the grade of 
orre
tness,e�
ien
y, user satisfa
tion, and other variables of quality. However, the set ofsystems where time really plays a 
riti
al role is that with �strong time re-stri
tions". And the meaning of �strong time restri
tion" is related to thosesystems where a delay in the exe
ution of a task 
auses the system 
rash. Thisimplies that it is ne
essary to 
he
k if the system really is free of faults. Thereare many veri�
ation te
hniques that 
over the di�erent phases of software life
y
le. However, the most e�e
tive of them are 
entered in the �rst phases. Theire�e
tiveness is based on the early fault managing that minimizes the develop-ment 
ost. This is be
ause the dis
over of a fault in the last phases leads todouble the 
ost of software, as it is ne
essary to ba
k again to the beginning inorder to solve the problem.Another useful information in this kind of system is the probability of 
er-tain events to o

ur. In many 
ases, probabilities are related to systems fail-ures, so it is very useful to know in advan
e that these situations may happen,and with whi
h probability. As these failures are in many 
ases related to ex-ternal fa
tors, these are not always software failures, i.e., in some 
ases theyare 
aused by natural diseases, weather, physi
s rules, et
. all of them un
on-trollable. However, it is very useful to predi
t these events with a reasonableprobability. Thus, we 
an see that there are systems where the 
ombinationof two fa
tors �time and probability" determine the main 
hara
teristi
s. Theveri�
ation te
hniques should not only 
ontrol the time issues, they should also
ontrol the probability for 
ertain events to o

ur.In order to study probabilisti
 and real time systems, we use two di�erenttools that perform model 
he
king over these type of systems. The �rst tool tostudy is the UPPAAL tool, whi
h 
he
ks real time systems, and the se
ond isProbabilisti
_UPPAAL (P_UPPAAL), whi
h 
he
ks probabilisti
 systems.UPPAAL is based on timed automata to 
apture the system behavior, andtemporal logi
 as spe
i�
ation language to gather the system properties. This
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he
ker veri�es the properties over the model in order to prove whetherthe properties are hold by the model or not.As an extension of UPPAAL, P_UPPAAL uses probabilisti
 transitionsystems to 
apture the system behavior and a restri
tive 
onstraint languageto gather the system properties. Like UPPAAL, this model 
he
ker veri�eswhether the system model holds the spe
i�ed properties or not.In the following se
tions we des
ribe UPPAAL, P_UPPAAL, and the rela-tionship between them.
3.2 UPPAAL - A tool for Automatic Verification of Real-

Time SystemsUPPAAL is a tool suite for automati
 veri�
ation of safety and bounded as wellas unbounded liveness properties of real-time systems modeled as networks oftimed automata [10, 11, 92, 97, 96℄. The UPPAAL engine analyze propertiesof networks of Timed Automata using e�
ient 
onstraint solving te
hniques.UPPAAL also supports diagnosti
 model-
he
king providing diagnosti
 infor-mation in the 
ase that the veri�
ation of a parti
ular real-time systems fails.The 
urrent version of UPPAAL is available at http://www.uppaal.
om. TheUPPAAL development started during the spring of 1995, and nowadays it isbeing extended with many features as distribution, guided, parameterized, 
ost-optimal, hierar
hi
al (UML) or probability.
3.2.1 Real-Time SystemsUPPAAL uses timed transition systems (TTS for short) as the basi
 seman-ti
 model. The type of systems treated by UPPAAL is a parti
ular 
lass oftimed transition systems that are synta
ti
ally des
ribed by networks of timedautomata [91, 140℄.A timed transition system is a labeled transition system with two types oflabels: atomi
 a
tions and delay a
tions (positive reals), representing dis
reteand 
ontinuous 
hanges of real-time systems.Let Act be a �nite set of a
tions ranged over by a,b, et
., and P be a set of



42 Chapter 3 Model Checking for RTS and PSatomi
 propositions ranged over by p,q, et
. We use R to stand for the set ofnon-negative real numbers, ∆ for the set of delay a
tions {ǫ(d)|d ∈ R} and Lfor the union Act⋃ ∆.De�nition 7. A timed transition system over a
tions Act and atomi
 proposi-tions P is a tuple S = 〈S, s0,→, V 〉, where S is a set of states, s0 is the initialstate, →⊆ S × L× S is a transition relation, and V : S → 2P is a propositionassignment fun
tion.Note that the above de�nition is standard for labeled transition systemsex
ept that we have introdu
ed a proposition assignment fun
tion V , whi
hfor ea
h state s ∈ S assigns a set of atomi
 propositions V (s) that hold in
s. Furthermore, we introdu
e a number of 
onstraints on TTS, for instan
e,additivity and time determinism, whi
h are de�ned as follows, respe
tively:

• (Additivity) s ∈(d1+d2)
−−−−−−→ s1 ⇒ ∃s2 | s

∈(d1)
−−−→ s2

∈(d2)
−−−→ s1

• (Time Determinism) (s
∈(d)
−−−→ s1 ∧ s

∈(d)
−−−→ s2) ⇒ s1 = s2In order to study 
ompositional problems we introdu
e a parallel 
omposi-tion between timed transition systems. Following [77℄ we suggest a 
ompositionparameterized with a syn
hronization fun
tion generalizing a large range of ex-isting notions of parallel 
ompositions. A syn
hronization fun
tion f is a partialfun
tion (Act

⋃

{0})× (Act
⋃

{0}) →֒ Act, where 0 denotes a distinguished no-a
tion symbol. Now, let Si = 〈Si, si,0,→i, Vi〉, i = 1, 2, be two timed transitionssystems and let f be a syn
hronization fun
tion. Then, the parallel 
ompositionS1|fS2 is the timed transition system 〈S, s0,→, V 〉 where s1|fs2 ∈ S whenever
s1 ∈ S1 and s2 ∈ S2, s0 = s1,0|fs2,0 → is indu
tively de�ned as follows:

• - s1|fs2 c
−→ s,

1|fs,
2 if s1 a

−→1 s
,
1, s2

b
−→2 s

,
2 and f(a, b) = c

• - s1|fs2 ∈(d)
−−−→ s,

1|fs,
2 if s1 ∈(d)

−−−→1 s
,
1, s2

∈(d)
−−−→2 s

,
2and �nally, the proposition assignment fun
tion V is de�ned by V (s1|fs2) =

V1(s1)
⋃

V2(s2).Note also that the set of states and the transition relation of a timed tran-sition system may be in�nite. We shall use networks of timed automata as a�nite synta
ti
al representation of timed transition systems.
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3.2.2 The UPPAAL Technique for Modeling Real-Time SystemsIn this se
tion we study real-time systems 
onsisting of 
ommuni
ating pro-
esses with shared 
lo
ks. The systems are des
ribed by networks of timed au-tomata [2℄ extended with auxiliary data variables and with a notion of parallel
omposition. Instead of interpreting parallel 
omposition as logi
al 
onjun
-tion we use a CCS-like [123℄ interpretation of parallel 
omposition (proposedin [140℄), allowing one-to-one 
ommuni
ation and interleaving.
Networks of Timed AutomataBy de�nition, a timed automaton is a standard �nite-state automaton extendedwith a �nite 
olle
tion of real valued 
lo
ks. The 
lo
ks are assumed to pro-
eed at the same rate and their values may be 
ompared with natural numbersor reset to 0. UPPAAL extends the notion of timed automata to in
lude in-teger variables, i.e. integer valued variables that may appear freely in generalarithmeti
 expression used in guards as well as in assignment. Note that forba
kward rea
hability analysis, whi
h we will de�ne after, the variable assign-ment is restri
ted to any value of the form ax + b where a, b ∈ Z and x is thevariable being reassigned, whereas for forward rea
hability analysis there is notsu
h restri
tion.The model also allows 
lo
ks not only to be reset, but also to be set to anynon-negative integer value.De�nition 8. (Atomi
 Constraints) Let C be a set of real valued 
lo
ks an
I a set of integer valued variables. An atomi
 
lo
k 
onstraint over C is a
onstraint of the form: x ∼ n or x − y ∼ n, for x, y ∈ C, ∼∈ {≤,≥,=}and
n ∈ N. An atomi
 
onstraint over I is a 
onstraint of the form: i ∼ n, for
i ∈ I, ∼∈ {≤,≥,=}and n ∈ Z.By Cc(C) we will denote the set of all 
lo
k 
onstraints over C, and by Ci(I)we will denote the set of all integer 
onstraints over I.De�nition 9. (Guards) Let C be a set of real valued 
lo
ks, and I a set ofinteger valued variables. A guard g over C and I is a formula generated by thefollowing syntax: g ::= c|g ∧ g, where c ∈ (Cc(C)

⋃

Ci(I)).



44 Chapter 3 Model Checking for RTS and PS

B(C, I) will stand for the set of all guards over C and I.De�nition 10. (Assignments) Let C be a set of real valued 
lo
ks and I a setof integer valued variables. A 
lo
k assignment over C is a tuple 〈v, c〉, where
v ∈ C and c ∈ N. An integer assignment over I is a tuple 〈w, d〉 representingthe assignment w = d, where w ∈ I and d ∈ Z.We will use A(C, I) to denote the power-set of all assignments over I and
C.De�nition 11. (Timed automata) A timed automaton A over a �nite set ofa
tions Act , clocksC and integer variables I is a tuple 〈L, l0, E, V 〉, where L isa �nite set of nodes (
ontrol-nodes), l0 is the initial node, E ⊆ L × B(C, I) ×

Act×A(C, I)×L 
orresponds to the set of edges, and V : L→ B(C, I) assignsinvariants to lo
ations. For a brief notation, we will denote l g,a,r
−−−→ l′ by theedge 〈l, g, a, r, l′〉 ∈ E.De�nition 12. (Syn
hronization Fun
tion) Let T ⊆ Act × Act be a fun
tionsu
h that:

〈ai!, ai?〉 ∈ T ⇒ 〈ai?, ai!〉 ∈ T for all aiDe�nition 13. (Parallel Composition) Let A1, A2 be two timed automata. Theparallel 
omposition (A1|A2) is a timed automaton 〈L, l0, E〉, where (l1|l2) ∈ Lwhenever l1 ∈ L1 and l2 ∈ L2, l0 = (l1,0|l2,0), and the edges E are de�ned asfollows:
• (l1|l2)

g,τ,r
−−−→ (l′1|l

′
2) if (l1

g1,c!,r1

−−−−−→ l′1) ∧(l2
g2,c?,r2

−−−−−→ l′2) ∧ (g = g1 ∧ g2)∧

(〈c!, c?〉 ∈ T ) ∧ (r = r1 ∪ r2)

• (l1|l2)
g,a,r
−−−→ (l′1|l2) if (l1

g,a,r
−−−→ l′1)

• (l1|l2)
g,a,r
−−−→ (l1|l′2) if (l2

g,a,r
−−−→ l′2)A state of a timed automaton A is a pair 〈l, u〉|u ∈ V (l), where l is a nodeof A and u is an assignment, mapping ea
h 
lo
k in C to a value in R+, andea
h integer variable in I to a value in Z, and u ∈ V (l) means that u satis�esthe invariant of the node l. We will use g(u) to denote that the assignment u



3.2 UPPAAL 45satis�es the guard g. The initial state of A is 〈l0, u0〉, where u0 is the assignmentmapping all variables and 
lo
ks to 0.The evolution of a timed automaton, from a state to another state 
anpro
eed by two types of transitions:
• Delay transition: 〈l, u〉 ∈(d)

−−−→ 〈l, u′〉.
• A
tion transition: 〈l, u〉 g,a,r

−−−→ 〈l′, u′〉.De�nition 14. (Delay transitions) Let 〈l, u〉 and 〈l′, u′〉 be two states of atimed automaton A, and let d be a positive real. Then
〈l, u〉

∈(d)
−−−→ 〈l′, u′〉 i� u′ ∈ V (l′) ∧























l′ = l

u′(x) = u(x) + d if x ∈ C

u′(x) = u(x) if x ∈ IDe�nition 15. (A
tion transition) Let 〈l, u〉 and 〈l′, u′〉 be two states of atimed automata A. Then
〈l, u〉

g,a,r
−−−→ 〈l′, u′〉i� u′ ∈ V (l′) ∧ g(u) ∧













u′(x) =























c0 if x ∈ C ∧ 〈x, c0〉 ∈ r

c1 if x ∈ I ∧ 〈x, c1〉 ∈ r

u(x) otherwise













Timed Automata in UppaalThe Uppaal modelling language extends timed automata with the followingadditional features:
• Templates automata are de�ned with a set of parameters that 
an be ofany type (e.g., int, 
han). These parameters are substituted for a givenargument in the pro
ess de
laration.
• Constants are de
lared as 
onst name value. Constants by de�nition
annot be modi�ed and must have an integer value.
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• Bounded integer variables are de
lared as int[min,max℄ name, where minand max are the lower and upper bound, respe
tively. Guards, invariants,and assignments may 
ontain expressions ranging over bounded integervariables. The bounds are 
he
ked upon veri�
ation and violating a boundleads to an invalid state that is dis
arded (at run-time). If the bounds areomitted, the default range of -32768 to 32768 is used.
• Binary syn
hronization 
hannels are de
lared as 
han 
. An edge labeledwith 
! syn
hronizes with another labeled 
?. A syn
hronization pair is
hosen non-deterministi
ally if several 
ombinations are enabled.
• Broad
ast 
hannels are de
lared as broad
ast 
han 
. In a broad
astsyn
hronization one sender 
! 
an syn
hronize with an arbitrary numberof re
eivers 
?. Any re
eiver than 
an syn
hronize in the 
urrent statemust do so. If there are no re
eivers, then the sender 
an still exe
ute the
! a
tion, i.e. broad
ast sending is never blo
king.
• Urgent syn
hronization 
hannels are de
lared by pre�xing the 
hannelde
laration with the keyword urgent. Delays must not o

ur if a syn
hro-nization transition on an urgent 
hannel is enabled. Edges using urgent
hannels for syn
hronization 
annot have time 
onstraints, i.e., no 
lo
kguards.
• Urgent lo
ations are semanti
ally equivalent to adding an extra 
lo
k x,that is reset on all in
oming edges, and having an invariant x<=0 on thelo
ation. Hen
e, time is not allowed to pass when the system is in anurgent lo
ation.
• Committed lo
ations are even more restri
tive on the exe
ution than ur-gent lo
ations. A state is 
ommitted if any of the lo
ations in the stateis 
ommitted. A 
ommitted state 
annot delay and the next transitionmust involve an outgoing edge of at least one of the 
ommitted lo
ations.
• Arrays are allowed for 
lo
ks, 
hannels, 
onstants and integer variables.They are de�ned by appending a size to the variable name, e.g. 
han
[4℄; 
lo
k a[2℄; int[3,5℄ u[7℄;.
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• Initializers are used to initialize integer variables and arrays of integervariables. For instan
e, int i := 2; or int i[3℄ := 1, 2, 3;.
Expressions in UppaalExpressions in Uppaal range over 
lo
ks and integer variables. The BNF isgiven in Figure 3.1. Expressions are used with the following labels:

• Guard A guard is a parti
ular expression satisfying the following 
ondi-tions: it is side-e�e
t free; it evaluates to a boolean; only 
lo
ks, integervariables, and 
onstants are referen
ed (or arrays of these types); 
lo
ksand 
lo
kdi�eren
es are only 
ompared to integer expressions; guards over
lo
ks are essentially 
onjun
tions (disjun
tions are allowed over integer
onditions).
• Syn
hronisation A syn
hronisation label is either on the form Expression!or Expression? or is an empty label. The expression must be side-e�e
tfree, evaluate to a 
hannel, and only refer to integers, 
onstants and 
han-nels.
• Assignment An assignment label is a 
omma separated list of expressionswith a side-e�e
t; expressions must only refer to 
lo
ks, integer variables,and 
onstants and only assign integer values to 
lo
ks.
• Invariant An invariant is an expression that satis�es the following 
on-ditions: it is side-e�e
t free; only 
lo
k, integer variables, and 
onstantsare referen
ed; it is a 
onjun
tion of 
onditions of the form x<e or x<=ewhere x is a 
lo
k referen
e and e evaluates to an integer.

3.2.3 Verifying Real-time Systems in UPPAALAs mentioned in the introdu
tion, the in
reasing use of systems dealing withtime requirements makes it ne
essary to develop methods to 
he
k the systembehavior 
orre
tness.As pointed out in [140, 65℄, the pra
ti
al goal of veri�
ation of real-timesystems, is to verify simple safety properties su
h as �
an we guarantee that
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| Expression '[' Expression '℄'
| '(' Expression ')'
| Expression '++' | '++' Expression
| Expression '− −' | '− −' Expression
| Expression AssignOp Expression
| UnaryOp Expression
| Expression BinaryOp Expression
| Expression '?' Expression ':' Expression
| Expression '.' IDUnaryOp → '−' | ' !' | 'not'BinaryOp → '<' | '<=' | '==' | ' !=' | '>=' | '>'
| '+' | '−' | '*' | '/' | '%' | '&'
| '|' | '�' | '<<' | '>>' | '&&' | '||'
| '<?' | '>?' | 'and' | 'or'| 'imply'AssignOp → ':=' | '+=' | '−=' | '*=' | '/=' | '%='
| '|=' | '&=' | '�=' | '<<=' | '>>='Figure 3.1: Syntaxis of expressions in BNFa bad thing won't o

ur?" or �are we sure that eventually a good thing willo

ur?". These properties 
ould be formalized in temporal logi
 as ∀�¬bad −

thing and ∃♦good− thing. In �nite-state systems this kind of properties 
an beveri�ed by 
he
king all possible rea
hable states of a system. But the systemsnow 
onsidered are in�nite-state be
ause of the 
lo
ks are real-valued.
Specifying Properties in TCTL StyleThe language that UPPAAL uses to perform the veri�
ation is a subset oftimed 
omputation tree logi
 (TCTL,[ACD93℄), where atomi
 expressions arelo
ation names, variables and 
lo
ks gathered from the modeled system. Theproperties are de�ned using lo
al properties that are either true or false bydepending on a spe
i�
 
on�guration.De�nition 16. (Lo
al Property) Given an UPPAAL model ~A. A formula ϕis a lo
al property i� it is formed a

ording to the following synta
ti
al rules:
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ϕ ::= deadlo
k
| A.l for A ∈ ~A and l ∈ LA

| x ⊲⊳ c for x ∈ Clocks, ⊲⊳∈ {<,<=,==, >=>}, c ∈ Z

| x− y ⊲⊳ c for x, y ∈ Clocks, ⊲⊳∈ {<,<=,==, >=>}, c ∈ Z

| a ⊲⊳ b for a, b ∈ V ars
⋃

Z, ⊲⊳∈ {<,<=, ! =,==, >=>}

| (ϕ1) for ϕ1 a lo
al property
| not ϕ1 for ϕ1 a lo
al property
| ϕ1 or ϕ2 for ϕ1, ϕ2 logi
al properties (logi
al OR)
| ϕ1 and ϕ2 for ϕ1, ϕ2 logi
al properties (logi
al AND)
| ϕ1 imply ϕ2 for ϕ1, ϕ2 logi
al properties (logi
al impli
ation)Thus, the truth value of a lo
al property 
an be evaluated in a lo
al 
on�g-uration, as follows:De�nition 17. (Corre
tness of a Lo
al Property) A lo
al property ϕ is 
orre
tin a lo
al 
on�guration s = 〈l, u〉|u ∈ V (l), denoted by s �loc ϕ, i� it is 
orre
ta

ording to the following de�nitions:

s �loc deadlo
k i� no delay or a
tion steps are enabled in s

s �loc A.l i� l = li in ~l for A = Ai in ~A

s �loc x ⊲⊳ c i� u(s) ⊲⊳ c, ⊲⊳∈ {<,<=,==, >=>}

s �loc x− y ⊲⊳ c i� u(x) − u(y) ⊲⊳ c, ⊲⊳∈ {<,<=,==, >=>}and x, y ∈ C (Clo
ks)
s �loc a ⊲⊳ b i� u(a) ⊲⊳ u(b), ⊲⊳∈ {<,<=, ! =,==, >=>}and a, b ∈ I (Vars)
s �loc (ϕ1) i� s �loc ϕ1

s �loc not ϕ1 i� ¬(s �loc ϕ1)

s �loc ϕ1 or ϕ2 i� s �loc ϕ1 or s �loc ϕ2

s �loc ϕ1 and ϕ2 i� s �loc ϕ1 and s �loc ϕ2

s �loc ϕ1 imply ϕ2 i� ¬(s �loc ϕ1) or s �loc ϕ2Where ϕ1 and ϕ2 stand for lo
al properties.This notion of lo
ality must not be 
onfused with lo
ality in the sense of�lo
ality to a pro
ess". The temporal logi
 of UPPAAL language let the userde�ne lo
al variables and 
lo
ks of a pro
ess by using the syntax, P.var, whi
hrepresents a variable, var, lo
al to the pro
ess, P .
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E <> ϕ rea
hability of ϕ
A[ ℄ ϕ safety (invariantly ϕ)
E[ ℄ ϕ possibly always ϕ
A <> ϕ inevitably ϕ
ϕ−− > ψ unbounded response(
orresponds to A[ ℄ (ϕ⇒ A <> ψ))

ϕ, ψ: lo
al propertiesFigure 3.2: The �ve di�erent kinds of temporal properties for UPPAAL.In de�nitions 16 and 17 we have expressed the syntax of the temporal logi
that UPPAAL uses, and �gure 3.2.3 shows the �ve di�erent kinds of temporalproperties that UPPAAL 
an verify. Let us see the de�nition of three of them,the remaining two 
lases are de�ned easily from them.De�nition 18. (Temporal Properties) Let 〈l, u〉 be a 
ontrol state of a TimedAutomata and let ϕ and ψ be lo
al properties. The 
orre
tness of temporalproperties is de�ned for the 
lasses A[ ℄, A <> and −− > as follows:
〈l, u〉 � A[ ℄ ϕ i� ∀〈l′, u′〉. 〈l, u〉 →∗ 〈l′, u′〉 ⇒ 〈l′, u′〉 �loc ϕ

〈l, u〉 � A <> ϕ i� ∃〈l′, u′〉. 〈l, u〉 →∗ 〈l′, u′〉 ⇒ 〈l′, u′〉 �loc ϕ

〈l, u〉 � ϕ−− > ψ i� if ∀〈l′1, u
′
1〉. 〈l, u〉 →

∗ 〈l′1, u
′
1〉 ⇒ 〈l′1, u

′
1〉 �loc ϕ then

∃〈l′2, u
′
2〉. 〈l

′
1, u

′
1〉 →

∗ 〈l′2, u
′
2〉 ⇒ 〈l′2, u

′
2〉 �loc ψThe other temporal property 
lasses are dual to A[ ℄ and A <>, and they arede�ned as follows:

〈l, u〉 � E <> ϕ i� ¬(M �loc A[ ℄ not(ϕ))

〈l, u〉 � E[ ℄ ϕ i� ¬(M �loc A <> not(ϕ))

Symbolic Model-CheckingThe region-graph te
hnique pointed out in [65, 140℄ allows the state spa
e ofa real time system to be partitioned into �nitely many regions in su
h a waythat states within the same region satisfy the same properties. However, as thenotion of region is essentially property-independent and the number of su
hregions depends highly on the 
onstants used in the 
lo
ks 
onstraints of an



3.2 UPPAAL 51automaton, the region partitioning is extremely �ne (and large). This se
tiono�ers a mu
h 
oarser (and smaller) partitioning of the states spa
e yieldingextremely e�
ient model-
he
king.The semanti
al state of a network of timed automata is a pair (l, u), where lis a 
ontrol-node and u ∈ R is a 
lo
k assignment in the form 〈(l, u), v〉, satisfya given formula ϕ, that is,
〈(l, u), v〉 |= ϕNote that u is a 
lo
k assignment for the automaton 
lo
ks and v is a
lo
k assignment for the formula 
lo
ks. Now, the problem is that we have toomany (in fa
t, in�nitely many) su
h assignments to 
he
k in order to 
on
lude

〈(l, u), v〉 |= ϕ.In this se
tion we shall use 
lo
k 
onstraints B(C∪K) for automaton 
lo
ks
C and formula 
lo
ks K to symboli
ally represent 
lo
k assignments. We shalluse D to range over B(C ∪K). For safety formulas ϕ we show an algorithm tosimultaneously 
he
k

[l, D] |= ϕwhi
h means that for ea
h u and v su
h that uv is a solution of the 
onstraintsystem D, we have 〈(l, u), v〉 |= ϕ.Thus, the spa
e RC∪k is partitioned in terms of 
lo
k 
onstraints. As for agiven network and a given formula, we have only �nite many su
h 
onstraintsto 
he
k, the problem be
omes de
idable, and in fa
t as the partitioning takesinto a

ount of parti
ular property, the number of partitions is in pra
ti
e
onsiderably smaller 
ompared with the region-te
hnique.
Reachability Analysis by Constraint SolvingAdopting the methodology developed in [140℄, we start by des
ribing a simplerea
hability problem for timed automata. A generalized version of the problemwill be given later.De�nition 19. (Simple Rea
hability) Let 〈l0, u0〉 and 〈lf , uf〉 be states of atimed automata A. Then 〈lf , uf 〉 is rea
hable from 〈l0, u0〉 i� there exists a tra
e
〈l0, u0〉 →∗ 〈lf , uf〉 that leads to the �nal state.
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hability relation is the transitive and re�exive
losure of the transition relation.To solve the problem with in�nite state-spa
e we use 
onstraint systems tosymboli
ally represent sets of assignments that we 
all time regions.De�nition 20. (General Rea
hability) Let l0, lf be nodes of a timed automaton
A, and let U0, Uf be sets of assignments. We say that 〈lf , Uf 〉 is rea
hable from
〈l0, U0〉 i� there exists u0 ∈ U0 and uf ∈ Uf su
h that 〈lf , uf 〉 is rea
hable from
〈l0, u0〉.We now des
ribe an algorithm for solving the general rea
hability problem,using 
onstraint solving te
hniques.Let A be the timed automaton to be analyzed. We assume that the 
lo
ksof A 
an be ordered as a ve
tor 〈c1, c2, ..., cn〉. Then, the 
lo
k part of anassignment 
an be seen as a point in the n-dimensional spa
e R

n
+c. We willuse linear 
onstraint systems to des
ribe regions of su
h points, and solve thegeneral rea
hability problem by manipulating su
h linear 
onstraint systems.A 
lass of Simple linear Constraint SystemsThe 
lass of 
onstraints we will study will always take the form: li ≤ xi ≤ uior lij ≤ xi − xj ≤ uij . We will use the term linear 
onstraint system to denotea set of 
onstraints of that form. A solution to a linear 
onstraint system r isan assignment that maps ea
h variable to a value that satis�es the 
onstraints.The solution set of a 
onstraint system r (i.e. the set of all solutions of r)
an be seen as a 
onvex polytope in the n-dimensional spa
e. It 
an be seen inFigure 3.3.From now on we will simply 
all a 
onstraint system r a region to its solutionset. We will use r = ∅ to denote that r is not satis�able, (i.e. its solution set isempty), r ⊆ r′ to denote that r implies r′ and r ∧ r′ to denote the interse
tionof the solution sets of r and r′.To represent a 
onstraint system, we introdu
e a parti
ular 
lo
k x0, whi
halways has value 0. Then, we may assume that all 
onstraints in the systemhave the form lij ≤ xi − xj ≤ uij . Constraint systems of this form 
an easilybe represented by matri
es.
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r

Figure 3.3: A solution region r
Operations on Constraint SystemsThe subje
t of this se
tion is to des
ribe an algorithm that de
ides if a symboli
state 〈lf , Uf 〉 is rea
hable from a symboli
 state 〈l0, U0〉.The algorithm will manipulate r by 
onstraint solving. The guards andresets on the transitions and delays of the states are the things that a�e
tthe 
onstraints and motivate the operations introdu
ed. The dire
tion of therea
hability analysis, forwards or ba
kwards, will need di�erent operations on
onstraint system.De�nition 21. (Delay operations)1. The weakest pre
ondition of a 
onstraint system r is de�ned as follows:

wp(r) = {x|∃d ≥ 0 : x+ d ∈ r}2. The strongest post
ondition of a 
onstraint system r is de�ned as follows:
sp(r) = {x|∃d ≥ 0 : x− d ∈ r}These operations are needed be
ause the automata, perform several delaytransitions before an a
tion transition is performed. If the rea
hability analysisis forward we start from 〈l0, U0〉 and sear
h forwards for 〈lf , Uf 〉. In this 
asethe strongest post
ondition is used. If we do ba
kward rea
hability analysis we
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wp(r)

Figure 3.4: The weakest pre
ondition operation over a Constraint System r
sp(r)

Figure 3.5: The strongest pre
ondition operation over a Constraint System rsear
h ba
kwards from 〈lf , Uf〉 to 〈l0, U0〉 and handle delays with weakest pre-
ondition. The delay operations weakest pre
ondition and strongest pre
onditionare shown in Figures 3.4 and 3.5 respe
tively.De�nition 22. (Guard 
onjun
tion) If r is a 
onstraint system and g is a setof guards the time region after the guard 
onjun
tion is the interse
tion of thesolution sets: g ∩ r.This operation is performed when determining whi
h transitions are enabledor not. If r′ be
omes in
onsistent we have r′ = ∅.De�nition 23. (Resetting 
lo
ks) Let r be a 
onstraint system and k the 
lo
k
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r

reset(r,k)Figure 3.6: The reset operation over a Constraint System rto be reset.1. reset(r, k) is de�ned as follows:
{v|∃w ∈ r : vk = 0 ∧ ∀i 6= k : vi = wi}2. free(r, k) is de�ned as follows:
{v|∃w ∈ r : vk ∈ R ∧ ∀i 6= k : vi = wi}3. The Boolean operation check(r, k) is de�ned as follows:

{v|v ∈ r ∧ vk = 0} 6= ∅The reset operation is used in forward rea
hability analysis to handle theresets that may be performed when the system performs a transition. In ba
k-ward rea
hability analysis the free and 
he
k operations are used to handle theresets on the transitions. It is straightforward to extend the above de�nition tohandle sets of resets and resets involving other values than 0. The operationsreset and free are shown int Figures 3.6 and 3.7, respe
tively.The implementation of the algorithm and operations are mu
h easier if the
onstraint systems are of a spe
ial form, 
alled 
losed.De�nition 24. Let r be a time region of the form xi − xj ≤ ui,j , x0 = 0, r is
losed if it satis�es:
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free(r,k)

Figure 3.7: The free operation over a Constraint System r
∀di,j ≤ ui,j∃xi∃xj : xi − xj = di,jConstraint systems are 
losed under the operations de�ned above.

3.2.4 AlgorithmsWe now present a rea
hability analysis algorithm using 
onstraint solving. Thealgorithm 
he
ks whether a state in a timed automata is rea
hable from theinitial state or not.When sear
hing the state spa
e we need two bu�ers that we 
an 
all waitand passed, respe
tively. The wait bu�er 
ontains the states not yet exploredand the passed bu�er holds the states explored so far.
Forward Reachability AnalysisIf we do forward rea
hability analysis we initially store 〈l0, U0〉 in the waitbu�er. We then repeat the following.Algorithm 1. (Forward Rea
hability Analysis)1. Pi
k a state 〈li, Ui〉 from the wait bu�er.2. Che
k if li = lf ∧ Ui ⊆ Uf . In this 
ase, return the answer yes.



3.2 UPPAAL 573. if li = lj ∧ Ui ⊆ Uj , for some 〈lj , Uj〉 in the passed bu�er, drop 〈li, Ui〉and go to step 1. Otherwise save 〈li, Ui〉 in the passed bu�er. If Uj ⊂ Uiwe 
an repla
e the state 〈lj , Uj〉 with 〈li, Ui〉. (To save spa
e)4. Find all lk that are rea
hable from li in one step regardless of the assign-ments, taking into a

ount only the a
tions . Let gk be the set of guardson the performed transition an ak the set of resets.5. We now take Uk = reset(sp(Ui) ∩ gk, ak). If Uk 6= ∅, store 〈lk, Uk〉 in thewait bu�er.6. If the wait bu�er is not empty go to step 1, otherwise return the answerno.
Backward Reachability AnalysisTo simplify the algorithm des
ription below we de�ne an operation inv_reset,whi
h 
onsists of operations de�ned above.De�nition 25. Let �r" be a 
onstraint system and �a" a set of resets. Wede�ne

inv_reset(r, a) =







free(r, a) if check(r, a)

∅ otherwiseIf we do ba
kward rea
hability analysis we initially store 〈lf , Uf 〉 in the waitbu�er. We then repeat the followingAlgorithm 2. (Ba
kward Rea
hability Analysis)1. Pi
k a state 〈li, Ui〉 from the wait bu�er.2. Che
k if li = l0 ∧ Ui ⊆ U0. In this 
ase, return the answer yes.3. if li = lj ∧ Ui ⊆ Uj , for some 〈lj , Uj〉 in the passed bu�er, drop 〈li, Ui〉and go to step 1. Otherwise save 〈li, Ui〉 in the passed bu�er. If Uj ⊂ Uiwe 
an repla
e the state 〈lj , Uj〉 with 〈li, Ui〉. (To save spa
e)4. Find all lk that lead to li in one step regardless of the assignments, takinginto a

ount only a
tions. Let gk be the set of guards on the performedtransition an ak the set of resets.
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Figure 3.8: Overview of UPPAAL5. We take Uk = inv_reset(wp(Ui)∩ gk, ak). If Uk 6= ∅, store 〈lk, Uk〉 in thewait bu�er.6. if the wait bu�er is not empty go to step 1, otherwise return the answerno.
3.2.5 An Overview of the UPPAAL GUIThe UPPAAL's [11, 92, 96℄ main window (Figure 3.8) 
onsists of two parts:the option's menu and the panel of tabs. The option's menu is des
ribed inthe integrated help, whi
h is a

essible through the help option in the menu.This option also des
ribes the UPPAAL fun
tionality in detail. The tab panelis divided into three tab panels and these tab panels give a

ess to three workareas of UPPAAL, whi
h are the editor, the simulator and the veri�er. Figure3.8 shows the editor view. The idea is to de�ne a bun
h of templates (like inC++) that are instantiated in order to get a 
omplete system. The templates
an de�ne symboli
 variables and 
onstants as parameters.
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Figure 3.9: A �rst exampleIn order to get a �rst 
onta
t with UPPAAL we make a double 
li
k in thedrawing area to get a lo
ation, if you repeat this, you have two. By a double
li
k on these lo
ations you 
an rename them as �start" and �end". Cli
k on theTransition Mode, 
li
k on the start lo
ation and on the end lo
ation. Then, youhave your �rst automata ready, as depi
ted in Figure 3.9. Cli
k on the Simulatortab to start the simulator, 
li
k on the yes button that will popup and you areready to run your �rst system. Figure 3.10 shows the simulator view. On theleft you will �nd the 
ontrol part where you 
an 
hoose the transitions (upperpart) and replay/save/load a tra
e (lower part). In the middle you have thevariables and on the right the system itself.The last tab is the Veri�er, whi
h is shown in Figure 3.11. It is divided intotwo parts. At the top part you 
an des
ribe and sound the properties and thebottom part shows the 
onne
tion status with the lo
al veri�er server, whi
his the real veri�er. The top part is divided into three panels. At the top, theOverview panel allows us to see all the properties to be sound (it has twomodes, �properties" and �
omments"). The middle panel is the property one,whi
h allows us to add new properties, and the bottom panel is the 
ommentsone, whi
h allows us to write the property 
omments. On the right you 
an see
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Figure 3.10: A snapshot of the simulatorsome buttons whi
h allows us to 
he
k the properties, 
hange the mode betweenthe property view or 
omment view and remove and insert new properties. Allof this 
an be seen in Figure 3.11.The reader 
an �nd a small tutorial on UPPAAL at the URL:http://www.it.uu.se/resear
h/group/darts/papers/texts/new-tutorial.pdfand several 
ase studies in [1, 12, 16, 17, 118, 67, 68, 80, 94, 95, 101, 103℄.
3.3 The P_UPPAAL tool for probabilistic systemsAs mentioned above, the P_UPPAAL tool (Probabilisti
_UPPAAL) [47, 49℄deals with probabilisti
 systems. This kind of system is 
hara
terized by theappearan
e of non deterministi
 information and a
tions that make the systemunstable, although it is possible to 
ompute and study the probability of o

ur-ring. This se
tion des
ribes how P_UPPAAL tool models these systems andhow this tool 
an be used to 
he
k probabilisti
 properties.

http://www.it.uu.se/research/group/darts/papers/texts/new-tutorial.pdf
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Figure 3.11: A snapshot of the veri�er
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3.3.1 IntroductionWith P_UPPAAL we 
an model a timed-probabilisti
 system, but we 
analso simulate and analyze the system behavior. Simulations are very useful inthese tools in order to dete
t some disfun
tions in the normal 
onditions of thesystem. They are usually used as a �rst step for the validation of a system. Themodeling and simulation a
tivities are led through a graphi
al interfa
e andthe veri�
ation pro
ess is a

omplished by RAPTURE [42, 43, 79℄. This tool,P_UPPAAL, introdu
es the probabilisti
 behaviors to the UPPAAL models.To add these behaviors, the tool imports models from UPPAAL and translatesthem into a graphi
al model. Then, the graphi
al model is translated to atextual format, whi
h is used by the RAPTURE engine.The Rapture engine provides the strategies for model 
he
king quantitativerea
hability properties of Markov de
ision pro
esses [119℄ by su

essive re�ne-ments. The properties are analyzed on abstra
tions rather than dire
tly on thegiven model. Su
h abstra
tions are expe
ted to be signi�
antly smaller thanthe original model, and may safely refute or a

ept the required property. Oth-erwise, the abstra
tion is re�ned and the pro
ess repeated. As the numeri
alanalysis involved in settling the validity of the property is more 
ostly than there�nement pro
ess, the method pro�ts from applying su
h numeri
al analysison smaller state spa
es.Model 
he
king of �nite state systems allows settlement of qualitative prop-erties su
h as �the system will never rea
h an erroneous situation". However, itis often vital that additional quantitative properties are established in order forthe system to be 
onsidered 
orre
t. Su
h properties in
lude real-time require-ments su
h as �a desired state will be rea
hed within 105 se
onds", probabilisti
properties of the type �a desired state will be rea
hed with probability of atleast 99%", and properties that 
ombine both �a desired state will be rea
hedwithin 105 se
onds with probability of at least 99%".Thus, this kind of Model 
he
king allows us to introdu
e the probabilisti
behaviors into UPPAAL models.Noti
e that P_UPPAAL does not require UPPAAL to work, it allows mod-eling the system using the provided editor and after that, it exports the system
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UPPAAL

models

Input

P_UPPAAL

Editor

§ Add probabilities

§ Modify the models

Simulator

Models Validation

Simulator

§ Conects with RAPTURE

§ Checks qualitative properties

YES

NOTFigure 3.12: Ar
hite
ture of the P_UPPAAL toolmodeled to a UPPAAL model. Furthermore, it might validate the system mod-eled and verify quantitative rea
hability properties within the system modeled.Thus, P_UPPAAL is a suite of tools.
3.3.2 P_UPPAAL Architecture and FunctionalityThe ar
hite
ture of P_UPPAAL, shown in Figure 3.12, is divided into threemain parts, the Editor, the Simulator and the Veri�er.The Editor allows us to model the system. The system is modeled as aprobability transition system (PTS for short). The probability behavior of thesystem is 
aptured by introdu
ing the probabilities in the transa
tions.The Simulator allows us to analyze and validate the most relevant behav-iors of the model by following its tra
es. Thus, we 
an analyze the tra
es andthen de
ide whether the model holds the behavior expe
ted or not. The simu-lator does not use the probabilities, be
ause the tra
e generator is lead by theveri�ers. However, the model is inherently non-deterministi
.The veri�er 
he
ks the quantitative rea
hability properties de�ned on it. Ittranslates the system modeled into textual format and, after that, it 
onne
tswith the RAPTURE tool whi
h delivers the verdi
t. Therefore, if the systemholds the de�ned property, the veri�er re
eives from RAPTURE the answeryes, otherwise, it re
eives the answer not.
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Figure 3.13: An example of UPPAAL model.
Importing Models from UPPAALThe import pro
ess is based on the following idea: �The UPPAAL and P_UPPAALmodels are derived from Labeled Transitions Systems". Thus, we just importfrom the UPPAAL models the states, the transitions, the variables and 
han-nels, the syn
hronization, and the guards. Therefore, we import the 
ompletemodel with the ex
eption of the timing 
hara
teristi
s (invariants and 
lo
ks).Figures 3.13 and 3.14, show a simple example of the original model fromUPPAAL and the imported model in P_UPPAAL, respe
tively. As you 
ansee in Figure 3.14, the import model does not have the 
lo
k i whi
h 
ould beseen at the UPPAAL model in Figure 3.13.We 
an �nd the import option at the P_UPPAAL menu, whi
h opens anopen dialog to sear
h the UPPAAL model for the import a
tivity.
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Figure 3.14: P_UPPAAL imported model from UPPAAL.
Modeling SystemsAs mentioned above, P_UPPAAL 
onsists of three tabs: the Editor tab, theSimulator tab and the veri�er tab, whi
h uses the RAPTURE tool. The �rsttab, the Editor, is a graphi
al interfa
e that allows us to des
ribe and draw theprobabilisti
 transition system.The Editor is divided into two main panels:

• The left panel allows us to des
ribe the pro
esses, the variables, the sys-tem and the templates, that will be part of the model. In the variablesse
tion, you 
an de�ne integral variables and 
hannels that provide thesyn
hronization between the pro
esses. In the pro
ess se
tion, you 
ande�ne the pro
ess from the di�erent templates de�ned before. Finally, inthe system se
tion, you 
an des
ribe the pro
esses that run in parallel.
• The right panel allows us to draw the template as a PTS. Thus, we 
an



66 Chapter 3 Model Checking for RTS and PSdraw states (initial or not) and transitions and its guards, syn
hroniza-tions, assignments and probabilities.The editor provides two ways of working, the sele
tion mode and the tran-sition mode. The sele
tion mode allows us to 
reate or to remove states, aswell as the edition of the state and transition properties. Thus, we 
an edit thename of the states and we 
an also establish or update the initial state. Fur-thermore, we 
an edit the transition properties by adding guards, assignments,syn
hronizations (with other pro
esses through the 
hannels) and probabilities.On the other hand, the transition mode allows us to depi
t the relations amongthe states, however, we must 
hange to the sele
tion mode to add properties tothe transitions (as seen before).Figure 3.15 depi
ts the tab Editor, with a simple example. This model just
onsists of one pro
ess, whi
h also 
onsists of three states: Idle, Start and End.The probability to rea
h the state End is just 0.1, whereas the probability torea
h the state Start is 0.9. This example has been derived from the model inFigure 3.13, whi
h has been modi�ed with probabilities in transitions and someother 
hanges.
System SimulatorThe P_UPPAAL tab Simulator provides a way to validate whether the model
aptures appropriately the main 
hara
teristi
s of a given system or not. We
an 
he
k if the model is 
orre
t, i.e., if the model holds the most representativedesign requirements that we have 
olle
ted previously. The simulator is a pathgenerator that allows veri�ers to navigate through the model by exe
uting thedi�erent transitions of the model; i.e, the veri�er generates paths by exe
utingtransitions. This transition sele
tion mode implies that the sele
tion is deter-ministi
. Thus, the probabilisti
 information is not taken into a

ount in thissimulation pro
ess. However, this information will be used in the next phaseby the veri�er.To 
he
k the model syntax, P_UPPAAL uses a parser written in JAVA.The simulation algorithm used by P_UPPAAL is:1. Che
ks the guards.
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Figure 3.15: P_UPPAAL example.



68 Chapter 3 Model Checking for RTS and PS2. Store the enabled transitions; if there are no enabled transitions then thesimulation ends.3. Choose the transition or transitions to be exe
uted (in 
ase of syn
hro-nizations two transitions must be exe
uted at the same time).4. Exe
ute transition, whi
h requires the following a
tions:
• Make the assignments.
• Make the syn
hronization.5. Return to the beginning.The simulator panel is divided into four di�erent panels: enabled transitions,simulator tra
e, variables and the system. The �Enabled Transitions" panel
olle
ts the transitions that are 
urrently enabled. The �Simulation Tra
e" panelshows the tra
e history, i.e., it shows the transitions that have been simulatedup to now. The �Variables" panel shows all the system variables and its 
urrentvalue. The last panel shows the running simulation.Before the veri�
ation pro
ess starts, we must save the system model. Afterthat, you 
an start the simulation. The �rst step is to 
hoose the transitionto run, this is made through the �Enabled transition" panel. Then, you push�Next button" and the generated tra
e is stored in the tra
e panel.Figure 3.16 shows the simulator tab, where a simulation pro
ess is depi
tedfor the system of Figure 3.15.

The Verification ProcessThe veri�
ation pro
ess is a

omplished through the RAPTURE tool. To 
on-ne
t with RAPTURE, P_UPPAAL provides the RAPTURE tab. This tab isdivided into two parts. At the top, we 
an establish the initial and �nal state,and the probability to rea
h the �nal state from the initial state and, at thebottom, you 
an see the RAPTURE output.To verify a property, the veri�er must �rst translate the system into textualform. This textual form will be the input for RAPTURE.Figure 3.17 depi
ts the RAPTURE veri�er tab running.The next subse
tion treats the RAPTURE tool into detail.
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Figure 3.16: A simulation example.
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Figure 3.17: System veri�
ation.
3.3.3 RAPTURE - The Probabilistic Verification EngineThe 
ontext systems of RAPTURE are des
ribed in terms of Markov de
isionpro
ess [119℄, also 
alled probabilisti
 transition systems (PTS) or probabilisti
automata. This model allows us to 
ombine probabilisti
 and non-deterministi
steps providing a natural extension to traditional non-deterministi
 models.The 
hoi
e of this model is partly due to the fa
t that it is 
losed under paral-lel 
omposition (whi
h fa
ilitates modeling and 
ompositional reasoning), butprimarily be
ause PTSs are amenable to abstra
tions.RAPTURE is fo
used on a restri
ted 
lass of rea
hability properties. Theseproperties allow to spe
ify that the probability of rea
hing a parti
ular 
ondi-tion φf from any rea
hable state satisfying a given initial 
ondition φi is smaller(or greater) than a given probability p regardless of how non-deterministi
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hoi
es of the model are resolved.RAPTURE is based on automati
 abstra
tion and re�nement [43℄. Thebasi
 idea is to use abstra
tions in order to redu
e the high 
ost of the numer-i
al analysis involved in 
omputing the minimum and maximum rea
habilityprobabilities for PTSs. The abstra
tions 
onsidered are obtained via su

essivere�nements, starting from an initial 
oarse partitioning of the state spa
e de-rived from the property under study. For a given re�nement the property is
he
ked on the indu
ed abstra
t model, hopefully settling the property. How-ever, the verdi
t may be in
on
lusive, when threshold probability p happens tobe between the 
al
ulated minimum and the maximum abstra
t probabilities.In this 
ase, the abstra
tion is further re�ned and the property 
he
ked again.This pro
ess is su

essively repeated until either the property is settled, or nofurther re�nement is possible. To e�
iently store the state spa
e, perform ab-stra
tions and pro
ess the re�nement steps, RAPTURE uses Bdds and Mtbdds(or Adds) [43, 42, 7℄.
Probabilistic Transitions SystemsAs it is pointed out in [43, 42℄, Probabilisti
 transition systems (PTS for short)generalize the well-known transition systems with probabilisti
 information. Ina PTS, a transition does not lead to a single state, but to a probability spa
e,whose sample spa
e is a set of states. The model we de�ne is widely used (seee.g. [82, 127℄), and it is also known as Markov de
ision pro
esses [119℄.Let Distr(Ω) denote the set of all probability distributions over the samplespa
e Ω.De�nition 26. (Probabilisti
 Transition Systems). A probabilisti
 transitionsystem (PTS for short) is a stru
ture T = (s,→) where S is a set of states, and
→⊆ X × Distr(S) is the transition relation. We write s → π for (s, π) ∈→.A PTS is said to be a fully probabilisti
 transition system (FPTS for short) if
s → π ∧ s → ρ ⇒ π = ρ. A rooted PTS (resp. FPTS) (T, s0)is PTS (resp.FPTS) equipped with an initial state s0 ∈ S. A PTS may be equipped with aproposition assignment p : S → P(AP ), where AP is a �nite set of atoms and
P(AP ) the set of propositional formula on AP . We de�ne |=⊆ X × P(AP ) by
s |= g i� p(s) ⇒ g is a tautology.
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h that s → π; otherwise, we write
s 9. We let sup(π) = {s′|π(s′) > 0}. We 
all s a sink state if s 9.Let T = (S,→) be a PTS. A simple path in T is a �nite sequen
e of states
σ = s0s1s2 . . . sn, where for ea
h 0 ≤ i < n there exists πi ∈ Distr(S) su
h that
si → πi and πi(si+1) > 0. Let σ(i) denote the state in the i-th position. Let |σ|be the length of σ and let first(σ) = σ(1) and last(σ) = σ(|σ|). A simple pathstarting from s ∈ S is a simple path σ with σ(1) = s. A state t is rea
hablefrom another state s in T if there is a simple path in T with s = first(σ) and
t = last(σ).A full path in T is a sequen
e of states σ being either a simple path with
last(σ) 9, or an in�nite sequen
e. We denote by s−paths(T ) and f−paths(T )the sets of simple paths and full-paths in T starting from s. Let reach(T, s)denote the set of all states rea
hable from s in T .We now de�ne a probability measure on the full paths of a FPTS F . Forany simple path σ ∈ s − paths(F ), de�ne σ↑ = {π ∈ f − paths(F )|σ ≤ π}where ≤ is the 
lassi
al pre�x order on sequen
es. Let F(F ) be the smallest
σ-�eld on f − paths(F ) whi
h 
ontains σ↑ for ea
h σ ∈ s − paths(F ). Let
F(F ) su
h that for any σ = s0s1 . . . sn ∈ s − paths(F ) su
h that for any
σ = s0s1 . . . sn ∈ s− paths(F ) su
h that s1 →F πi for all i, 0 ≤ i < n:

PF,s(σ↑) , if (s = s0) then π0(s1) · π1(s2) · . . . · πn−1(sn) else 0We will write PF,s(σ) to denote PF,s(σ↑). Intuitively, PF,s(σ) is the proba-bility of σ in F starting from s.Any given PTS T de�nes a set of probabilisti
 exe
utions, ea
h one obtainedby iteratively s
heduling one of the possible post-state distributions from ea
hpre-state, starting from a given state s0 ∈ S. Noti
e that the same state s of
T may o

ur more than on
e during a probabilisti
 exe
ution and ea
h timea di�erent distribution from s may be s
heduled. In order to distinguish su
ho

urren
es we in
lude in all states s of a probabilisti
 exe
ution the pasthistory of s, whi
h is the unique path leading from the start state to s. Thus,a probabilisti
 exe
ution essentially de�nes a �nite or in�nite tree.De�nition 27. (Probabilisti
 Exe
ution) A probabilisti
 exe
ution of a PTS
T = (S,→T ) is a FPTS F = (s − paths(T ),→F ) su
h that (q →F ρ) ⇔ (∃π :
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last(q) →T π ∧ ∀s ∈ S : ρ(qs) = π(s))We denote by execs(T, s0) the set of all probabilisti
 exe
ution of T rootedin s0.
Computing Extremum ProbabilitiesFor a given rooted PTS (T, s0) we are interested in the extremum probabilitiesof rea
hing some �nal 
ondition from a given initial 
ondition. For any givenformula φ ∈ P(AP ) we de�ne the set of all minimal simple paths of T that endin a state satisfying 
ondition φ as:

ΣT
φ , {σ ∈ s− paths(T )|last(σ) |=T ∧∀i, 0 < i < |σ| : σ(i) |=T ¬φ}By re
ording history information in states, the above set 
hara
terizes uniquelya set of simple paths of probabilisti
 exe
utions of T . We also use ΣT

φ to de-note this alternative 
hara
terization. It should be 
lear from the 
ontext whi
halternative is used. We omit T in the notation whenever it is 
lear from the
ontext.De�nition 28. (Extremum Probabilities) The minimum and maximum prob-abilities of rea
hing a �nal 
ondition φf from an initial 
ondition φi in a rootedPTS (T, s0) equipped with a proposition assignment are de�ned respe
tively by
Pinf

T,s0
(φi, φf ) , inf{PF,s0

(Σφf )|s ∈ reach(T, S0)∧s |= φi∧(F, s) ∈ execs(T, s)}(3.1)
Psup

T,s0
(φi, φf ) , sup{PF,s0

(Σφf )|s ∈ reach(T, S0)∧s |= φi∧(F, s) ∈ execs(T, s)}(3.2)We talk of an extremum probability to refer to either the minimum or themaximum probability.We use the shorthand Pinf (s) and Psup(s) for Pinf
T,s0

(s = s0, φf ) and Psup
T,s0

(s =

s0, φf ) respe
tively. We denote by I and F the sets of states satisfying φi and
φf , respe
tively. Our aim is to e�
iently 
ompute Pinf (I) , infs∈IP

inf (s) and
Psup(F ) , sups∈IP

sup(s).The equations 3.1 and 3.2 of de�nition 28 de�ne extremum probabilities,but do not provide an e�e
tive way of 
omputing them. However, it is wellknown [8, 13℄ that Pinf and Psup 
an be 
hara
terized as the least �xpoints ofoperators Finf ,Fsup = (S → [0, 1]) → (S → [0, 1])) de�ned as follows. If s ∈ Fthen Finf (f)(s)Fsup(f)(s) = 1. If s 6∈ F then
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Finf (f)(s) = min
s→π

∑

s′∈S

π(s′)·f(s′) and Fsup(f)(s) = max
s→π

∑

s′∈S

π(s′)·f(s′) (3.3)Based on the above equations, two methods have been explored to 
om-pute Pinf (s) and Psup(s). One 
an either 
ompute the least �xpoints by iter-ative methods, or the equations 
an be transformed into a linear optimizationproblem that 
an be solved using 
lassi
al te
hniques of linear programming.RAPTURE implements the linear programming method.We use a standard pre-
omputation of 
ertain sets of system states in orderto simplify the system before applying linear programming te
hniques. Thesesets are: the set of all rea
hable states Rea
h, and for ea
h p ∈ {0, 1} the set ofstates having minimum (resp. maximum) probability p of rea
hing φf . Theselatter sets of states are denoted Pinf
=0 , Psup

=0 , Pinf
=1 , and Psup

=1 respe
tively. Allof the above sets 
an be 
omputed using dis
rete �xpoint analysis [45℄ on aboolean abstra
tion of the system.Based on the above pre-
omputations our linear programming problems for
omputing Pinf and Psup be
ome as follows:maximize Pinf under the 
onstraints


































Pinf ≤ Pinf (s) s ∈ I

Pinf (s) = 0, s ∈ Psup
=0

Pinf (s) = 1, s ∈ (F ∪ Pinf
=1 )

Pinf (s) =
∑

s′∈S ·Psup(s′), s→ π, s ∈ S\(Psup
=0 ∪ Pinf

=1 ∪ F )

(3.4)
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onstraints


































Psup ≥ Psup(s) s ∈ I

Psup(s) = 0, s ∈ Psup
=0

Psup(s) = 1, s ∈ (F ∪ Psup
=1 )

Psup(s) =
∑

s′∈S ·Psup(s′), s→ π, s ∈ S\(Psup
=0 ∪ Psup

=1 ∪ F )

(3.5)
Simulations and PartitioningProbabilisti
 simulation [127, 81℄ is 
entral to state the 
orre
tness of theabstra
tion te
hnique shown here. For any δ ∈ Distr(S × S), s ∈ S and
X ⊆ S, δ(s,X) and δ(X, s) will denote resp. Σx∈Xδ(s, x) and Σx∈Xδ(x, s).De�nition 29. (Simulation) Let C ⊆ S × S be a relation on states de�ning adis
rimination 
riterion. A relation R ⊆ S×S is a C-(probabilisti
) simulationif, whenever sRt,1. (s, t) ∈ C and2. if s→ π, there exist ρ su
h that t→ ρ and π ⊑R ρ.where π ⊑R ρ if there is δ ∈ Distr(S × S) su
h that for all s, t ∈ S, (i)π(s) =

δ(s, S), (ii)ρ(t) = δ(S, t) and (iii)δ(s, t) > 0 ⇒ sRt. s is C-simulated by t,notation s �C t, there is a C-simulation R with sRt.Our interest is to 
he
k when a PTS rea
hes a goal φf starting from anystate satisfying some initial 
ondition φi(φi, φf ∈ P(AP )). Let Cphii, φf be thedis
riminating 
riterion de�ned by
(s, t) ∈ Cφi,φf

⇔ (s |= φf ⇔ t |= φf ) ∧ (s |= φi ⇔ t |= φi)We write only C whenever φi and φf are 
lear form the 
ontext. Noti
e that
C is an equivalen
e relation. The simulation �C provides a su�
ient 
onditionfor preservation of extremum probabilities, as the following theorem states:Theorem 1. Let (T1, s

1
0) and (T2, s

2
0) be two rooted PTS su
h that none ofthem 
ontains a sink state, and let C = Cφi,φf

. Then (T1, s
1
0) �C (T2, s

2
0)implies Psup

T1,s1

0

(φi, φf ) ≤ Psup
T2,s2

0

(φi, φf ) and Pinf
T1,s1

0

(φi, φf ) ≥ Pinf
T2,s2

0

(φi, φf )
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h sink state 
an always be 
ompleted with a self-looping transition withouta�e
ting the properties of interest on the original PTS. We 
an abstra
t a PTSby partitioning its state spa
e, and any su
h partitioning will indu
e an abstra
tPTS whi
h will simulate the original (
on
rete) one. As a result, extremumproperties will be preserved by the abstra
t system.De�nition 30. (Quotient PTS) Let T = (S,→T ) a PTS equipped with theproposition assignment p. Let A = (Ak)k∈K be a partition of S. The quotientPTS a

ording to A is the PTS T/A = (A,→A, p/A) , where1. A→A π/A ⇔ ∃s ∈ A : s→ π ∧ ∀A′ ∈ A : (π/A)(A′) , Σs′∈Aπ(s′) and2. p/A(A) ,
∨

s∈A p(s)For a rooted PTS (T, s0), its quotient is given by (T, s0)/A, A provided that
s0 ∈ A ∈ A.Theorem 2. Let (T, s0) be a rooted PTS with a set of states S and let C bean equivalen
e relation de�ning a partition A of S. Then for any partition Bof S su
h that B ≤ A, (T, s0)/B �C (T, S0)/A.Noti
e the spe
ial 
ase of the theorem where B partitions S into singletonsets. In this 
ase (T, s0)/B is isomorphi
 to (T, s0). The following 
orollary statesthe relationship of abstra
tion by partitioning and preservation of extremumprobabilities.Corollary 1. Let (T, s0) be a rooted PTS equipped with a proposition assign-ment. Let φi and φf be the initial and �nal 
onditions. Let C be the equivalen
erelation C = Cφi,φf

de�ning a partition C of S. Then for any two partitions Aand B su
h that B ≤ A ≤ C,
Psup

(T,s0)/B
(φi, φf ) ≤ Psup

(T,s0)/A(φi, φf ) and Pinf
(T,s0)/B

(φi, φf ) ≥ Pinf
(T,s0)/A

(φi, φf )

RAPTURE Architecture ImplementationThe ar
hite
ture of RAPTURE is the following (see Figure 3.18):



3.3 P_UPPAAL 771. The frontend parses the input language, whi
h spe
i�es both the systemto be analyzed, the property and possibly the 
omponents (pro
essesand variables) not abstra
ted in the initial abstra
tion. The output is asymboli
 representation of the system (i.e., the probabilisti
 transitionfun
tion and sets of root, initial and �nal states).2. Boolean analysis is then performed. If it allows to prove or disprove theproperty, the verdi
t is emitted.3. Otherwise, the initial abstra
tion is built, and the veri�
ation pro
essalternating numeri
al analysis and re�nement steps starts.As stated before, RAPTURE uses linear programming to 
ompute extremumprobabilities. Be
ause of pre
ision problems arising with some 
ase studies,RAPTURE o�ers the following possibilities:
• Use of the sparse matrix based solver LP_SOLVE, with 
oe�
ients beingordinary real numbers (1);
• Use of the dense matrix based solver CDDLIB, with 
oe�
ients beingeither exa
t rational numbers (2), multi-pre
ision �oating point numbers(3), or ordinary real numbers.The possibilities that give the best results are (1) and (2). (1) is betterwhenever there are no pre
ision problems, be
ause it uses sparse matri
es andour LP problems are sparse, whereas (2) is very useful when pre
ision problemsarise and/or when exa
t results are desired.

3.3.4 An example: Communication Through Unreliable mediaIn order to illustrate these two tools, P_UPPAAL and RAPTURE, we willmodel, validate and verify a simple example with them. This example 
onsistsof a 
lient and a server whi
h 
ommuni
ate through two unreliable 
hannels (a
hannel for ea
h way). The 
lient sends a sequen
e of M di�erent requests tothe server. The server pro
esses the requests and sends a
knowledgements ofthem to the 
lient. If there is a failure (we suppose that the 
lient 
an dete
tit), the 
lient 
an resend the request twi
e. On 
ompletion, the sender emitsthe message CORR, otherwise the message ERR will be emitted.
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Figure 3.18: Ar
hite
ture of the RAPTURE tool

Figure 3.19: The two 
ommuni
ation media: A
kLine & SendLine
Global DeclarationsWe �rst de
lare the set of 
hannels:
hannels: S_send, S_re
eive, S_lost, A_re
eives, A_re
eive
, A_losts, A_lost
,START, CORR, ERR;
The Two Communication MediaWe de�ne the SendLine and A
kLine pro
esses(see Figure 3.19). The �eld syn-
hronizations allows us to de�ne the set of 
hannels on whi
h the pro
ess syn-
hronize.
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Figure 3.20: Client pro
ess
The Client ProcessThe more 
omplex pro
ess is the Client pro
ess that you 
an see in Figure3.20. This pro
ess owns two lo
al variables. Their type is uint(2), whi
h means:2-bits unsigned integers.
The Server ProcessLastly, we have the (dummy) Server pro
ess that is shown in the Figure 3.21.
The SimulationFigure 3.22 depi
ts the simulation pro
ess of the system, whi
h allows us tovalidate the system model.
The Property and the VerificationIn order to 
he
k the probability of: �one message has been 
orre
tly sent", isgreater than �50%". We add the pro
ess sender into the system (see Figure3.23). Furthermore we must set the �initial" �eld to �#Sender.idle� and the��nal" �eld to �#Sender.end� in order to spe
ify this property.
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Figure 3.21: Server pro
ess

Figure 3.22: System simulation
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Figure 3.23: Sender pro
essThe output provided by RAPTURE 
an be seen in Figures 3.24 and 3.25.The property is false, be
ause the Psup ≤ 0.5 on the stabilized partition of thesystem. As every member of this partition is a bisimulation equivalen
e 
lass,we get that Psup = 0.975639511753 on the 
on
rete system.
3.4 From UPPAAL to P_UPPAALWe 
an translate timed automata from UPPAAL to Probabilisti
 TransitionSystems for RAPTURE without losing the temporal referen
es.
3.4.1 Translation from Timed Automata to Probabilistic Transi-

tion SystemA timed automata, by de�nition, is a standard �nite-state automaton extendedwith a �nite 
olle
tion of real valued 
lo
ks. Clo
ks are assumed to pro
eed atthe same rate and their values may be 
ompared with natural numbers or resetto 0. It is possible to extend the notion of timed automata to in
lude integervariables, i.e. integer valued variables that may be 
ompared to natural numbersor assigned to any value of the form ax+ b where a, b ∈ Z and x is the variable



82 Chapter 3 Model Checking for RTS and PS

Figure 3.24: The veri�er verdi
t
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Figure 3.25: The veri�er verdi
t
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lo
ks not only to be reset, but also tobe set to any non-negative integer value.
3.4.2 Keeping Temporal ReferencesAs we have seen above, the main di�eren
e between both models are the 
lo
ksand probabilisti
 extensions over the well-known transition system. Thus, inorder to translate from Networks of Timed Automata into Probabilisti
 Tran-sition Systems, it is ne
essary to remove the 
lo
ks from UPPAAL models, asit is pointed out in [48℄. But in this 
ase, it is not possible to 
he
k properties
onsisting of probabilisti
 and temporal referen
es, be
ause PTS 
annot dealwith 
lo
ks.A possible solution is to translate the 
lo
ks into 
ommon elements of bothmodels, integer variables. Thus, the 
lo
ks 
ould be 
onsidered as integer vari-ables, and then, we 
ould reset or modify these 
lo
ks. Furthermore, we 
oulduse them in guards and in invariants, as we did before in the automata.From the synta
ti
 point of view this is 
orre
t, but furthermore we must
onsider the semanti
 point of view, i.e. how the automaton may evolve. As wehave seen in de�nitions 14 and 15, the system 
an evolve either using a delaytransition or an a
tion transition. There are no problems when the systemevolves by performing a
tion transitions, although, we must 
he
k whether theguards use 
lo
ks or not in order to translate them into integer variables. But,if the system evolves by making a delay transition, the 
lo
ks 
annot evolve,i.e. no time is elapsed, owing to the fa
t that they are now integer variables.Therefore, we must 
onsider a te
hnique that allows the system to simulatethe passage of time. An approa
h to deal with this problem is to add a looptransition in ea
h node to in
rease the 
lo
ks. These new transitions do nothave any guards or syn
hronizations. But, ea
h loop has an assignment thatin
reases all 
lo
ks, regardless they are global or lo
al to one automaton.The te
hnique used in the translation is an �Integer Semanti
", whi
h isvalid as a basi
 model to be extended with probabilities. The obtained outputfrom the translation pro
ess will be the input for the probabilisti
 tool. On
espe
i�ers have added the probabilisti
 extensions, veri�ers 
an spe
ify and 
he
kproperties with probabilisti
 and temporal referen
es.
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Figure 3.26: Constraint Solving of a 
onstraint system P for the dense anddis
rete timed automata.Thus, we have 
hanged the real 
lo
ks for integer 
lo
ks or digital 
lo
ks[72℄. This 
hange also implies a 
hange from the semanti
 view point, be
ause,we have 
hanged from a semanti
 where the time deals with �dense time" toa semanti
 that works with �dis
rete time", i.e., from a �Dense Semanti
" toa �Dis
rete Semanti
" (see [120, 20℄ for further information about dense anddis
rete semanti
s). The di�eren
es, whi
h this 
hange results in, are that notall the behaviors 
aptured by a dense semanti
 
an be 
aptured with the dis
retesemanti
. We 
an see the di�eren
es in the example of Figure 3.26, where the
onstraint solving of a 
onstraint system for dense and dis
rete time automatais di�erent for ea
h di�erent semanti
.Despite of the two semanti
s are not equivalent, there are 
ases where thedis
rete semanti
 behaves as the dense semanti
. Figure 3.27 shows an exampleof a probabilisti
 timed automata where the integer semanti
 is adequate. Thereason of this behavior lies in the 
onstraints on guards and invariants, whi
hare not restri
tive (i.e., they do not 
onsist of �<" or �>", but 
onsist of �<=",�>=" and �==").
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Figure 3.27: The integer semanti
 is sometimes adequate.



CHAPTER 4
Model Checking for

e-commerce - Verification of

Security Protocols

4.1 IntroductionEle
troni
 
ommer
e (e-
ommer
e) be
ame a buzzword as the information so-
iety developed rapidly throughout the 1990s. Internet has made e-
ommer
eavailable to a wider user group, notably smaller enterprises and households.Amongst the business 
ommunity the sear
h for in
reased produ
tivity and ef-�
ien
y is expe
ted to lead to even more enterprises adopting e-
ommer
e as away of doing business in the future. Whilst an ever growing awareness of theopportunities, te
hnologi
al developments in infrastru
ture and a

ess devi
es,and falling a

ess 
osts will fa
ilitate this, fears about se
urity and a la
k ofskills 
ould hold it ba
k.A

ording to EITO estimates, e-
ommer
e on the Internet was valued at 172billion EUR in 2001 in European Union, 
lose to 2% of GDP (Gross Domesti
Produ
t). In that way safety errors on e-
ommer
e 
ould be very expensive.
87



88 Chapter 4 Model Checking for e-commerceBut we 
an use system validation in order to avoid them [23, 125℄. Systemvalidation is the pro
ess of determining the 
orre
tness of spe
i�
ations, designsand produ
ts. Furthermore, it is a te
hnique to support the quality 
ontrol ofthe system design. A te
hnique that implements system validation is ModelChe
king [105℄. The system validation is an important goal in order to avoiddesign errors. Thus, in e-
ommer
e must be a goal too. Veri�
ation allows us to
he
k if our proto
ols hold the expe
ted behaviors and if they hold some safetyproperties.
4.2 Timed Requirements of e-commerce Security Pro-

tocolsAny distributed system is a real time system where time manage must be
onsidered as a strong 
onstraint. For instan
e, in a distributed database, thetime response for storing, updating or querying data determines whether thedatabase is suitable or not.E-
ommer
e systems like any other distributed system 
onsist of several par-ties and these parties intera
t among themselves in order to perform a pur
haseof produ
ts, servi
es or others.Thus, in e-
ommer
e systems, time responses and the passage of time playalso a 
ru
ial role. For instan
e, no body 
an a

ept a pur
hase pro
ess wherethe payment instant is abusive, or vi
e versa, any 
ustomer would a

ept apur
hase pro
ess where the produ
t re
eption instant is also abusive. - Imaginea lottery parti
ipant would make the payment on
e the lottery has �nished, oreven, a travel agent that sends the ti
kets on
e the �y has departed.However, most of the methods used for the formal analysis of se
urity pro-to
ols [38, 46, 55, 104℄ do not take time aspe
ts into a

ount. The main reasonis that ignoring time simpli�es the analysis, at the 
ost of making the analysisless realisti
. Thus, in re
ent years, some related works, as Corin's et al. in [39℄,have appeared to deal with this problem.Then it is ne
essary to take into a

ount some requirements for designingand implementing se
urity proto
ols to make them appropriate for time man-agement. In this sense we must 
onsider the following priority requirements:
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ould a�e
t the �ow of messages. For instan
e, whenan a
knowledge message does not arrive in a suitable period of time, thenit is ne
essary to retransmite again the message.2. The proto
ol messages must in
lude time information, be
ause, Time in-formation 
an be used in the proto
ol messages (e.g. timestamps).The in�uen
e of time on the �ow of messages is not 
onsidered by state ofthe art methods for analysing proto
ols. However, we believe it to be 
ru
ialbe
ause (1) If the proto
ol does not de
ide what a
tion to take in the 
ase oftimeouts, the implementation will eventually have to 
onsider these issues; (2)The e�
ien
y and se
urity of the implementation depends 
riti
ally on thesespe
i�
 de
isions; and (3) The timing of message �ows in a proto
ol 
an be ex-ploited by an atta
ker. Making judi
ious use of timing information in a proto
olhas re
eived attention but mostly in the limited setting of using time stampsas opposed to non
es. Time information 
an be used to in�uen
e message �owsas well. Summarising, we believe that timing issues are an important and hith-erto insu�
iently studied aspe
t of the design and implementation of se
urityproto
ols.
4.3 Verification of e-commerce Security ProtocolsE-
ommer
e is based on transa
tions between 
lient and server agents. Thesetransa
tions require a proto
ol that provides priva
y and reliability betweenthese two agents. Two widely used proto
ols on e-
ommer
e are Transport LayerSe
urity (TLS) and Se
ure Ele
troni
 Transa
tion (SET). In this 
hapter we willsee the way to use Model Che
king to ensure the main e-
ommer
e propertiesrelated to these proto
ols. Spe
i�
ally, we use the tool UPPAAL to des
ribeand analyze the behaviors of the proto
ols.
4.3.1 TLS protocolThe Transmission Control Proto
ol/Internet Proto
ol(TCP/IP) governs the transport and routing of data over Internet. Other proto-
ols, su
h as the HyperText Transport Proto
ol (HTTP), Lightweight Dire
tory
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SSL & TLS

TCP/IP layer

Application Layer

Network Layer

HTTP LDAP IMAP

Figure 4.1: TLS runs above TCP/IP and below high-level appli
ation proto
olsA

ess Proto
ol (LDAP), or Internet Messaging A

ess Proto
ol (IMAP), run"on top of" TCP/IP, in the sense that they all use TCP/IP to support typi
alappli
ation tasks su
h as displaying web pages or running email servers.The Transport Layer Se
urity proto
ol [58℄, TLS for short, runs aboveTCP/IP and below higher-level proto
ols su
h as HTTP or IMAP. It usesTCP/IP on behalf of the higher-level proto
ols, and it allows a TLS-enabledserver to authenti
ate itself to an TLS-enabled 
lient, it allows the 
lient toauthenti
ate itself to the server, and it allows both ma
hines to establish anen
rypted 
onne
tion. These 
apabilities address fundamental 
on
erns about
ommuni
ation over Internet and other TCP/IP networks:TLS server authenti
ation allows a user to 
on�rm a server's identity. TLSenabled 
lient software 
an use standard te
hniques of publi
-key 
ryptographyto 
he
k that a server's 
erti�
ate and publi
 ID are valid and have been issuedby a 
erti�
ate authority (CA) listed in the 
lient's list of trusted CAs. This
on�rmation might be important if the user, for instan
e, is sending a 
redit
ard number over the network and wants to 
he
k the re
eiving server's identity.TLS 
lient authenti
ation allows a server to 
on�rm a user's identity. Usingthe same te
hniques as those used for server authenti
ation, TLS-enabled serversoftware 
an 
he
k that a 
lient's 
erti�
ate and publi
 ID are valid and havebeen issued by a 
erti�
ate authority (CA) listed in the server's list of trustedCAs. This 
on�rmation might be important if the server, for instan
e, is a banksending 
on�dential �nan
ial information to a 
ustomer and wants to 
he
k there
ipient's identity.An en
rypted TLS 
onne
tion requires all information sent between a 
lientand a server to be en
rypted by the sending software and de
rypted by the
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eiving software, thus providing a high degree of 
on�dentiality. Con�den-tiality is important for both parties to any private transa
tion. In addition, alldata sent over an en
rypted TLS 
onne
tion is prote
ted with a me
hanism fordete
ting tampering�that is, for automati
ally determining whether the datahas been altered in transit.The TLS Re
ord Proto
ol is used for en
apsulation of various higher levelproto
ols. One su
h en
apsulated proto
ol, the TLS Handshake Proto
ol, allowsthe server and 
lient to authenti
ate ea
h other and to negotiate an en
ryptionalgorithm and 
ryptographi
 keys before the appli
ation proto
ol transmits orre
eives its �rst byte of data. The TLS Handshake Proto
ol provides 
onne
tionse
urity that has three basi
 properties:
• The peer's identity 
an be authenti
ated using asymmetri
, or publi
 key
ryptography (e.g., RSA, DSS, et
.). This authenti
ation 
an be madeoptional, but is generally required for at least one of the peers.
• The negotiation of a shared se
ret is se
ure: the negotiated se
ret is un-available to eavesdroppers, and for any authenti
ated 
onne
tion the se-
ret 
annot be obtained, even by an atta
ker who 
an pla
e himself in themiddle of the 
onne
tion.
• The negotiation is reliable: no atta
ker 
an modify the negotiation 
om-muni
ation without being dete
ted by the parties of the 
ommuni
ation.

The TLS Handshake ProtocolThe 
ryptographi
 parameters of the session state are produ
ed by the TLSHandshake Proto
ol, whi
h operates on top of the TLS Re
ord Layer. Whena TLS 
lient and server �rst start 
ommuni
ating, they agree on a proto
olversion, sele
t 
ryptographi
 algorithms, optionally authenti
ate ea
h other,and use publi
-key en
ryption te
hniques to generate shared se
rets.The TLS Handshake Proto
ol involves the following steps:
• Ex
hange hello messages to agree on algorithms, ex
hange random values,and 
he
k for session resumption.
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• Ex
hange the ne
essary 
ryptographi
 parameters to allow the 
lient andserver to agree on a premaster se
ret.
• Ex
hange 
erti�
ates and 
ryptographi
 information to allow the 
lientand server to authenti
ate themselves.
• Generate a master se
ret from the premaster se
ret and ex
hanged ran-dom values.
• Provide se
urity parameters to the re
ord layer.
• Allow the 
lient and server to verify that their peer has 
al
ulated thesame se
urity parameters and that the handshake o

urred without tam-pering by an atta
ker.The handshake proto
ol 
an be summarized as follows: The 
lient sendsa 
lient hello message to whi
h the server must respond with a server hellomessage, or else a fatal error will o

ur and the 
onne
tion will fail. The 
lienthello and server hello are used to establish se
urity enhan
ement 
apabilitiesbetween 
lient and server. Following the hello messages, the server will sendits 
erti�
ate if it is to be authenti
ated. If the server is authenti
ated, it mayrequest a 
erti�
ate from the 
lient. Now the server will send the server hellodone message, indi
ating that the hello-message phase of the handshake is 
om-plete. The server will then wait for a 
lient response. If the server has sent a
erti�
ate request message, the 
lient must send the 
erti�
ate message. The
lient key ex
hange message is now sent, and the 
ontent of that message willdepend on the publi
 key algorithm sele
ted between the 
lient hello and theserver hello. If the 
lient has sent a 
erti�
ate with signing ability, a digitally-signed 
erti�
ate verify message is sent to expli
itly verify the 
erti�
ate. Atthis point, a 
hange 
ipher spe
 message is sent by the 
lient, and the 
lient
opies the pending Cipher Spe
 into the 
urrent Cipher Spe
. The 
lient thenimmediately sends the �nished message under the new algorithms, keys, andse
rets. In response, the server will send its own 
hange 
ipher spe
 message,transfer the pending to the 
urrent Cipher Spe
, and send its �nished messageunder the new Cipher Spe
. At this point, the handshake is 
omplete and the
lient and server may begin to ex
hange appli
ation layer data. We 
an see the
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Figure 4.2: Message �ow for a full handshake
orresponding �ow 
hart in Figure 4.2. Note that the ChangeChipherSpe
 is anindependent TLS Proto
ol 
ontent type, and it is not a
tually a TLS handshakemessage.
Modeling the ProtocolNow we have presented the main features of UPPAAL models. Then, let us seehow we 
an des
ribe the TLS Handshake proto
ol by means of timed automata.In this task we �rstly identify two pro
esses in the proto
ol: the Client and theSever pro
esses.On
e we have identi�ed the proto
ol pro
esses, we model the message �owbetween them and their internal behaviour. The message �ow is des
ribed bymeans of syn
hronizations between the Client and the Server (�gures 4.3 and4.4, respe
tively). The internal behaviour of ea
h pro
ess 
an be easily modeled,by some "lo
al" state and transitions. Note that the "Anonymous" messageis really a server "KeyEx
hange" message. But this "KeyEx
hange" messageis sent in an anonymous negotiation. Furthermore, the "HandShakeFailure"message represents the possible errors.
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HandShakeFailure!

HandShakeFailure!

HandShakeFailure!

HandShakeFailure!

HandShakeFailure!

HelloDone?

KeyExchange!

Finish!

Hello!

HelloDone?

HelloDone?

CertificateRequest?

Finish?

Anonymous?

HelloDone?

Finish!

Finish?

HandShakeFailure!

HandShakeFailure!Figure 4.3: The Client pro
ess
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Idle

HelloPhase

ExchangePhase

FinishPhaseFinished

Anonymous!

Certificate!

CertificateRequest!

KeyExchange!

Hello?

Hello! HandShakeFailure?

HelloDone!

HandShakeFailure?

KeyExchange?

Certificate?

Verify?

HandShakeFailure?

Finish!

Finish?
HandShakeFailure?

Finish!
Finish?Figure 4.4: The Server pro
ess

Validating the ProtocolIn the validating phase we 
an 
he
k whether the model holds the systembehavior or not. This 
an partially be made by means of simulations. These aremade by 
hoosing di�erent transitions and delays along the system evolution.At any moment during the simulation, you 
an see the variable values andthe enabled transitions. Thus, you 
an 
hoose the transition that you want toexe
ute. Nevertheless, you 
an also sele
t the random exe
ution of transitions,and thus, the system evolves by exe
uting transitions and delays whi
h aresele
ted randomly. We have some other options in the Simulator. For instan
e,you 
an save simulations tra
es that 
an later be used to re
over an spe
i�
exe
ution tra
e. A
tually, the simulation is quite �exible at this point, and you
an ba
k or forward in the sequen
e.Then, with respe
t to our model of the TLS Handshake proto
ol, our maingoal in the validation phase is to 
he
k the 
orre
tness of the message �ow,taking into a

ount the proto
ol de�nition.We have made a number of simulations; and we have 
on
luded that thesystem design satis�es the expe
ted behavior in terms of the message �owbetween the Client and the Server. For instan
e, we show, in Figure 4.5, the
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Figure 4.5: Tra
e for an abbreviated Handshakenegotiation tra
e for an abbreviated handshake.
Specifying and Verifying PropertiesBefore starting the automati
 veri�
ation, we must establish whi
h are theproperties that the model must ful�ll.We have divided these properties into three 
lasses: Safety, Liveness andDeadlo
ks. These properties are spe
i�ed by means of a Temporal Logi
. Thetemporal Logi
 used by UPPAAL is des
ribed in [92℄.Safety Properties allow us to 
he
k if our model satis�es some se
urityrestri
tions. The main Safety properties are:

• A Server 
ould not send the ServerHello message if the 
lient has not sentthe ClientHello message before, or vi
e versa:
∀�Client.SHello⇒ Server.HelloPhase (4.1)
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• A Client sends the KeyEx
hange message immediately after the server
erti�
ate message (or ServerHello message, if this is an anonymous ne-gotiation):
∀♦(Client.CKeyExchange⇒ Server.HelloPhase) ∨

(Client.CKeyExchange⇒ Server.ExchangePhase) (4.2)
• The Finished message is always sent by the sender and Client, on
e thekey ex
hange and the authenti
ation pro
esses are su

essful:

∀�Client.F inished⇒ Server.F inishPhase (4.3)Liveness Properties intend is to 
he
k that our model 
an evolve in theright order. Liveness Properties for our model are simple. If a 
lient sends themessage ClientHello, some time later, we 
ould rea
h the message �nished.Translating it into Temporal Logi
 we have:
Client.CHello −→ Client.F inished (4.4)On the other hand, if a server sends a ServerHellow, some time later, we
ould rea
h the message �nished. Translating it into Temporal Logi
 we have:

Server.HelloPhase −→ Server.F inished (4.5)Deadlo
ks are 
lear restri
tions. We 
ould 
he
k if our model is deadlo
ksfree:
∀�¬Deadlock (4.6)Thus, we have spe
i�ed the properties in UPPAAL and we have 
he
kedthem by the UPPAAL veri�er. The veri�er outputs that we have obtainedallow us to 
on
lude that the safety properties 4.1, 4.2, 4.3 and the deadlo
kfreeness property 4.6 are held by our model.But we have obtained a negative answer in the liveness properties 4.4 and4.5. By analyzing these properties, we supposed that when a hello message has
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lient orthe server 
an send the Handshake-Failure message, whi
h means "somethingwrong has happened" and then the negotiation ends. Then, we 
an repla
e theproperties 4.4 and 4.5 by: When the hello message has been sent, sometimes thenegotiation ends. It is expressed by 4.7 and 4.8, whi
h are held by our model.
∀♦Client1.CHelloimplyServer.F inishPhase (4.7)
∀♦Server.HelloPhaseimplyClient1.F inished (4.8)

4.3.2 The Set ProtocolSe
ure Ele
troni
 Transa
tion (SET) is a system for ensuring the se
urity of�nan
ial transa
tions on the Internet. It was supported initially by Master
ard,Visa, Mi
rosoft, Nets
ape, and others. With SET, a user is given an ele
troni
wallet (digital 
erti�
ate) and a transa
tion is 
ondu
ted and veri�ed using a
ombination of digital 
erti�
ates and digital signatures among the pur
haser, amer
hant, and the pur
haser's bank in a way that ensures priva
y and 
on�den-tiality. SET makes use of Nets
ape's Se
ure So
kets Layer (SSL), Mi
rosoft'sSe
ure Transa
tion Te
hnology (STT), and Terisa System's Se
ure HypertextTransfer Proto
ol (S-HTTP). SET uses some but not all aspe
ts of a publi
key infrastru
ture (PKI). SET works in the following way:Let us assume that a 
ustomer has a SET-enabled browser, su
h as Nets
apeor Mi
rosoft's Internet Explorer, and that the transa
tion provider (bank, store,et
.) has a SET-enabled server.1. The 
ustomer opens a Master
ard or Visa bank a

ount. Any issuer of a
redit 
ard is some kind of bank.2. The 
ustomer re
eives a digital 
erti�
ate. This ele
troni
 �le fun
tionsas a 
redit 
ard for online pur
hases or other transa
tions. It in
ludes apubli
 key with an expiration date. It has been through a digital swit
hto the bank to ensure its validity.3. Third-party mer
hants also re
eive 
erti�
ates from the bank. These 
er-ti�
ates in
lude the mer
hant's publi
 key and the bank's publi
 key.
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ustomer pla
es an order over a Web page.5. The browser of the 
ustomer re
eives and 
on�rms that the mer
hant isvalid from its 
erti�
ate.6. The browser sends the order information. This message is en
rypted withthe mer
hant's publi
 key, the payment information, whi
h is en
ryptedwith the bank's publi
 key (whi
h 
annot be read by the mer
hant),and information that ensures the payment 
an only be used with thisparti
ular order.7. The mer
hant veri�es the 
ustomer by 
he
king the digital signature onits 
erti�
ate. This may be done by referring the 
erti�
ate to the bankor to a third-party veri�er.8. The mer
hant sends the order message to the bank. This in
ludes thebank's publi
 key, the 
ustomer's payment information (whi
h the mer-
hant 
annot de
ode), and the mer
hant's 
erti�
ate.9. The bank veri�es the mer
hant and the message. The bank uses the digitalsignature on the 
erti�
ate with the message and veri�es the payment partof the message.10. The bank digitally signs and sends authorization to the mer
hant, who
an then �ll the order.The set of parti
ipants in a SET proto
ol are represented in �gure 4.6.Cardholder A 
ardholder uses a payment 
ard that has been issued by theIssuer. SET ensures that the intera
tions of 
ardholder with the mer
hantand the payment 
ard information remain 
on�dential.Issuer It is a �nan
ial institution. It establishes an a

ount for the 
ardholder.It also issues the payment 
ard. The Issuer also guarantees payment forauthorized transa
tions using the payment 
ard.Mer
hant The mer
hant o�ers goods or servi
es in ex
hange for a payment.In order to a

ept payment 
ards the mer
hant must have a relationshipwith an A
quirer.
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Figure 4.6: Parti
ipants in a SET proto
ol & their Intera
tions.A
quirer A �nan
ial institution that establishes an a

ount with a mer
hantand pro
ess payment 
ard authorizations and payments.Payment Gateway It is a devi
e operated by an A
quirer or a designatedthird party that pro
esses mer
hant payment messages, in
luding pay-ment instru
tions from 
ardholders.Brand Finan
ial Institutions 
ame up with payment 
ard brands in order toprote
t and advertise the brand. It 
reates an atmosphere 
ondu
ive toestablishing and enfor
ing rules for use and a

eptan
e of their respe
tivepayment 
ards. It also provides a network to inter
onne
t the �nan
ialinstitutions.Third Parties Issuers and A
quirers sometime assign pro
essing of payment
ard transa
tions to these third-party pro
essors. [134℄On
e we have des
ribed the proto
ol, we 
an validate the proto
ol withUPPAAL and RAPTURE, after translating it.
Modelling, Validating, Translating and Verifying in UPPAAL and RAPTURETo model this proto
ol in UPPAAL we have used the formal des
ription thatis available at http://www.set
o.org [134, 135, 136℄. In �gures 4.7,4.8,4.9 and4.10 we 
an see the main pro
esses involved in the proto
ol.
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Start Register_requested Register_Acepted Form_Requested

InitPurc_requested
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Figure 4.7: CardHolder Template.
InitMerc InitMerc_requested RegForm_Received CertMErc_Requested CertMerc_received

InitPur_RequestedInitPur_Acepted

Purchase_requested

Purchase_Acepted

Mercauthor_requested Mercauthor_responded Mercauthor_processed
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ini_autor

end

req_merc! send_regform? req_certmerc! send_certmerc?

resp_inic!req_pur?resp_pur!

resp_autor?
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req_autor! Figure 4.8: Mer
hant Template.
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Cert_received

Ini_requested RegForm_generated
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in_req?

send_for!req_certif?

send_cert!

send_regform!
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acep_reg!

for_req?
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Figure 4.9: Certi�
ate Authority Template.
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init_Gateway Merchauthor_requested

Mercaucthor_processedMercauthor_responded

req_autor?

resp_autor!Figure 4.10: Payment Gateway Template.Then, we start by 
he
king that the model we have 
onstru
ted satis�es theexpe
ted behavior. This task is a

omplished by simulation. Simulations aremade by 
hoosing di�erent transitions and delays along the system evolution.At any moment during the simulation, we 
an see the variable values and theenabled transitions. Thus, we 
an 
hoose the next transition to be exe
uted.But we have also the possibility to make an automati
 exe
ution, and thus, thesystem evolves by exe
uting transitions and delays whi
h are sele
ted randomly.Then, with respe
t to our model of the SET proto
ol, our main goal in thevalidation phase is to 
he
k the 
orre
tness of the message �ow, taking intoa

ount the proto
ol de�nition. We have made a number of simulations; andwe have 
on
luded that the system design satis�es the expe
ted behavior interms of the message �ow between the Client and the Server.To verify the proto
ol in UPPAAL we must establish the properties thatthe model must ful�ll. We have divided these properties into three 
lasses:Safety, Liveness and Deadlo
ks. These properties are spe
i�ed by means of aTemporal Logi
. The temporal Logi
 used by UPPAAL is des
ribed in [92℄.Safety Properties allow us to 
he
k if our model satis�es some se
urityrestri
tions. In our 
ase study the main safety properties are:
• A Mer
hant 
annot start the identi�
ation pro
ess if CardHolder has notstarted the identi�
ation pro
ess:
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∀�CardHolder.RegisterRequested⇒

Merchant.InitMercRequested (4.9)
• A Certi�
ate Authority sends the registration form immediately after theMer
hant starts the identi�
ation:

∀♦(Merchant.InitMercRequested⇒

CertificateAuthority.RegFormReceive) (4.10)
• A Payment Gateway 
annot �nish authorization if the Mer
hant has notrequested:

∀�Merchant.InitAuthority ⇒

PaymentGateway.MerchAuthorResponded (4.11)Liveness Properties 
he
k that our model 
an evolve in the right order.Liveness Properties for our model are simple. If a CardHolder sends the mes-sage Register Request, some time later, we must obtain the message Pur
haseA

epted. Translating this into Temporal Logi
 we obtain:
CardHolder.RegisterRequested −→

CardHolder.PurchaseAccepted (4.12)On the other hand, if a Mer
hant sends a registered request, some timelater, the Certi�
ate Authority sends a 
erti�
ate.
CertificateAuthority.RegisterRequested−→

CertificateAuthority.CertMercReceived (4.13)Deadlo
ks are 
lear restri
tions, whi
h 
an be 
he
ked by:
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∀�¬Deadlock (4.14)These properties has been veri�ed by the UPPAAL veri�er engine with ana�rmative response to them.



CHAPTER 5
Design and Verification of Web

Services

5.1 IntroductionA Web Servi
e is an autonomous, standards-based 
omponent whose publi
 in-terfa
es are de�ned and des
ribed using XML [85℄. Other systems may intera
twith a Web Servi
e in a manner pres
ribed by its de�nition, using XML basedmessages 
onveyed by Internet proto
ols. Web Servi
es spe
i�
ations o�er a
ommuni
ation bridge between the heterogeneous 
omputational environmentsused to develop and host appli
ations. The future of E-Business appli
ations re-quires the ability to perform long-lived, peer-to-peer 
ollaborations between theparti
ipating servi
es, within or a
ross the trusted domains of an organization.The Web Servi
e ar
hite
ture sta
k targeted for integrating intera
ting ap-pli
ations 
onsists of the 
omponents shown in Fig. 5.1.The Web Servi
es Choreography spe
i�
ation [85℄ is aimed at the 
ompo-sition of interoperable 
ollaborations between any type of party regardless ofthe supporting platform or programming model used by the implementation ofthe hosting environment. Figure 5.2 illustrates the relationship between WS-CDL, the 
horeography layer and the or
hestration layer (WS-BPEL), taking
105
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TrasportHTTP, BEEP, IIOP, JMS, SMTP
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Business Process Languages:
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Business Collaboration Language:
Choreography Description Language

Figure 5.1: The Sta
k Proto
ol for Web Servi
es
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Figure 5.2: Relationship between WS-CDL and WS-BPEL.an or
hestra as a metaphor of this relation. The key do
ument is the dire
tors
ore, whi
h 
orresponds to the WS-CDL do
ument, in whi
h ea
h parti
ipantis represented as well as the time it enters into a
tion. Furthermore, the wind,per
ussion and strings s
ores 
orrespond to the WS-BPEL do
uments, whi
hshow the behavior of ea
h parti
ular group.In Web Servi
es the design phase is the most important phase for Chore-ography and Or
hestration layers. These layers des
ribe the behaviors of ea
hparti
ipant in a Web Servi
e. In brief the Choreography des
ribes the generalbehavior and the Or
hestration des
ribes ea
h parti
ular behavior. Thus an im-portant goal is the validation and Veri�
ation of these layers in order to prooftheir 
orre
tness.The veri�
ation pro
ess must play an important role in Web Servi
es devel-opment. However, it is ne
essary to noti
e that due to the wide range of systemsthat Web Servi
es are applied to, it is mandatory to 
he
k the di�erent systems
hara
teristi
s and a 
riti
al 
hara
teristi
 of numerous systems is related withtime 
onstraints. Thus, it be
omes important for Web Servi
es frameworks toensure the 
orre
tness of systems with time 
onstraints. For instan
e, we 
an
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eive a large ele
troni
 funds transfer on time,whi
h may result in huge �nan
ial losses. Then, there is growing 
onsensusthat the use of formal methods, development methods based on some formal-ism, 
ould have signi�
ant bene�ts in developing E-business systems due tothe enhan
ed rigor these methods bring [70℄. Furthermore, these formalismsallow us to reason with the 
onstru
ted models, analysing and verifying someproperties of interest of the des
ribed systems.
5.2 Designing Correct Web Services

5.2.1 What is a “correct´´ Web Service?Before introdu
ing the reader in our methodology proposal, we must de�newhat is a �
orre
t Web Servi
e":We say that a Web Servi
e is 
orre
t if it is welldesigned, in the sense that it has been 
he
ked forpotential design errors.We 
lassify the potential design errors into di�erent types, spe
i�
 and gen-eral, whi
h are de�ned as follows:1. Spe
i�
, i.e., errors that are 
he
ked via properties that are spe
i�
 to the
urrent appli
ation.2. General, i.e., errors related to general 
hara
teristi
s su
h as 
on
urren
y,quality of servi
e, time response, se
urity, et
.
5.2.2 How can we generate “correct´´ Web Services?In the generation of Web Servi
es [50℄ as in the generation of any softwaresystem it is ne
essary to apply a methodology 
overing every phase of the life
y
le. The methodology that we propose 
onsists of the following phases:

• System analysis: In this �rst phase the goal is to 
apture and spe
ifythe requirements that the system must ful�l.
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ANALYSYS

DESIGN

CHOREOGRAPHIES

WS-CDL

VERIFICATION
VIA

MODEL CHECKING
(UPPAAL)

TIMED
AUTOMATA

+
KAOS PROPT.

ORCHESTRATIONS

WS-BPELFigure 5.3: Proposed methodology for the design of �
orre
t" WS.
• System design: In this phase we use the provided information from theprevious phase in order to design the system.
• Model generation & veri�
ation: This phase is fo
used on the mod-eling and veri�
ation of the designed system in order to prove its 
or-re
tness. The properties to verify are 
aptured in the System analysisphase.
• Web Servi
es generation: On
e the design have been 
he
ked, WebServi
es are automati
ally generated, by using some tool.In the analysis phase we have used a te
hnology based on goal modelsperforming requirement engineering, whi
h is named KAOS. In the design phasewe use the Uni�ed Modeling Language (UML) 2.0. These UML diagrams areused to des
ribe and spe
ify the 
horeographies, whi
h will be translated intotimed automata for veri�
ation purposes. Figure 5.3 depi
ts a diagram thatshows the di�erent phases of the proposed methodology.
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5.3 System AnalysisThe requirements of the system are 
olle
ted in this phase. However, they mustbe expressed in a standardized manner. There are several languages, graphi
aldiagrams, et
. to perform it, but we apply those that allow us to 
apture in aproper way the time requirements. Thus, in this phase we use the goal-orientedrequirements engineering.The key a
tivity in goal-oriented requirements engineering is the 
onstru
-tion of the goal model. Goals are obje
tives the system under 
onstru
tionmust a
hieve. Goal formulations thus refer to intended properties to be en-sured. They are formulated at di�erent levels of abstra
tion from high-level,strategi
 
on
erns to low-level te
hni
al 
on
ern.Goal models also allow analysts to 
apture and explore alternative re�ne-ments for a given goal. The resulting stru
ture of the goal model is an AND-OR graph. The spe
i�
 goal-oriented framework 
onsidered here is the KAOSmethodology [41, 117, 44, 89℄ whi
h uses a two level language: (1) an outer semi-formal layer for 
apturing requirements engineering 
on
epts, stru
turing andpresenting them; (2) an inner formal assertion layer for their pre
ise de�nitionand for reasoning about them.A goal is a 
on
rete requisite about some system that requires the 
oop-eration between di�erent parties, whi
h are 
alled agents. Agents are a
tive
omponents that play a role towards goal satisfa
tion. Goals may refer to ser-vi
es to be provided (fun
tional goals) or to the quality of servi
e (non-fun
ionalgoals).To Build Goal Models, Goals are organized in AND/OR re�nement-abstra
tionhierar
hies where higher-level goals are in general strategi
, 
oarse-grained andinvolve multiple agents whereas lower-level goals are in general te
hni
al, �ne-grained and involve fewer agents. In su
h stru
tures, AND-re�nement linksrelate a goal to a set of subgoals (
alled re�nement) possibly 
onjoined withdomain properties; this means that satisfying all subgoals in the re�nement isa su�
ient 
ondition in the domain for satisfying the goal, (Figure 5.4). OR-re�nement links may relate a goal to a set of alternative re�nements, (Figure5.5).
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Requirement

SubReq1 SubReq2

And-refinement

Figure 5.4: And-re�nement goal model
Requirement

SubReq1 SubReq2

Or-refinement

Figure 5.5: Or-re�nement goal model



112 Chapter 5 Design and Verification of Web ServicesA requirement is a terminal goal under responsibility of an agent in thesoftware-to-be; an expe
tation is a terminal goal under responsibility of an agentin the environment. Goals pres
ribe intended behaviors; they are optionallyformalized in a real-time temporal logi
 that we have shown before in subse
tion3.2.3. Keywords su
h as A
hieve (rea
hability), Avoid (not safety), Maintain(safety), possibly always, inevitably and unbounded response, are used to namegoals a

ording to the temporal behavior pattern they pres
ribe. They aredepi
ted in the goal model as follows:Temporal Behavior Goal Model RepresentationMaintain (Safety) A[ ℄ ϕ RequirementA
hieve (Rea
hability) E <>

ϕ

Requirement

Possibly Always E[ ℄ ϕ RequirementInevitably A <> ϕ

Requirement

Unbounded Response ϕ−− >

ψ

RequirementFigure 5.6 shows a goal model fragment of an air
raft 
ontrol system. Thegoal Maintain (safety) [SafeDoors℄ is re�ned by two OR-re�nement links thatinherit the safety behavior. The �rst, leaf goal Maintain[DoorsLo
kedWhileMoving℄,may be annotated with the following temporal logi
 assertion stating that inevery future state the plane doors shall be lo
ked when the plane is moving:
A[ ℄ (Plane.Moving∧Doors.Locked). The se
ond, leaf goal Maintain Inevitably[DoorUnlo
kedWhenEmergen
y℄, may be annotated with te following temporal
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EffectivePassengerAeroTransportation

SafeAeroTransportation RapidTransportation

NoPlaneCollision
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Land&TakeOff
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Go

And-refinement

Or-refinement

AchieveMaintain PossiblyAlways

Unbound
Respond

Inevitably

Figure 5.6: Portion of a goal graph for a air
raft 
ontrol systemlogi
 assertion stating that in every future state the plane doors shall be un-lo
ked when an emergen
y o

ur: A <> Plane.Emegency ∧Doors.Unlocked.The alternative re�nement for the safety subgoal [NoPlaneCollisionOnTake-O�&Landing℄ whi
h leads to totally di�erent designs when re�ned: blo
k-baseddesign for NoPlainIn - SameRunway and speed 
ontrol design for WorstCase-FlyToFlyDelayMaintained,
A[℄ ¬(Runway.Ocduppied) and
A[℄ Runway.F lyToF lyClock < FlyToF lyDelay, respe
tively.The leaf goal [NoDelays℄ spe
i�es the intended behavior of "Possibly Always,the air
raft 
ontrol does not su�er delays" that is de�ned by the formula
E[℄ ¬(AircraftControlSystem.Delay)The temporal behavior for the progression of planes is spe
i�ed by theA
hieve (rea
hability) subgoal [PlaneProgress℄ that is re�ned by two subgoalsthat inherit the a
hieve behavior: [Land&TakeO�WhenSignal℄ and [SignalSetGo℄de�ned by E <> (Plane.LandorP lane.TakeOff)∧ Signal.Go and
E <> Plane.Ready−− > Signal.Go
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ts or entities whi
h may be in
rementally designed fromgoal spe
i�
ations to produ
e a stru
tural model of the system that we will seein the next subse
tion by using UML diagrams. Obje
ts have states de�ned bythe values of their attributes and asso
iations to other obje
ts. In the aboveformalization of the goal DoorsLo
kedWhileMoving, Moving and doorsState areattributes of the Train and doors entities that will be de
lared in the systemdesign.
5.4 System DesignThe system design phase is aimed in the system des
ription that identify and
apture ea
h parti
ular behavior. In software engineering the Uni�ed ModelingLenguaje (UML) diagrams is a well known tool for the design phase. UML 2.x[3℄ 
onsiders thirteen di�erent diagrams for software development. They 
an bedivided into three groups:

• Behavior diagrams. A type of diagram that depi
ts behavioral features ofa system or business pro
ess. This in
ludes a
tivity, state ma
hine, anduse 
ase diagrams as well as the four intera
tion diagrams.
• Intera
tion diagrams. A subset of behavior diagrams whi
h emphasizeobje
t intera
tions. This in
ludes 
ommuni
ation, intera
tion overview,sequen
e, and timing diagrams.
• Stru
ture diagrams. A type of diagram that depi
ts the elements of aspe
i�
ation that are irrespe
tive of time. This in
ludes 
lass, 
ompositestru
ture, 
omponent, deployment, obje
t, and pa
kage diagrams.Our interest is fo
used on the behavior and intera
tion diagrams, be
ausewith them we are able to 
apture the main features of systems with time restri
-tions and, moreover, are easily translated to 
horeography and or
hestrationlayers. More spe
i�
ally, we are interested in the sequen
e and a
tivity dia-grams, be
ause they 
an represent the message �ow in time and the behaviorof several pro
esses, respe
tively.These diagrams are de�ned as follows:
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e Diagram models the sequential logi
, in e�e
t the timeordering of messages between 
lassi�ers."Sequen
e Diagrams of UML 2.x (Obje
t Management Group 2003) modelthe logi
 �ow of the system in a visual manner, enabling the designer bothto do
ument and validate the logi
. Sequen
e diagrams are used to 
ap-ture the dynami
 behavior of the system, together with other diagrams,like a
tivity diagrams, 
ommuni
ation diagrams, timing diagrams, andintera
tion overview diagrams.Figure 5.7 depi
ts an example of a sequen
e diagram. There are threeparti
ipants in this diagram: alpha, beta and gamma. These entitiesare represented by using obje
ts and the 
ommuni
ation pro
esses arerepresented by using di�erent types of arrows request, response and re-quest&response. The broken line that starts from ea
h obje
t representsthe line of time. The labeled boxes 
hoi
e1, 
hoi
e2, parallel and workunitrepresent three di�erent types for 
ontrol. Choi
es one and two representtwo options, only one of them 
ould be performed. The parallel box rep-resents intera
tions that 
ould be performed in parallel. And �nally, aworkunit represents a set of intera
tions that are within a loop that hasa guard and a repeat 
ondition. In the se
ond 
hoi
e there is an edgelabeled with �Clo
k x < 5", representing an intera
tion that must o

urbefore the 
lo
k x rea
hing the value of �ve units.2. �The A
tivity Diagram depi
ts high-level business pro
esses, in
ludingdata �ow, or to model the logi
 of 
omplex logi
 within a system."A
tivity diagrams of UML 2.x (Obje
t Management Group 2003) are typ-i
ally used for business pro
ess modeling, for modeling the logi
 
apturedby a single use 
ase or usage s
enario, or for modeling the detailed logi
of a business rule. In many ways UML a
tivity diagrams are the obje
t-oriented equivalent of �ow 
harts and data �ow diagrams (DFDs) fromstru
tured development.Figure 5.8 depi
ts an example of an a
tivity diagram. The �lled 
ir
lerepresents the beginning of one a
tivity. The a
tivities are represented by
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Figure 5.7: A sequen
e diagram with three obje
ts
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Figure 5.8: A basi
 a
tivity diagram
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WS-CDL

Choreography

WS-CDL

Choreography
XSLT

Time Constraints
& Model CheckingFigure 5.9: Translation from WSCDL into Timed Automatausing round boxes. Transitions between a
tivities are depi
ted with ar-rows, and syn
hronizations by gross lines. A diamond shows two possibleoutputs from the a
tivity study, either a positive or a negative output.The time restri
tion is 
aptured by a 
lo
k that is a
tive when the dateis �rst of July. The boxes 
all taxi and taxi arrived are signals that aresent to environment entities. Con
entri
 
ir
les are used to represent theend of a
tivities.

5.5 Translation from WS-CDL into Timed AutomataFigure 5.9 depi
ts the translation pro
ess. For this purpose, we must �rst an-alyze the WS-CDL do
uments in order to identify the 
ommon points sharedbetween them. The �rst stage is to obtain the general stru
ture des
ribing thesystem that we are analyzing. In timed automata, this stru
ture is de�ned bythe so-
alled System, whi
h 
onsists of the individual pro
esses that must beexe
uted in parallel. Ea
h one of these pro
esses is de�ned by using a template.Templates are used to des
ribe the di�erent behaviors that are available in thesystem.Then, for ea
h 
omponent of a WS-CDL des
ription we have the following
orresponden
e in timed automata (see Fig. 5.10 for a s
hemati
 presentationof this 
orresponden
e):Roles : These are used to des
ribe the behavior of ea
h type of party that weare using in the 
horeography. Thus, this de�nition mat
hes with de�ni-tion of a template in timed automata terminology.



5.5 Translation from WS-CDL into Timed Automata 119Relation types : These are used to de�ne the 
ommuni
ations between tworoles, and the 
hannels needed for these 
ommuni
ations. In timed au-tomata we just need to assign a new 
hannel for ea
h one of these 
han-nels, whi
h are the parameters of the templates that take part in the
ommuni
ation.Parti
ipant types : These de�ne the di�erent parties that parti
ipate in the
horeography. In timed automata they are pro
esses parti
ipating in thesystem.Channel types : A 
hannel is a point of 
ollaboration between parties, to-gether with the spe
i�
ation of how the information is ex
hanged. Asmentioned above, 
hannels of WS-CDL 
orrespond with 
hannels of timedautomata.Variables : They are easily translated, as timed automata in UPPAAL sup-port variables, whi
h are used to represent 
ertain information.Now the problem is to de�ne the behavior of ea
h template. This behavioris de�ned by using the information provided by the �ow of 
horeographies.Choreographies are sets of workunits or sets of a
tivities. Thus, a
tivities andworkunits are the basi
 
omponents of the 
horeographies, and they 
apturethe behavior of ea
h 
omponent.A
tivities 
an be obtained as result of a 
omposition of other a
tivities,by using sequential 
omposition, parallelism and 
hoi
e. In terms of timed au-tomata these operators 
an be easily translated:
• The sequential 
omposition of a
tivities is translated by 
on
atenatingthe 
orresponding timed automata.
• Parallel a
tivities are translated by the 
artesian produ
t of the 
orre-sponding timed automata.
• Choi
es are translated by adding a node into the automata whi
h is 
on-ne
ted with the initial nodes of the alternatives.Finally, time restri
tions are asso
iated in WS-CDL with workunits andintera
tion a
tivities. These time restri
tions are introdu
ed in timed automata
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ipant Type = Pro
ess+Channel Type = ChannelVariables = VariablesChoreography = Choreography+ | A
tivityA
tivity = Work Unit | Sequen
e | Parallelism | Choi
eSequen
e = A
tivity+Parallelism = A
tivity+Choi
e = A
tivity+Work Unit = State & Guard & Invariantwhere the symbols +, | are BNF notation,em and & is used to join informationFigure 5.10: S
hemati
 view of the translationby means of guards and invariants. Therefore, in the 
ase of a workunit ofan a
tivity having a time restri
tion we asso
iate a guard to the edge that
orresponds to the initial point of this workunit in the 
orresponding timedautomaton.In the appendixes we show the XSLT rules used for the translation pro
ess,as well as an WS-CDL example.
5.6 Case StudiesWe introdu
e in this se
tion two examples that 
larify the methodology thatwe have des
ribed in the 
hapter. The �rst one is a pur
hase via Internet andthe se
ond one is a more 
omplex system of a travel reservation system.Some examples of the use of WS-CDL and WS-BPEL 
an be found in[22, 21, 51℄. The se
ond 
ase study that we are going to use to illustrate how thetranslation works is 
losely linked to [51℄, where this parti
ular 
ase study wasused to illustrate how timed automata 
an be used for the formal veri�
ationof properties for WS-CDL do
uments.
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CUSTOMER

SELLER

CARRIER

Order Contact

DeliverFigure 5.11: Internet Pur
hase Pro
ess
5.6.1 Basic Use Case: Internet Purchase

Use Case DescriptionThis example is based upon a typi
al pur
hase pro
ess that uses Internet asbusiness 
ontext for a transa
tion. There are three a
tors in this example: a
ustomer, a seller and a 
arrier.The Internet pur
hase works as follows: �A 
ustomer wants to buy a produ
tby using Internet. There are several sellers that o�ers di�erent produ
ts inInternet Servers based on Web-pages. The 
ustomer 
onta
ts a seller in orderto buy the desired produ
t. The seller 
he
ks the sto
k and 
onta
ts with a
arrier. Finally, the 
arrier delivers the produ
t to the 
ustomer."Figure 5.11 depi
ts the diagram that represents this pur
hase pro
ess. Thispro
ess 
onsists of three parti
ipants: the 
ustomer, the seller and the 
arrier.The behavior of ea
h parti
ipant is de�ned as follows:
• Customer: He 
onta
ts with the seller to buy a produ
t. He must send tothe seller the information about the produ
t and the payment way. Afterthe payment, he waits for re
eiving the produ
t from a 
arrier within theagreed time, twenty four hours.
• Seller: He re
eives the 
ustomer order and the payment way. The seller
he
ks if the sto
k is enought to deliver the order and sends an a

eptan
enoti�
ation to the 
ustomer . If there is sto
k to deliver the order, thenhe 
onta
ts with a 
arrier to deliver the produ
t.



122 Chapter 5 Design and Verification of Web Services

CorrectInternetPurchase

NoDelays SatisfiedCustomer

DeliverOnTime

And-refinement

AchieveMaintain

Inevitably

Efficient
Service

Unbound
Respond

PickUpOnTime
RapidService

Or-refinement

Figure 5.12: The goal-model for the Internet Pur
hase Pro
ess
• Carrier: He pi
kups the order and the 
ustomer information in order todeliver the produ
t to the 
ustomer. The interval to deliver the produ
tis the time that the seller has stipulated, one day.Note that the main temporal 
onstraint is the time to deliver the produ
t.This interval starts when the seller a

epts the order and �nishes when the
arrier delivers the produ
t. The interval has been �xed on 24 hours, one day.

System AnalysisWe must identify the 
ru
ial requirements for the Internet pur
hase pro
ess thatwe have des
ribed above. We have identi�ed two di�erent kinds of requirements.One kind refers to the obligation that both the seller and 
arrier have agreed todeliver the produ
t on time, and the other one refers to the quality of servi
e.The time restri
tion establishes that the seller and 
arrier have twenty fourhours to deliver the produ
t. So, the seller must prepare the order for the 
arrierto send the produ
t within the interval.The servi
e quality is determined by two di�erent requirements that are
lose linked. The servi
e must be rapid and also e�
ient. Due this 
lose re-lationship between these two requirements if one of them is ful�lled then theother is ful�lled too.Figure 5.12 depi
ts the goal-model that we have developed for this example.The root goal �Corre
tInternetPur
hase" is de
omposed into two subgoals by
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h means that ea
h one must be ful�lled in order toa
hieve the root goal.The �rst one, �NoDelays", that is of type �maintain", is re�ned by anotherAnd-re�nement with two leaf goals that inherit the maintain 
hara
ter. The �rstleaf goal �Pi
kupOnTime" is of type �Unbound Respond". This goal representsthe situation that the 
arrier must pi
k up the order on time and is formalizedas follows:
Customer.WaitOrder −− >

(Carrier.P ickUp ∧Clockdeliver < 24hours) (5.1)The se
ond leaf goal �DeliverOnTime" is of type �Inevitably" and spe
i�esthat the 
arrier must deliver the order on time. The goal is de�ned as follows:
A <> (Carrier.Deliver ∧ Clockdeliver < 24hours) (5.2)The se
ond one, �Satis�edCustomer", of type �A
hieve", is formed by twoleaf goals. These leaf goals re�ne the parent goal by an Or-re�nement, whi
hmeans that if one of them is satis�ed then the parent goal is satis�ed too. Theleaf goal �RapidServi
e", that determines that the 
ustomer will re
eive theorder on time, is spe
i�ed as follows:

E <> (Customer.ReceiveOrder ∧ Clockdeliver < 24hours) (5.3)The leaf goal �E�
ientServi
e" has the behavior of an "Unbounded Re-sponse" requirement. This goal represents that when the seller a

epts theorder, then in the future, the 
ustomer will re
eive the order. This goal is for-malized as follows:
Seller.AcceptOrder − − > Customer.ReceiveOrder (5.4)

System DesignIn this phase we use the sequen
e and a
tivity diagrams to represent the re-lationship between the parti
ipants and the parti
ular behavior of ea
h one of
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Figure 5.13: The sequen
e diagram for a pur
hase pro
ess by Internetthem. These diagrams are based on the requirements and system de�nition thatwe have seen before.Figure 5.13 depi
ts the sequen
e diagram of our example. This diagramshows the messages ex
hanged between the three parti
ipants. Ea
h messageis labeled with the information that is ex
hanged during the 
ommuni
ationpro
ess. The three parti
ipants are represented by using obje
ts and the 
om-muni
ation pro
esses are represented by using di�erent types of arrows.The broken line that starts from ea
h obje
t represents the line of time. Theintera
tion frame that is labeled with the word loop represents an entire lo
u-tion between all the parti
ipants that is performed in an in�nite loop. Finally, itis also possible to appre
iate the time 
onstraints between two messages, whi
his represented by using a broken line and a label des
ribing the 
onstraint.Figure 5.14 depi
ts the a
tivity diagram. This diagram shows the a
tivitiesthat are performed by the parti
ipants during the Internet pur
hase pro
ess.We 
an see three pro
ess separated by verti
al lines, the 
ostumer, the sellerand the 
arrier.The �lled 
ir
le represents the beginning of one a
tivity. The a
tivities thatea
h pro
ess perform are represented by using rounded boxes. Transitions be-tween a
tivities are depi
ted with arrows, and syn
hronizations by gross lines.
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Figure 5.14: The a
tivity diagram for a pur
hase pro
ess by InternetA diamond shows two possible outputs from the a
tivity 
he
k sto
k, either apositive or a negative output. The time restri
tion is 
aptured by a 
lo
k thatis reset when the 
he
k sto
k a
tivity has �nished with a positive response, anddetermines the interval in whi
h the syn
hronization is available. Con
entri

ir
les are used to represent the end of a
tivities.
WS-CDL DocumentsThe UML sequen
e and a
tivity diagrams of Fig. 5.13 and 5.14 show the in-tera
tion and behavior of ea
h one of the parti
ipants. The sequen
e diagramestablishes the �ow 
ontrol of the pur
hase pro
ess (intera
tions, 
hoi
es andparallelism), while the a
tivity diagram establishes the 
on
rete behaviors (time
onstraints, a
tivities, et
).Figure 5.15 shows a pie
e of the WS-CDL spe
i�
ation 
orresponding tothis pur
hase pro
ess, whi
h has been obtained from these UML diagrams. The
omplete spe
i�
ation is available in Appendix B.
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<intera
tion name="
reatePO" 
hannelVariable="tns:seller-
hannel"operation="handlePur
haseOrder" align="true" initiate="true"><parti
ipate relationshipType="tns:CostIntSellCarrRS"fromRole="tns:Customer" toRole="tns:Seller"/><ex
hange name="request" informationType="tns:pur
haseOrderType"a
tion="request"><send variable="
dl:getVariable("tns:pur
haseOrder", "", "")" /><re
eive variable="
dl:getVariable("tns:pur
haseOrder", "", "")"re
ordReferen
e="re
ord-the-
hannel-info" /></ex
hange><ex
hange name="response" informationType="pur
haseOrderA

epted"a
tion="respond"><send variable="
dl:getVariable("tns:pur
haseOrderA

eted","","")"/><re
eive variable="
dl:getVariable("tns:pur
haseOrderA

epted","","")"/></ex
hange><ex
hange name="NoSto
kA
kEx
eption" informationType="NoSto
kA
kType"a
tion="respond"><send variable="
dl:getVariable('tns:NoSto
kA
k', '', '')"
auseEx
eption="true" /><re
eive variable="
dl:getVariable("tns:NoSto
kA
k","","")"
auseEx
eption="true"/></ex
hange><re
ord name="re
ord-the-
hannel-info" when="after"><sour
e variable="
dl:getVariable("tns:pur
haseOrder,"","PO/CustomerRef")"/><target variable="
dl:getVariable("tns:
ustomer-
hannel", "", "")"/></re
ord><re
ord name="reset-
lo
k" when="after"><sour
e variable="00:00"/><target variable="
dl:getVariable("tns:Clo
k1", "", "")"/></re
ord></intera
tion><intera
tion name="Pi
kUpProdu
tPO" 
hannelVariable="tns:deliver-
hannel"operation="Pi
kUpPur
haseOrder" align="true" initiate="true"><parti
ipate relationshipType="tns:CustIntSellCarrRS"fromRole="tns:Seller" toRole="tns:Carrier"/><ex
hange name="request"informationType="tns:pur
haseOrderType" a
tion="request"><send variable="
dl:getVariable("tns:pur
haseOrder", "", "")" /><re
eive variable="
dl:getVariable("tns:pur
haseOrder", "", "")"re
ordReferen
e="re
ord-the-
hannel-info" /></ex
hange></intera
tion><intera
tion name="DeliverProdu
tPO" 
hannelVariable="tns:
ustomer-
hannel"operation="DeliverProdu
tOrder" align="true" initiate="true"><parti
ipate relationshipType="tns:CostIntSellCarrRS"fromRole="tns:Carrier" toRole="tns:Customer"/><ex
hange name="request" informationType="tns:pur
haseOrderType"a
tion="request"><send variable="
dl:getVariable("tns:pur
haseOrder", "", "")" /><re
eive variable="
dl:getVariable("tns:pur
haseOrder", "", "")"re
ordReferen
e="re
ord-the-
hannel-info" /></ex
hange><timeout time-to-
omplete="
dl:minor(
dl:getVariable("tns:Clo
k1","",""),"24:00")"/>?</intera
tion>Figure 5.15: WS-CDL intera
tion spe
i�
ation of the Internet pur
hase pro
ess
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Start WaitAcceptance

WaitOrderReceiveOrder

custosell!

PurchaseOrderID := 3 custosell?

carrtocus?

purchaseaccepted == true
x := 0

purchaseaccepted==false

Figure 5.16: The 
ustomer automaton
Start

CheckStock

AcceptOrder

custosell?

purchaseorder := PurchaseOrderID,
purchaseaccepted := false

purchaseaccepted == true

selltocarr!

purchaseaccepted := true

custosell!
custosell!

purchaseaccepted := false

Figure 5.17: The seller automaton
Timed Automata Generation and VerificationIn se
tion 5 we introdu
e some rules for translating WS-CDL do
uments intotimed automata (XML �les that are a

epted by UPPAAL). Thus, by applyingthese rules we obtain three timed automata: one 
orresponding to the 
us-tomer (Fig. 5.16), another one to the seller (Fig. 5.17) and the last one to the
arrier (Fig. 5.18).On
e we have obtained these timed automata, we 
an use the veri�er of UP-PAAL in order to 
he
k the properties that were identi�ed. Noti
e that theseproperties must be adapted to 
onsider the parti
ular names of variables and
lo
ks that are used in UPPAAL. For instan
e, the �rst property �Pi
kupOn-Time" (5.1) is rewritten as follows:
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Deliver PickUp

x < 24

selltocarr?

carrtocus!Figure 5.18: The 
arrier automaton
Customer.WaitOrder −− > (Carrier.P ickUp ∧ x < 24) (5.5)The se
ond property, �DeliverOnTime" (5.2) is rewritten as:

A <> (Carrier.Deliverandx < 24) (5.6)The third property �Satis�edCustomer" (5.3) is rewritten as follows:
E <> (Customer.ReceiveOrderandx < 24) (5.7)The fourth property �E�
ientServi
e" (5.4) is rewritten as follows:

Seller.AcceptOrder −− > Customer.ReceiveOrder (5.8)Observe that the 
lo
ks Clockdeliver is renamed to x.We found an error in the veri�
ation of a property, 
on
retely on Property5.5 (Fig. 5.19). The problem appears when the seller sends the "a

eptorder",but he does not send the "Pi
kUp" message to the 
arrier within 24 hours.Then the 
arrier 
annot deliver the produ
t on time and the property is notful�lled.In order to 
orre
t this problem it is ne
essary to for
e the seller to sendthe "Pi
kUp" message on time. For that purpose, we add an invariant to theseller state "Che
kSto
k" labeled with x < 2. With this invariant the seller mustsend the message within 2 hours sin
e he sent the message "Pur
haseA

epted".
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Figure 5.19: The Uppaal tra
e for property 5.5Thus, the seller automaton would be repla
ed with the automaton depi
ted inFigure 5.20 and the WS-CDL iteration that represents it would be rewrittenas shown in Figure 5.6.1.
5.6.2 Travel Reservation System

System DefinitionThis system 
onsists of three parti
ipants: a Traveler, a Travel Agent and anAirline Reservation System, whose behavior is as follows:A Traveler is planning on taking a trip. On
e he has de
ided the 
on
retetrip he wants to make he submits it to a Travel Agent by means of his lo
al WebServi
e software (Order Trip ). The Travel Agent sele
ts the best itinerary a
-
ording to the 
riteria established by the Traveler. For ea
h leg of this itinerary,the Travel Agent asks the Airline Reservation System to verify the availabilityof seats (Verify Seats Availability ).
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Start
CheckStock

x < 2

AcceptOrder

custosell?

purchaseorder := PurchaseOrderID,
purchaseaccepted := false

purchaseaccepted == true

selltocarr!

purchaseaccepted := true

custosell!
custosell!

purchaseaccepted := false

Figure 5.20: Corre
ted Seller automaton
<intera
tion name="Pi
kUpProdu
tPO" 
hannelVariable="tns:deliver-
hannel"operation="Pi
kUpPur
haseOrder" align="true" initiate="true"><parti
ipate relationshipType="tns:CustIntSellCarrRS"fromRole="tns:Seller" toRole="tns:Carrier"/><ex
hange name="request"informationType="tns:pur
haseOrderType" a
tion="request"><send variable="
dl:getVariable("tns:pur
haseOrder", "", "")" /><re
eive variable="
dl:getVariable("tns:pur
haseOrder", "", "")"re
ordReferen
e="re
ord-the-
hannel-info" /></ex
hange><timeout time-to-
omplete="
dl:minor(
dl:getVariable("tns:Clo
k1","",""),"02:00")"/>?</intera
tion> Figure 5.21: Corre
ted intera
tion
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hoi
e of a

epting or reje
ting the proposeditinerary, and he 
an also de
ide not to take the trip at all.
• In the 
ase where he reje
ts the proposed itinerary, he may submit themodi�
ations (Change Itinerary ), and wait for a new proposal from theTravel Agent.
• In the 
ase where he de
ides not to take the trip, he informs the TravelAgent (Can
el Itinerary ) and the pro
ess ends.
• In the 
ase where he de
ides to a

ept the proposed itinerary (ReserveTi
kets ), he will provide the Travel Agent with his Credit Card informa-tion in order to properly book the itinerary.On
e the Traveler has a

epted the proposed itinerary, the Travel Agent
onne
ts with the Airline Reservation System in order to reserve the seats(Reserve Seats ). However, it may o

ur that at that moment no seat is availablefor a parti
ular leg of the trip, be
ause some time has elapsed from the momentin whi
h the availability 
he
k was made. In that 
ase the Travel Agent isinformed by the Airline Reservation System of that situation (No seats), andthe Travel Agent informs the Traveler that the itinerary is not possible (Notifyof Can
elation ).On
e the reservation is made the Travel Agent informs the Traveler (SeatsReserved ). However, this reservation is only valid for a period of one day, whi
hmeans that if a �nal 
on�rmation has not been re
eived in that period, the seatsare unreserved and the Travel Agent is informed. Thus, the Traveler 
an noweither �nalize the reservation or 
an
el it. If he 
on�rms the reservation (BookTi
kets ), the Travel Agent asks the Airline Reservation System to �nally bookthe seats (Book Seats ).A

ording to the previous des
ription, the high level �ow of the messagesex
hanged within the global pro
ess (whi
h is 
alled PlanAndBookTrip ) is thatshown in Fig. 5.22.

System AnalysisIn this phase we identify the main requirements that the system must ful�l.Figure 5.23 depi
ts the goal model for this study 
ase where the requirements
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Figure 5.22: Flow of the messages ex
hanged.are represented. In this �gure, the root requisite is spe
i�ed as Corre
t TravelReservation System and is re�ned with and AND-re�nement that 
onsists ofthree subgoals, System Behaves Properly, No Deadlo
ks and Customer Satis-fa
tion. The se
ond goal is de�ned as a �maintenan
e" goal and is spe
i�ed as:
A[℄ nodeadlo
ks.The �rst subgoal, System Behaves Properly, has a �maintenan
e" 
hara
-ter that is inherited by its subgoals in 
ase they do not have any 
hara
tersthemselves. This subgoal is re�ned by an AND-re�nement that 
onsists of twosubgoals whi
h 
he
k the reservation and booking subsystem. The reservationsubsystem goal, Corre
t Reservation System, 
aptures the requirements of Can-
el On Demand and Corre
t Seat Reservation. The booking subsystem goal,Corre
t Booking System, 
aptures the requirements of Booking Period is 24hours and Seats Booking When Payment.The Can
el On Demand subgoal has the 
hara
ter of an �inevitably" goal.This goal 
ontrols the 
ase in whi
h the TravelAgent always 
an
els the reser-vation on traveler's demand and is spe
i�ed as follows:
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CorrectTravelReservationSystem

SystemBehavesProperly

NoDeadlocks

CustomerSatisfaction

Itinerary
WhenRequest

ChangeItinerary
WhenRequest

ReceiveTickets
&Statement

CorrectReservt
System

CorrectBooking
System

CancelOn
Demand

Correct
SeatReservt

Booking
Period24hrs

SeatsBooking
WhenPayment

Traveler
ReceiveItinerary

TASendItinerary
OnPlanOrderFigure 5.23: Goal Model used for the Travel Reservation System

∀♦Traveler.CancelReservation→ (5.9)
(TravelAgent.CancelReservtRcv ∧

Airline.PerformCancel ∧

Airline.Clockx < 24)The Corre
t Seat Reservation (Corre
tSeatReservt) subgoal has the tempo-ral 
hara
ter of �possible always". This requisite is expressed by: �If the travelerperforms a reservation order, then the travel agent will send the order to theAirline and the Airline will perform the seat reservation", and is spe
i�ed asfollows:
∃♦Traveler.PerformReservation→ (5.10)
(TravelAgent.SendReservtOrder ∧

Airline.ReserveSeats∧

Airline.Clockx == 0)
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he
k the temporal restri
tions over the 
lo
k,
Airline.Clockx. Requirement 5.9 
he
ks the restri
tion that 
an
elation is per-formed within an interval of 24 hours sin
e the reservation has been performed,and 5.10 
he
ks that the 
lo
k must be reset when the reservation has beena

epted by the Airline.The Booking Period is 24 hours subgoal has not any 
hara
ter, althoughit inherits the �maintenan
e" 
hara
ter from System Behaves Properly. Thisrequirement establishes the interval in whi
h the booking pro
ess is available.This time interval is set to 24 hours.

∀�(TravelAgent.Booking ∧ (5.11)
Airline.ReceiveBoking ∧

Airline.ClockX <= 24)The Seats Booking When Payment goal has the �maintenan
e" 
hara
terand determines that the booking is 
arried out only if the traveler has madethe payment.
∀�Traveler.PerformPayment→ (5.12)

Airline.BookSeats ∧Airline.ClockX <= 24The se
ond subgoal, Customer Satisfa
tion, is re�ned by an AND-re�nementin three subgoals Itinerary When Request, Change Itinerary When Request andRe
eive Ti
kets & Statement. These three re�ned subgoals inherit the �a
hieve"
hara
ter from the previous Customer Satisfa
tion requirement.The subgoal Itinerary When Request is re�ned by an OR-re�ned in twosubgoals Traveler Re
eive Itinerary and TA Send Itinerary On Plan Order(Traveler Agent Send Itinerary When Re
eive the Plan Order). Remember thatit is enough that the system ful�ls one of the subgoals to satisfy the root goalwhen we use the OR-re�nement.The Traveler Re
eive Itinerary leaf goal has a �maintain" 
hara
ter thatde�nes the requirement that the traveler re
eives the itinerary when he asksfor a plan order, and is spe
i�ed as follows:
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∀�Traveler.P lanOrder→ TravelAgent.SendItinerary (5.13)The Travel Agent Sends Itinerary On Plan Order leaf goal has the un-bounded response 
hara
ter. This subgoal 
aptures the requirement that thetravel agent will send the itinerary when re
eiving the travel request for a PlanOrder and, is spe
i�ed as follows:
Traveler.P lanOrder −→ TravelAgent.SendItinerary (5.14)The Change Itinerary When Request leaf goal has not any 
hara
ter; how-ever, this requirement inherits the �a
hieve" 
hara
ter from the previous Cus-tomer Satisfa
tion goal. This goal represents the 
ase in whi
h the traveler may
hange the itinerary, and is spe
i�ed as follows:

∃♦Traveler.ChangeItinerary → (5.15)
TravelAgent.PerformChangeThe Re
eive Ti
kets & Statement leaf goal has the unbounded response
hara
ter. This requisite de�nes the obligation for the Airline and Travel Agentto send the Ti
kets and Statement respe
tively to the traveler on
e he hasperformed the booking and payment. This goal is spe
i�ed as follows:
Traveler.PaymentPerform −→ (5.16)

(Traveler.F inish∧Airline.SnddT ckt∧

TravelAgent.SenddSttment)To summarize this goal model, noti
e that the properties 5.9, 5.10, 5.11,5.12, 5.15 and 5.16 must be ful�lled by the system, and properties 5.13 and5.14 are ex
lusive, just one of them must be ful�lled.
System DesignIn this phase the main goal is to des
ribe the behaviors and 
onstraints thatwe have spe
i�ed previously. Entities, Behaviors, Communi
ations, restri
tions,
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Figure 5.24: Sequen
e Diagram for the Travel Reservation Systemet
. are derived from the analysis and modeled as UML sequen
e and a
tivitydiagrams.The sequen
e diagram models the 
ommuni
ation pro
ess that is ex
hangedbetween di�erent entities and obje
ts. Figure 5.24 shows the sequen
e diagramof this 
ase study that depi
ts the intera
tion between the di�erent parties.This diagram depi
ts three obje
ts, a traveler, a travel agent and an airline.
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omposed into two diagrams in order to get better read-ability. Left-hand side diagram shows the general stru
ture by using frames andthe right-hand side diagram shows the messages and the internal frames that
ontain the messages.The left-hand side diagram 
onsists of twelve nested frames. These framesare labeled with 
hoi
es, time 
onstraints and parallelism sequen
es, whi
h 
ap-ture the di�erent behaviors of the 
ase study.The �rst frame is a 
hoi
e and has two internal options �Choi
e 1: ChangeItinerary"and �Choi
e 2". This se
ond 
hoi
e also 
onsists of two sub-options �Choi
e 2.1:Can
elItineray" and �Choi
e2.2: ReserveTi
kets". The Choi
e 2.2 frame is an if-else 
ontrol stru
ture whose 
onditional behavior is determined by two temporal
onstraints �Within 24 hrs sin
e reservation" and �Rea
hed 24 hrs after reserva-tion". The �if 
lause" 
onsists of two 
hoi
es �Choi
e 2.2.1: Can
elReservation"and �Choi
e 2.2.2: BookTi
ket". The 
hoi
e 2.2.2 
onsists of three messagesthat are followed by a parallel frame that is divided into two frames �Parallel 1:SendStatement" and �Parallel 2: SendTi
kets" whose sequen
es are performedin parallel.The right-hand side diagram depi
ts the messages ex
hange and theinternal frames, gathered from the stru
tural sequen
e in the left-hand sidediagram.This sequen
e starts when the traveler orders a trip to the travel agent,who 
onta
ts with the airline to 
he
k the �Seat Availability" and sends severalpossible itineraries as response to the order. This senten
e 
orresponds to thethree �rst messages ex
hanged between the three parties.On
e the traveler knows the possible itineraries, he 
ould 
hange the defaultitinerary, whi
h 
orresponds with the shortest one. This possibility is depi
tedin the diagram by the �Choi
e 1: ChangeItinerary" frame. On the other hand,the traveler 
ould 
an
el the itinerary by performing the 
hoi
e �Choi
e 2.1:Can
elItinerary" or reserve ti
kets by using the 
hoi
e: �Choi
e 2.2: ReserveT-i
kets".The reservation pro
ess represented by Choi
e 2.2 establishes a temporal
onstraint: �The reservation is only available for one day". Thus, this 
onstraintis depi
ted in the �gure by using two frames that are labeled with �within 24



138 Chapter 5 Design and Verification of Web Serviceshrs" and �rea
hed 24 hrs after reservation", whi
h 
orrespond to the if and else
lauses respe
tively. The �rst frame depi
ts the message sequen
e when thereservation is available and the se
ond one depi
ts the message sequen
e whenthe reservation has expired.Within the reservation interval, the traveler has two options �
an
elreserva-tion" or �bookti
kets". This possibility is depi
ted by two 
hoi
es: Choi
e 2.2.1or Choi
e 2.2.2. The Choi
e 2.2.1 
an
els the reservation whereas Choi
e 2.2.2performs the booking pro
ess. The booking pro
ess 
onsists of a sequen
e ofthree messages, whi
h perform the booking of ti
kets and seats, following by aparallel frame stru
ture divided into two sub-frames Parallel 1.1 and Parallel1.2. This parallel stru
ture depi
ts the send-re
eive message sequen
e of thestatement and ti
kets.If the traveler does not perform Choi
e 2.2.1 or Choi
e 2.2.2 within thereservation interval then a time-out noti�
ation is sent to the traveler. Thismessage sequen
e is depi
ted by the frame rea
hed 24 hrs after reservation.The a
tivity diagrams represents the internal behavior of ea
h parti
ipant.Figures 5.25, 5.26 and 5.27 depi
t the a
tivity diagrams of the traveler, thetravel agent and the airline parties respe
tively. These �gures show the tasks,de
isions, messages, 
lo
ks, syn
hronizations and restri
tions that the partiesperform.Figure 5.25 depi
ts the a
tivity diagram of a traveler. This diagrams startswhen the traveler orders a travel and the travel agent sends the a
knowledgmentmessage with the proposed itinerary. The traveler then 
he
ks the itineraryand de
ides between performing a 
hange, a 
an
elation or a reservation. If thetraveler �nally performs the reservation and there are available seats for theitinerary, the airline provides an interval of one day to perform the booking.Within this interval the traveler must de
ide between 
an
eling or bookingthe reservation. If he de
ides to perform the reservation, then he re
eives theti
kets and the statement. On the other hand if the interval has expired a 
an
elnoti�
ation is re
eived.Figure 5.26 depi
ts the a
tivity diagram of a travel agent. The travel agenta
ts as a mediator between the traveler and the airline. The a
tivity beginswhen the travel agent re
eives an order from a traveler, then the travel agent
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Figure 5.25: A
tivity diagram for a traveler pro
ess
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Figure 5.26: A
tivity diagram for a travel agent pro
ess
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onsults the airline about the seat availability. If no seats are available then thepro
ess ends. On the other hand, if there are available seats, then the travelagent waits for a message from the traveler. This message 
ould be of oneof three types: a 
an
el message, a 
hange message or a reserve message. Ifthe traveler has de
ided to reserve the itinerary (a reserve message has beenre
eived), the travel agent 
onsults the airline about the seats availability forthe 
hosen itinerary. If there are available seats, the travel agent 
on�rms theavailability to the traveler with a reservation a
knowledgment. Now, the travelagent must wait for a response from the traveler or a noti�
ation of time-outfrom the airline. The traveler 
an reply by 
an
eling the reservation or bybooking it. If the traveler performs the booking, then the travel agent sendsthe statement to the traveler.Figure 5.27 depi
ts the a
tivity diagram for an airline. This pro
ess startswhen a Che
k Seat message arrives. This message triggers the verify seat avail-ability a
tivity: the airline veri�es the seats availability for the in
oming request.After this a
tivity has �nished, the airline sends the results to the travel agentand, if there are no available seats, the pro
ess ends. On the other hand, theairline waits for a reservation seat message or a 
an
el itinerary message. If areservation seat message is re
eived, then the airline performs the reserve seata
tivity. However, it is posible that no seat is available at that time. Thus,if there are not available seats, the airline informs the travel agent about theimpossibility of reserving these seats by sending the reserve ACK message andthe pro
ess ends. If seats are available then the reserve ACK message 
onsistsof a positive noti�
ation and the 
lo
k is reset in order to a
tivate the threesyn
hronizations. After it three 
ases 
ould o

ur: the �rst one is, no news arere
eived from the travel agent in 24 hours, then the left syn
hronization is a
-tivated and a noti�
ation of time-out is sent to the travel agent. The se
ond
ase o

urs when a 
an
el reservation message is re
eived within 24 hours, andthen, the pro
ess ends by sending a 
an
elation a

epted message is generated.The third 
ase o

urs when a book seats message is re
eived within 24 hours,and then, the airline performs the book seat a
tivity and sends two messages,seats booked to the travel agent and send ti
kets to the traveler.
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Figure 5.27: A
tivity diagram for an airline pro
ess
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tionname="reservation&booking" align="true"
hannelVariable="travelAgentAirlineChannel"operation="reservation&booking" initiate="true" ><parti
ipaterelationshipType="TravelAgentAirline"fromRole="TravelAgent" toRole="Airline" /><ex
hange name="reservation"informationType="reservation" a
tion="request" ><send variable="tns:reservationOrderID"
auseEx
eption="true" /><re
eive variable="tns:reservationA
kID"
auseEx
eption="true" /></ex
hange><timeout time-to-
omplete="24:00" /><re
ord name="bookingTimeout"when="timeout" 
auseEx
eption="true" /><sour
e variable="AL:getVariable('tns:resOC', '', '')" /><target variable="TA:getVariable('tns:resOC', '', '')" /></re
ord></intera
tion>Figure 5.28: Part of WS-CDL spe
i�
ation
WSCDL DocumentsFigure 5.28 presents a detailed pie
e of the WS-CDL do
ument des
ribing theexample that we have used to obtain the translation into timed automata.Following the guidelines des
ribed above we have obtained in this 
ase threetimed automata: the traveler, the travel agent and the airline 
ompany. Theseautomata are shown in Figures 5.29, 5.30 and 5.31.Noti
e the use of the 
lo
k x in the timed automaton 
orresponding to theairline reservation system, whi
h is used to 
ontrol when the reservation expires.This 
lo
k is initialized when the a
tion reserved_seat is 
arried out.
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Start

ordertrip?

available?

change_itinerary!

cancel_itinerary!

reserve_tickets!

cancel_reservation!

book_ticket!

receive_statement?

notify_timeout?

receive_tickets?

accept_cancel?

no_available?

no_reservation?

no_reservation?

Figure 5.29: Timed automata for traveler.
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ordertrip!

available!

cancel_itinerary?

change_itinerary?

reserve_tickets?

reserve_seat!reserve_seat_no?

reserve_seat_ok?timeout?
notify_timeout!

check_seats!

available_seat?

no_available_seat?

no_available!

book_seat!
book_seat_ok?
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cancel_reserve_seat!

cancel_reserve_seat_ok?

accept_cancel!

book_seat_no?

book_ticket?
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timeout?
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Figure 5.30: Timed automata for Travel agent Web Servi
e.
Simulation and VerificationIn the simulation we 
an 
he
k whether the model keeps the system behavioror not. This 
an partially be done by means of simulations. These are madeby 
hoosing di�erent transitions and delays along the system evolution. At anymoment during the simulation, you 
an see the variable values and the enabledtransitions. Thus, you 
an 
hoose the transition that you want to exe
ute. Nev-ertheless, you 
an also sele
t the random exe
ution of transitions, and thus,the system evolves by exe
uting transitions and delays whi
h are sele
ted ran-domly. We have some other options in the Simulator. For instan
e, you 
ansave simulation tra
es that 
an later be used to re
over an spe
i�
 exe
utiontra
e. A
tually, the simulation is quite �exible at this point, and you 
an moveba
k or forward in the sequen
e. Having made a number of simulations, wehave 
on
luded that the system design satis�es the expe
ted behavior in termsof the message �ow between the parties.
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x<24

check_seats? available_seat!
reserve_seat?

reserve_seat_ok!
x:=0

x<24

book_seat?

no_available_seat!

x==24
timeout!

x<24
cancel_reserve_seat?

cancel_reserve_seat_ok!

book_seat_ok!

receive_tickets!

book_seat_no!

reserve_seat_no!

Figure 5.31: Timed automata for airline Reservation System.Then, with respe
t to our study 
ase, our main goal in the validation-veri�
ation phase is to 
he
k the 
orre
tness of the goal model developed inthe system analysis (Figure 5.23). A

ording to that model, properties 5.9,5.10, 5.11, 5.12, 5.15 and 5.16 have been proved to be ful�lled, while properties5.13 and 5.14 are equivalent properties, i.e., it is enough, if only one of them isful�lled.



CHAPTER 6
Conclusions & Future

Research

6.1 ConclusionsIn the se
ond 
hapter, we have reviewed the most important formal meth-ods and te
hniques developed for the analysis and veri�
ation of software andhardware systems. Among these te
hniques and methods, we have distinguished�Model Che
king" from the others be
ause this te
hnique has several advan-tages that make it suitable for our purposes. However, we should not forgetthat also has some drawba
ks. The main advantages that have leaded us tosele
t it are the following:
• It is a general veri�
ation approa
h that it is appli
able to a wide rangeof appli
ations.
• It is not vulnerable to the error o

urren
e, i.e. other te
hniques su
h assimulation and Testing 
he
k only the most probable defe
ts, while model
he
king 
he
ks all possible defe
ts.
• It provides �diagnosti
 information" in order to lo
ate where an error is.

147
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• It 
an easily integrated in existing development 
y
les.
• Several tools support it.We have applied the �Model Che
king" to two di�erent types of systems:Real-Time Systems and Probabilisti
 Systems. Furthermore, we have also stud-ied a te
hnique to analyze at the same time systems with both 
hara
teristi
s,temporal and probabilisti
. The analysis and veri�
ation of Real-Time Systemshave been performed by the UPPAAL tool, while the analysis of probabilisti
systems have been performed by the P_UPPAAL tool.The UPPAAL tool uses a network of Timed Automata to model real timesystems, a subset of the temporal logi
 TCTL for spe
ifying the properties thatthe system must satisfy and an e�
ient veri�er that 
he
ks the properties overthe model.The P_UPPAAL tool uses a probabilisti
 transition system to model theProbabilisti
 Systems, rea
hability properties that determine the probabilityto rea
h a state from a previous state and the RAPTURE veri�er engine thatmakes su

essive re�nement to 
he
k whether the rea
hability property is trueor not.Furthermore, by using an integral semanti
 with P_UPPAAL it is possibleto analyze Probabilisti
 Real-Time Systems, but we must take into a

ount thatthis integral semanti
 is not dense. Thus, this te
hnique is only suitable for thosesystems where the temporal 
onstraints 
onsist of no restri
tive restri
tions (i.e.do not 
onsist of �<" or �>", but �==", �<=" or �>=").These te
hniques have been applied to the most emergent area in the re
entde
ades, Internet. The use of Internet has extended from all around the worldand it has led to a depth 
hange in the manner in whi
h our so
iety 
ommu-ni
ates. However, the Internet growing is threatened by two serious problems,se
urity and 
orre
tness.Se
urity problems one of the main goals for e-business systems. These as-pe
ts have been studied in depth by many authors, de�ning and analysing somese
urity proto
ols on the Internet. The main se
urity holes studied by them areauthenti
ation and 
ryptographi
 problems, while time aspe
ts have not re-
eived so mu
h attention. Thus, we have performed, in 
hapter 3, the analysisand veri�
ation of time aspe
ts of two se
urity proto
ols, the TLS handshake
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ol and the SET proto
ol. From these studies we have 
on
luded that it isne
essary the analysis and veri�
ation of time aspe
ts, not just as a se
ondarygoal, but as a primary goal of se
urity proto
ols.Corre
tness problems 
on
ern in general to all software systems, howeverthey have a remarkable importan
e in systems where 
oordination is 
ru
ial,i.e. systems 
onsisted of several parties that are not homogeneous, su
h as WebServi
es. The 
orre
tness analysis of Web Servi
es has led towards the highestlayers of the proto
ol sta
k, 
horeographies and or
hestrations.We have introdu
ed in 
hapter 5 a methodology for the generation of �
or-re
t" Web Servi
es by using formal te
hniques, but �rstly, we have introdu
edwhat the de�nition of a �
orre
t" Web Servi
e is. This de�nition determinesthat a �
orre
t" Web Servi
e should satisfy some properties inherent to thesystem and other properties more general that are inherent to any 
on
urrentand real time system.This methodology proposes a top down design that 
onsists of analysis,design, veri�
ation and generation. The analysis spe
i�es the properties thatthe system must satisfy. We have used a goal model that adequately 
apturestime requirements. This goal model is an extension of KAOS goal model thatuses a tree stru
ture, where the properties are de�ned from general and strategi
goals at the roots, and 
on
rete goals at the leaves. Property leaves are spe
i�edin the temporal logi
 used by UPPAAL.The design is based on UML sequen
e and a
tivity diagrams. We haveused an extended version of these diagrams to properly 
apture the time 
har-a
teristi
s and 
onstraints. These diagrams are translated into Web Servi
e
horeographies that des
ribe the 
oordination of several Web Servi
es.Veri�
ation 
he
ks the properties gathered in the analysis phase. This veri-�
ation pro
ess uses UPPAAL as a veri�
ation engine. This tool 
he
ks timedautomata networks, so it is ne
essary as a previous step to translate the 
hore-ographies into this type of model (by using XSLT rules). On
e this transforma-tion is performed, it is possible to 
he
k whether the system holds the gatheredproperties or not. If the model does not satisfy a 
on
rete property, then it ispossible to �x the problem by returning to a previous phase.



150 Chapter 6 Conclusions & Future ResearchIn order to illustrate this methodology, we have used two parti
ular 
asestudies: an Internet pur
hase and a travel reservation system.
6.2 Current WorkThe methodology that we have introdu
ed in the previous 
hapter of this dis-sertation 
an be improved, by adding some other te
hniques that are widelyused to des
ribe Web Servi
es. Then, our 
urrent work fo
uses on the diagramshow in Fig. 6.1, in whi
h the relationship between the di�erent elements ofthis methodology is depi
ted.The phase 1, the system analysis, is represented with a pink box label withthe goal-oriented framework KAOS that performs the requirement engineering.The phase 2, the system design, is represented by using an orange box that islabeled with the UML diagrams sequen
e and a
tivity, whi
h will be translatedinto WS-CDL 
horeography.The phase 3, the system modeling and veri�
ation, transforms the 
hore-ographies written in WS-CDL into timed automata by using some XSLT rules.The phase 4, the generation of Web Servi
es, is implemented by the translationto WS-BPEL, whi
h is based on XSLT transformation rules too.Thus, the pro
ess for the generation of 
orre
t Web Servi
es 
an now bysummarized in the following steps:1. The requirements that the systemmust ful�l are 
aptured by using KAOS.2. UML sequen
e and a
tivity diagrams are 
onstru
ted starting from therequirements.3. UML diagrams are translated into the 
horeography layer (WS-CDL).4. WS-CDL spe
i�
ation do
uments are translated into timed automatawith XSLT rules.5. The generated timed automata are veri�ed with UPPAAL. The propertiesto 
he
k are those that we have obtained in the �rst step. If failures aredete
ted, then them must be 
orre
ted, and return to the se
ond step.
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WS-CDL

Choreography

WS-CDL

Choreography

WS-BPEL

Orchestration
XSLT XSLT

UML

Sequence & Activity

KAOS

Requirements

Time Constraints
& Model Checking

System Analysis

System Design

Verification

WS Generation

1

22

3

4

Figure 6.1: Methodology diagram6. Timed automata are transformed into WS-BPEL or
hestration spe
i�-
ations by using XSLT rules and these or
hestrations are enri
hed withea
h 
on
rete behavior.7. The enri
hedWS-BPEL or
hestration are translated into timed automatain order to re
he
k the properties. Again, if some failure is dete
ted, wego ba
k to the �fth step in order to �x the problem.In this dissertation the steps 1,2,4 and 5 have been 
overed, while steps 3, 6and 7 are �work in progress". Figure 6.2 depi
ts the transformation steps 4 and6 and Figure 6.3 depi
ts a basi
 example of these steps. This example 
onsistsof two parties, A and B. These parties intera
t by syn
hronizing in a loop,whi
h 
an repeat the intera
tion, if the �x" 
lo
k has not rea
h 5 se
onds. On
ethe syn
hronization has been performed, the B party in
rements and stores theglobal �i" variable. Noti
e that, in order to 
larify this basi
 example, we havesimpli�ed the notation of the WS-CDL and WS-BPEL do
uments.In the WS-CDL spe
i�
ation the parties are des
ribed as roles, <roleTypename=�A"> and <roleType name=�B">. The integer variable i and the 
lo
k x
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WS-CDL DOC
<choreography>
...
</Choreography>

XSLT DOC
ROLE = TEMP
VAR = VAR

.
.
.

UPPAAL DOC
<template>
...
</Template>

XSLT DOC
TEMP = PROC
VAR = VAR

.
.
.

WS-BPEL DOC
<process>
...
</Process>

WS-BPEL DOC
<process>
...
</Process>

WS-BPEL DOC
<process>
...
</Process>Figure 6.2: Automati
 translations by applying XSLT transformation rules.

<Role A>
<Role B>
<Choreography>
<Variable integer i, clock x>
<Sequence>
<Workunit>
<guard i == 0>
<repeat x <= 5>
<interaction>
<from: A to: B>
<exchange>
<record i:=i+1>

</exchange
</interaction>

</Workunit>
</sequence>

</Choreography>

Template A

i = =0

AtoB!
x <=5

Template B

AtoB!
x <=5

I :=i+1

<Process A>
<Var integer i, colck x>
<sequence>
.....

</sequence>
</Process>

<Process B>
<Var integer i, colck x>
<sequence>
.....

</sequence>
</Process>

Choreography specf. UPPAAL TA model Orchestration specf.

i = =0

Figure 6.3: Translation simple example.as variables and the loop is spe
i�ed as a workunit with an intera
tion betweenA and B that 
ould be repeated by means of the repeat 
lause of this workunit.On
e the XSLT rules has been applied to this WS-CDL spe
i�
ation weobtain a timed automata that 
onsists of two templates, A and B. Both tem-plates are symmetri
 and 
onsist of an initial state with an outgoing transitionsthat 
an be performed when the �i" integer variable is zero. furthermore, on
eperformed this a
tion, we have a loop that is repeated while the �x" 
lo
k doesnot rea
h more than 5 se
onds. This loop syn
hronizes both automata and Bautomaton in
rements and stores �i".On the other hand, in the WS-BPEL spe
i�
ations obtained by applyingother XSLT rules (work in progress), the UPPAAL templates are des
ribed aspro
esses, <pro
ess name=�A"> and <pro
ess name=�B">. The integer vari-able i and the 
lo
k x are des
ribed as lo
al variables and the loop is spe
i�ed
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ture inside a �ow stru
ture with a message between A andB that 
ould be repeated by means of the 
ondition 
lause of the if-then-elsestru
ture.
6.3 Future ResearchOur future work is will fo
us on three di�erent obje
tives. The �rst obje
tive isthe study of e�
ient Model Che
king te
hniques applied to Probabilisti
 RealTime Systems. The se
ond obje
tive is to standardized the time analysis ofse
urity proto
ols, and the third, will 
onsist in the development of tools andte
hniques for improving our proposal for generating �
orre
t" Web Servi
es.The �rst obje
tive is motivated by the ne
essity of 
overing not only dis
retetime systems, but also systems with probabilisti
 and real-time 
hara
teristi
s(by using a dense semanti
). In order to a
hieve this �rst obje
tive, we will jointhe present Model Che
king te
hniques for Real Time Systems with the anal-ysis te
hniques for probabilisti
 systems. Thus, this work should 
ombine thee�
ient te
hniques of symboli
 model 
he
king with the re�nement te
hniquesfor 
omputing extremum probabilities.The se
ond obje
tive is de�ned around the idea of getting 
loser the timedautomata with the languages used for the veri�
ation and analysis of se
urityproto
ols. Timed automata des
ribe the 
on
rete behaviors of systems, whilethe languages for modeling se
urity proto
ols are more abstra
ts. Thus, we willwork in the generation of standardized se
urity proto
ol behaviors 
aptured bymeans of timed automata, i.e., we will map authenti
ation and 
ryptographi
tasks with theirs 
orresponding timed automata behaviors. This work will allowus to properly study the se
urity risks form several view points, authenti
ation,
ryptography, passage of time, et
. Furthermore, we are interested in applyingthese te
hniques to the Web Servi
es Se
urity Proto
ol family.The third obje
tive in whi
h we are 
urrently working is the developmentand improvement of te
hniques and tools for the proposal of generating �
or-re
t" Web Servi
es. This obje
tive is also divided into three sub-obje
tives,whi
h are improvements in the analysis, design and generation phases.
on
erning the analysis phase, we are developing an algorithm to 
he
k
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onsisten
e of the gathered properties, i.e. we want to 
he
k whether thegathered properties have any 
ontradi
tions or not.In design aspe
ts we will 
onsider RT-extensions of the UML sequen
e anda
tivity diagrams (UML pro�le for Real Time Systems), with the intention todes
ribe Web Servi
es oriented to real-time appli
ations.In the generation phase the main problem 
on
erns to the or
hestrationsemanti
s. There is not a 
lear semanti
s for the Business Pro
ess Exe
utionLanguage (WS-BPEL). Thus, our intention is to use or de�ne a standardizedsemanti
s for it.
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APPENDIX A
XSLT Transformations

XML StyleSheets Language for Transformation (XSLT or XSL Transformation)is a standard of W3C that presents rules for the transformation between dif-ferent XML do
ument formats or even from XML formats into other formats.The style sheets perform the transformations by using template rules. Theserules together the original do
ument are transformed by a XSLT parser into aresult do
ument.We des
ribe now the style sheet and its template rules used in the transfor-mations.The XSL sheet begins with the following tags:
<?xmlversion =′ 1.0′? >< xsl : stylesheetversion = ”1.0”xmlns : xsl =

http : //www.w3.org/1999/XSL/Transform > The �rst tag shows the XMLversion and the se
ond 
onsists of two attributes, the version and the namespa
e for XSLT.
A.1 PreambleOn
e it is de�ned we must start by de�ning the preamble.Intended result:

157



158 Appendix A XSLT Transformations<?xml version="1.0"?><DOCTYPE nta PUBLIC "-//Uppaal Team//DTD Flat System 1.0//EN""http://www.do
s.uu.se/do
s/rtmv/uppaal/xml/flat-1_0.dtd">Rule:<xsl:output method="xml"do
type-publi
="-//Uppaal Team// DTD Flat System 1.0//EN"do
type-system=http://www.do
s.uu.se/do
s/rmtv/uppaal/xml/flat-1_0.dtd>The XSLT is stru
tured with several templates that are de�ned with thetag:
< xsl : templatematch = ”templatename” >In ea
h XSLT do
ument, there is a root template that begins with < xsl :

templatematch = ”/” > and ends with < /xsl : template >. These tem-plates 
onsist of the transformation rules to be applied and they 
an also useother templates. To invoke other templates, we use the tag < xsl : apply −

templatesselect = ”//templatename”/ >. On
e this tag appears, the de�nedrules for this template are applied.The following rule is as follows:Intended result: < nta > ... < /nta >Literal rule: < nta > ... < /nta >

A.2 DeclarationsTo de
lare the global variables we will use the tags < declaration > ... <

/declaration >.To de
lare the 
hannels for roles 
ommuni
ation an others.



A.3 Templates 159<xsl:text> 
han </xsl:text><xsl:apply-templates sele
t = "//variable"><xsl:text>; </xsl:text><xsl:template mat
h = "variable"><xsl:if test = "�
hannelType"><xsl:if test = "position()=1"><xsl:value-of sele
t="�name"/><xsl:if test = (position()\&gt;1) and(position()\&lt; last())"><xsl:text>, <xsl:text><xsl:value-of sele
t = "�name"/></xsl:if></xsl:template>
A.3 TemplatesWe use for the templates the tags <template> . . . </template> and the rules:<xsl:for-ea
h sele
t="//roletype"> </xsl:for-ea
h><name> <xsl:value-of sele
t="�name"> </name>We will need to use XPath to sear
h in the original do
ument. The eval-uation of a XPath expression returns four di�erent types, node sets, booleanvalue, a number or a string. The syntaxis of XPath is as follows:

• bra
kets and parenthesis : ( ) { } [ ℄ .
• Present element . y parent element ..
• Attribute �, element '*' y blank '::'.
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• The 
oma ','.
• The element name.
• Node type (
omment, text, pro
essing instru
tion, node).
• Operators: and, or, mod, div, , /, //, |, +, -, =, ! =, <, <=, >, >=.
• Fun
tions name.
• Axis names (axis): an
estor, an
estor-or-self, attribute, 
hild, des
endant,des
endant-or-self, following, following-sibling, namespa
e, parent, pre-
eding, pre
eding-sibling, self.
• Literals, between quotation marks.
• Numbers and variable referen
es (var_name).These XPath expressions are used in the mat
h, sele
t and test attributes.Thus in order to �nd all the nodes it is needed to sear
h by using the axis pred-i
ate. The axis predi
ates 
onsist of Child (
hild elements), following-sibling(brother elements) and des
endant (all des
endants). Thus we will use the fol-lowing rule to generate the nodes:Lo
ations:
< locationid = ”nombredelproceso” >Rules:<xsl:element name="lo
ation"><xsl:attribute name="id">id<xsl:value-of sele
t="�name"/></xsl:attribute></xsl:element>Initial node:
< initref = ”initialnodename”/ >Rules:



A.3 Templates 161<xsl:element name="init"><xsl:attribute name="ref">id<xsl:value-of sele
t="�name"/></xsl:attribute></xsl:element>Transitions:Sour
e: < sourceref = ”source_id”/ >Rules:<xsl:element name="sour
e"><xsl:attribute name="ref"> sour
e\_id </xsl:attribute></xsl:element>Target: < targetref = ”targetid”/ >Rules:<xsl:element name="target"><xsl:attribute name="ref"> target\_id </xsl:attribute></xsl:element>
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APPENDIX B
XML Documents for an

Internet Purchase Process

B.1 WS-CDL Document<?xml version="1.0" en
oding="UTF-8"?> <pa
kagexmlns="http://www.w3.org/2004/12/ws-
hor/
dl"xmlns:xsi="http://www.w3.org/2001/XMLS
hema-instan
e"xmlns:xsd="http://www.w3.org/2001/XMLS
hema"targetNamespa
e="http://www.ora
le.
om/ashwini/sample"xmlns:tns=http://www.ora
le.
om/ashwini/sample"name="Pur
haseInternetPro
essChoreography"version="1.0"><informationType name="pur
haseOrder"type="tns:Pur
haseOrderMsg"/><informationType name="pur
hOrderA

p"type="tns:pur
hOrderA

p"/><informationType name="NoSto
kA
k"type="tns:NoSto
kA
k"/>
163



164 Appendix B XML Documents for an Internet Purchase Proces s<token name="pur
haseOrderID" informationType="tns:intType"/><tokenLo
ator tokenName="tns:pur
haseOrderID"informationType="tns:pur
haseOrderType"query="/PO/orderId"/><tokenLo
ator tokenName="tns:pur
haseOrderID"informationType="tns:pur
hOrderA

p"query="/PO/orderId"/><roleType name="Customer"><behavior name="Cust4IntSell"interfa
e="tns:CustIntSellPT"/><behavior name="Cust4Carr"interfa
e="tns:Cust4CarrPT"/></roleType><roleType name="InternetSeller"><behavior name="IntSell4Cust"interfa
e="tns:IntSell4Cust"/><behavior name="IntSell4Carr"interfa
e="tns:IntSell4CarrPT"/></roleType><roleType name="Carrier"><behavior name="Carr4IntSell"interfa
e="tns:Carr4IntSellPT"/><behavior name="Carr4Cust"interfa
e="tns:Carr4CustPT"/></roleType><relationshipType name="CustIntSellRS"><role type="tns:Customer" behavior="Cust4IntSell"/><role type="tns:InternetSeller" behavior="IntSell4Carr"/><role type="tns:Carrier" behavior="Carr4Cust"/></relationshipType><
hannelType name="CustomerChannel"><passing 
hannel="CarrierChannel" a
tion="request" /><role type="tns:Consumer"/><referen
e><token name="tns:
ustomerRef"/></referen
e>



B.1 WS-CDL Document 165<identity><token name="tns:pur
haseOrderID"/></identity></
hannelType><
hannelType name="InternetSellerChannel"><passing 
hannel="CustomerChannel" a
tion="request" /><role type="tns:Retailer" behavior="IntSell4Cust"/><referen
e><token name="tns:InternetSellerRef"/></referen
e><identity><token name="tns:pur
haseOrderID"/></identity></
hannelType><
hannelType name="CarrierChannel"><passing 
hannel="InternetSellerChannelChannel"a
tion="request" /><role type="tns:Retailer" behavior="IntSell4Cust"/><referen
e><token name="tns:InternetSellerRef"/></referen
e><identity><token name="tns:pur
haseOrderID"/></identity></
hannelType><
horeography name="Pur
haseInternetPro
essChoreography"root="true"><relationship type="tns:CustIntSellRS"/><variableDefinitions><variable name="pur
haseOrder"informationType="tns:pur
haseOrderType"silent="true" /><variable name="pur
hOrderA

p"informationType="tns:pur
hOrderA

p"/><variable name="NoSto
kA
k"
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kA
k"/><variable name="Clo
k1"informationType="tns:Clo
k"/><variable name="seller-
hannel"
hannelType="tns:InternetSellerChannel"/><variable name="
ustomer-
hannel"
hannelType="tns:CustomerChannel"/><variable name="
arrier-
hannel"
hannelType="tns:CarrierChannel"/></variableDefinitions><sequen
e><intera
tion name="
reatePO"
hannelVariable="tns:seller-
hannel"operation="handlePur
haseOrder" align="true"initiate="true"><parti
ipate relationshipType="tns:CustIntSellRS"fromRole="tns:Customer" toRole="tns:Seller"/><ex
hange name="request"informationType="tns:pur
haseOrderType"a
tion="request"><send variable="
dl:getVariable("tns:pur
haseOrder","","")"/><re
eive variable="
dl:getVariable("tns:pur
haseOrder", "", "")"re
ordReferen
e="re
ord-the-
hannel-info" /></ex
hange><ex
hange name="response"informationType="pur
hOrderA

p"a
tion="respond"><send variable="
dl:getVariable("tns:pur
haseOrderA

eted","","")"/><re
eive variable="
dl:getVariable("tns:pur
hOrderA

p", "", "")" /></ex
hange>
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hange name="NoSto
kA
kEx
eption"informationType="NoSto
kA
kType"a
tion="respond"><send variable="
dl:getVariable('tns:NoSto
kA
k', '', '')"
auseEx
eption="true" /><re
eive variable="
dl:getVariable("tns:NoSto
kA
k", "", "")"
auseEx
eption="true" /></ex
hange><re
ord name="re
ord-the-
hannel-info" when="after"><sour
e variable="
dl:getVariable("tns:pur
haseOrder, "","PO/CustomerRef")"/><target variable="
dl:getVariable("tns:
ustomer-
hannel","","")"/></re
ord><re
ord name="reset-
lo
k" when="after"><sour
e variable="00:00"/><target variable="
dl:getVariable("tns:Clo
k1", "", "")"/></re
ord></intera
tion><intera
tion name="Pi
kUpProdu
tPO"
hannelVariable="tns:
arrier-
hannel"operation="Pi
kUpPur
haseOrder" align="true"initiate="true"><parti
ipate relationshipType="tns:CustIntSellRS"fromRole="tns:Seller" toRole="tns:Carrier"/><ex
hange name="request"informationType="tns:pur
haseOrderType"a
tion="request"><send variable="
dl:getVariable("tns:pur
haseOrder", "", "")" /><re
eive variable="
dl:getVariable("tns:pur
haseOrder", "", "")"re
ordReferen
e="re
ord-the-
hannel-info" /></ex
hange>
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omplete="
dl:minor(
dl:getVariable("tns:Clo
k1","",""),"02:00")"/>?</intera
tion><intera
tion name="DeliverProdu
tPO"
hannelVariable="tns:
ustomer-
hannel"operation="DeliverProdu
tOrder" align="true"initiate="true"><parti
ipate relationshipType="tns:CustIntSellRS"fromRole="tns:Carrier" toRole="tns:Customer"/><ex
hange name="request"informationType="tns:pur
haseOrderType"a
tion="request"><send variable="
dl:getVariable("tns:pur
haseOrder", "", "")" /><re
eive variable="
dl:getVariable("tns:pur
haseOrder", "", "")"re
ordReferen
e="re
ord-the-
hannel-info" /></ex
hange><timeouttime-to-
omplete="
dl:minor(
dl:getVariable("tns:Clo
k1", "", ""),"24:00")"/>?</intera
tion></sequen
e></
horeography></pa
kage>
B.2 WS-BPEL Document

B.2.1 DefinitionsTheWSDL portType o�ered by the servi
e to its 
ustomers (pur
haseOrderPT)is shown in the followingWSDL do
ument. OtherWSDL de�nitions required bythe business pro
ess are in
luded in the same WSDL do
ument for simpli
ity:
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e="http://manufa
turing.org/wsdl/pur
hase"xmlns:sns="http://manufa
turing.org/xsd/pur
hase"xmlns:pos="http://manufa
turing.org/wsdl/pur
hase"xmlns="http://s
hemas.xmlsoap.org/wsdl/"><types><xsd:s
hema ><xsd:importnamespa
e="http://manufa
turing.org/xsd/pur
hase"s
hemalo
ation="http://manufa
turing.org/xsd/pur
hase.xsd"/></xsd:s
hema></types>
<message name="POMessage"><part name="
ustomerInfo" type="sns:
ustomerInfo"/><part name="pur
haseOrderID" type="sns:pur
haseOrderID"/></message><message name="A

eptan
eMessage"><part name="A

eptan
e" type="sns:A

eptan
e"/></message><message name="DeliverMessage"><part name="DeliverMessage" type="sns:Invoi
e"/></message><message name="orderFaultType"><part name="problemInfo" element=�sns:OrderFault"/></message><!-- portType supported by the 
ustomer pro
ess -->
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ustosellPT"><operation name="sendPur
haseOrder"><output message="pos:POMessage"/></operation><operation name="re
eiveA

eptan
eOrder"><input message="pos:A

eptan
eMessage"/></operation></portType><portType name="
arrto
usPT"><operation name="re
eiveProdu
t"><input message="pos:DeliverMessage"/></operation></portType><!-- portTypes supported by the seller pro
ess --><portType name="
ustosellPT"><operation name="re
eivePur
haseOrder"><input message="pos:POMessage"/><fault name="
annotCompleteOrder"message="pos:orderFaultType"/></operation><operation name="sendA

eptan
eOrder"><output message="pos:A

eptan
eMessage"/></operation></portType><portType name="sellto
arrPT"><operation name="sendPi
kUpOrder"><output message="pos:POMessage"/></operation></portType><!-- portType supported by the 
arrier pro
ess -->



B.2 WS-BPEL Document 171<portType name="sellto
arrPT"><operation name="Pi
kUpOrder"><input message="pos:POMessage"/></operation></portType><portType name="
arrto
usPT"><operation name="deliverProdu
t"><output message="pos:DeliverMessage"/></operation></portType><plnk:partnerLinkType name="Customer"><plnk:role name="
us4sellIP"portType="pos:
ustosellPT"/><plnk:role name="
us4
arrIP"portType="pos:
arrto
usPT"/></plnk:partnerLinkType><plnk:partnerLinkType name="Seller"><plnk:role name="sell4
usIP"portType="pos:
ustosellPT"/><plnk:role name="sell4
arrIP"portType="pos:sellto
arrPT"/></plnk:partnerLinkType><plnk:partnerLinkType name="Carrier"><plnk:role name="
arr4
usIP"portType="pos:
arrto
usPT"/><plnk:role name="
arr4sellIP"portType="pos:sellto
arrPT"/></plnk:partnerLinkType></definitions>
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B.2.2 The Customer Process<pro
ess name="InternetPur
haseOrderCustomerPro
ess"targetNamespa
e="http://a
me.
om/ws-bp/Internetpur
hase"xmlns="http://s
hemas.xmlsoap.org/ws/2004/03/business-pro
ess/"xmlns:lns="http://manufa
turing.org/wsdl/Internetpur
hase"><do
umentation xml:lang="EN">A simple example of a WS-BPEL pro
essfor handling a Internet pur
hase order.</do
umentation><partnerLinks><partnerLink name="SellerIP"partnerLinkType="lns:Customer"myRole="
us4sell"/><partnerLink name="CarrierIP"partnerLinkType="lns:Carrier"myRole="
us4
arr"/></partnerLinks><variables><variable name="Pur
haseOrderID" messageType="lns:POMessage"/><variable name="pur
haseA

eptan
e" messageType="lns:InvMessage"/><variable name="Clo
kX" messageType="lns:Clo
kX"/></variables><sequen
e><invoke partnerLink="Seller"portType="lns:
ustosellPT"operation="sendPur
haseOrder"variable="Pur
haseOrderID"></invoke><request partnerLink="Seller"portType="lns:
ustosellPT"
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eivePur
haseA

eptan
e"variable="pur
haseA

eptan
e"></request><if><
ondition> pur
haseA

eptan
e == "true" </
ondition><then><sequen
e><assign><
opy><from> <literal> "00:00" </literal> </from><to variable=Clo
kX/></
opy></assign><request partnerLink="Carrier"portType="
ustosellPT"operation="SendA

eptan
e"variable="pur
haseA

eptan
e"></request></sequen
e></then></if><if><
ondition> pur
haseA

eptan
e == "false" </
ondition><then><empty></empty></then></if></sequen
e></pro
ess>
B.2.3 The Seller Process<pro
ess name="InternetPur
haseOrderSellerPro
ess"targetNamespa
e="http://a
me.
om/ws-bp/Internetpur
hase"xmlns="http://s
hemas.xmlsoap.org/ws/2004/03/business-pro
ess/"xmlns:lns="http://manufa
turing.org/wsdl/Internetpur
hase">



174 Appendix B XML Documents for an Internet Purchase Proces s<do
umentation xml:lang="EN">A simple example of a WS-BPEL pro
essfor handling a Internet pur
hase order.</do
umentation><partnerLinks><partnerLink name="CustomerIP"partnerLinkType="lns:Customer"myRole="sell4
urrIP"/><partnerLink name="CarrierIP"partnerLinkType="lns:Carrier"myRole="sell4
arr"/></partnerLinks><variables><variable name="Pur
haseOrderID" messageType="lns:POMessage"/><variable name="pur
hasea

eptan
e" messageType="lns:InvMessage"/><variable name="Clo
kX" messageType="lns:Clo
kX"/></variables><sequen
e><re
eive partnerLink="Customer"portType="lns:
ustosellPT"operation="re
eivePur
haseOrder"variable="Pur
haseOrderID"></re
eive><if><
ondition>Clo
kX < "2:00"</
ondition><then><pi
k><sequen
e><assign><
opy><from><literal>"true"



B.2 WS-BPEL Document 175</literal></from><to variable=pur
haseA

eptan
e/></
opy></assign><invoke partnerLink="Customer"portType="
ustosellPT"operation="SendA

eptan
e"variable="pur
haseA

eptan
e"></invoke></sequen
e><empty><do
umentation>to implement a self loop equal toa pi
k with two a
tivities anempty a
tivity and the self loopa
tivity</do
umentation></empty></pi
k></pi
k><if><
ondition>pur
hasea

epted == "true"</
ondition><then><invoke partnerLink="
arrier"portType="sellto
arrPT"operation="Pi
kUpOrder"variable="Pur
haseOrderID"></invoke></then></if><if><
ondition>pur
hasea

epted == "false"
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ondition><then><sequen
e><assign><
opy><from><literal>"false"</literal></from><to variable=pur
haseA

eptan
e/></
opy></assign><invoke partnerLink="Customer"portType="
ustosellPT"operation="SendNoSto
k"variable="pur
haseA

eptan
e"></invoke></sequen
e></then></if></pi
k></then></if></sequen
e></pro
ess>
B.2.4 The Carrier Process<pro
ess name="InternetPur
haseOrderCarrierPro
ess"targetNamespa
e="http://a
me.
om/ws-bp/Internetpur
hase"xmlns="http://s
hemas.xmlsoap.org/ws/2004/03/business-pro
ess/"xmlns:lns="http://manufa
turing.org/wsdl/Internetpur
hase"><do
umentation xml:lang="EN">A simple example of a WS-BPEL pro
essfor handling a Internet pur
hase order.</do
umentation>



B.2 WS-BPEL Document 177<partnerLinks><partnerLink name="SellerIP"partnerLinkType="lns:Customer"myRole="
arr4sell"/><partnerLink name="CustomerIP"partnerLinkType="lns:Carrier"myRole="
arr4
us"/></partnerLinks><variables><variable name="Pur
haseOrderID" messageType="lns:POMessage"/><variable name="Clo
kX" messageType="lns:Clo
kX"/></variables><sequen
e><re
eive partnerLink="Seller"portType="lns:sellto
arrPT"operation="re
eivePi
kUp"variable="Pur
haseOrderID"></re
eive><if><
ondition> Clo
kX < "24:00" </
ondition><then><invoke partnerLink="Customer"portType="
arrto
usPT"operation="DeliverPur
hase"variable="Pur
haseOrderID"></invoke></then></if></sequen
e></pro
ess>
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