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Abstract

In this article we present a new tool P_UPPAAL that allows the system
modeling, simulation and verification. The modeling and simulation processes
are driven through a graphical interface and the verification process is realized
by RAPTURE. This tool, P_.UPPAAL, introduces the probabilistic behaviour
to UPPAAL models. To add this behaviour, the tool imports models from
UPPAAL and translates them into a graphical model. The graphical model is
validated trough the simulator. The last step is to translate to a textual format
which is used by RAPTURE engine. RAPTURE makes model check of quan-
titative reachability properties on Markov decision processes. The technique is
based on the analysis performed on an abstraction of the model under analysis
and a refinement process performed on this abstraction.

Keywords: Model Checking, Probabilistic Real-Time Systems, Probabilistic Transi-
tion System and Markov Decision Processes.

1 Introduction

We treat about the suite tool P_.UPPAAL. We show the P_UPPAAL functionality
(system modeling, simulation and verification) and its internal behaviour. To see
the P_.UPPAAL functionality, we describe its graphical interface. And to see the
P_UPPAAL internal behaviour, we show the simulation and the verification process.

The suite tool P_.UPPAAL allows us the system modeling, simulation and verifi-
cation. The simulation process is required for validating the system modeling. The
modeling and simulation processes are led through graphical interfaz and the veri-
fication process is realized by RAPTURE [6, 4]. This tool, P.UPPAAL, introduces
the probabilistic behaviour to the UPPAAL models. To add this behaviour, the tool
imports models from UPPAAL and translates them into a graphical model. The



graphical model is validated trough the simulator. The last step is to translate to a
textual format which is used by RAPTURE engine.

The Rapture engine provides the strategies for model checking quantitative
reachability properties of Markov decision processes [8] by successive refinements.
The properties are analyzed on abstractions rather than directly on the given model.
Such abstractions are expected to be significantly smaller than the original model,
and may safely refute or accept the required property. Otherwise, the abstraction
is refined and the process repeated.

Model checking of finite state systems allows settlement of qualitative properties
such as “the system will never reach an erroneous situation”. However, it is often
vital that additional quantitative properties are established in order for the system
to be considered correct. Such properties include real-time requirements such as “a
desired state will be reached within 105 seconds” and probabilistic properties of the
type “a desired state will be reached with probability at least 99% ”.

Thus, this kind of Model checking allows us to check the probabilistic behaviour
into UPPAAL models. Notice that, P_.UPPAAL does not require UPPAAL to work.
Because it allows modeling the system using the editor provided and after that, it
export the system modeled to a UPPAAL model. Furthermore, it might validate
the system modeled and verify quantitative reachability properties within the system
modeled. Thus, P_UPPAAL is a suite of tools.

2 P_UPPAAL Architecture and Functionality

The architecture of P_.UPPAAL, shown in figure 1, is divided in threw main parts,
i.e. the Editor, the Simulator and the Verifier. The Editor allows us to model the
system studied. The system is modeled as a probability transition system (PTS
for short). The probability behavior of the system is captured by a variable in the
transitions. The Simulator allows us to validate the system. Through the simulation,
you may decide if the system modeled holds the behaviour expected. The verifier
checks the quantitative reachability properties defined on it. It translates the system
modeled into textual format and, after that, it connects with RAPTURE tool which
delivers the verdict. Therefore, if the system holds the property defined, the verifier
receives from RAPTURE the answer yes, otherwise, it receives the answer not.

3 Importing Models from UPPAAL

The import process is based in the following idea: “The UPPAAL and P_.UPPAAL
models are derived from Labeled Transitions System”. It allow us to abstract the
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Figure 1: Architecture of the RAPTURE tool

modeling phase. Thus, we only import from the UPPAAL models the states, the
transitions, the variables and channels, the synchronization, the guards; i.e, We
import all the model except the timing characteristics (invariants and clocks).

The figure 2, shows a simple example of the original model from UPPAAL and
the imported model in P.UPPAAL respectively. As you can see in the figure, the
import model does not have the clock i which could be seen at the UPPAAL model.

You may found the import option at the P_.UPPAAL menu that opens a dialog
to search the UPPA AL model for import process.

4 Modeling Systems

P_UPPAAL uses the Probabilistic Transitions Systems for modeling the systems. Tt
allows us to add probabilities to the models.

4.1 Probabilistic Transitions Systems

As is pointed out in [4], Probabilistic transition systems (PTS for short) generalize
the well-known transition systems with probabilistic information. In a PTS, a tran-
sition does not lead to a single state but to a probability space whose sample space
is a set of states. The model we define is widely used (see e.g. [7]) and is also known
as Markov decision processes [8].

Let Distr(€2) denote the set of all probability distributions over the sample space
Q.
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Figure 2: An example of UPPAAL model and the P_.UPPAAL imported model,
respectively.

Definition 1. Probabilistic Transition Systems. A probabilistic transition system
(PTS for short) is a structure T = (s,—) where S is a set of states, and —C
X X Distr(S) is the transition relation. We write s — w for (s,m) €—. A PTS is
said to be a fully probabilistic transition systems (FPTS for short) if s > T As— p
= m = p. A rooted PTS (resp. FPTS) (T,s0)is PTS (resp. FPTS) equipped
with an initial state so € S. A PTS may be equipped with o proposition assignment
p:S — P(AP), where AP is a finite set of atoms and P(AP)the set of propositional
formula on AP. We define =C X x P(AP) by s |= g iff p(s) = g is a tautology.

We write s — whenever there is a 7 such that s — m; otherwise, we write s .
We let sup(m) = {s'|m(s") > 0}. We call s a sink state if s .

Let T = (S,—) be a PTS. A simple path in T is a finite sequence of states
0 = 808182 ... 8y, where for each 0 < i < n there exists m; € Distr(S) such that
si — m; and m;(s;+1) > 0. Let (i) denote the state in the i-th position. Let |o| be
the length of o and let first(c) = o(1) and last(o) = o(|o|). A simple path starting
from s € S is a simple path o with o(1) = s. A state ¢ is reachable from another
state s in T if there is a simple path in T with s = first(o) and t = last(o).

A full path in T is a sequence of states o being either a simple path with
last(o) -, or a infinite sequence. We denote by s — paths(T') and f — paths(T)
the sets of simple paths and fullpaths in T starting from s. Let reach(T,s) denote
the set of all states reachable from s in 7.

We now define a probability measure on the full paths of a FPTS F. For any
simple path o € s — paths(F), define oy = {r € f — paths(F)|oc < n} where
< is the classical prefix order on sequences. Let F(F) be the smallest o-fied on



f — paths(F) which contains o4 for each o € s — paths(F'). Let F(F) such that for
any o = $ps1 ...Sp € s — paths(F') such that for any o = s¢s1...5, € s — paths(F)
such that s; —p m; for all 4,0 < i < n:

PF,S(UT) = if (S = Sg)thenﬂg(sl) . 71'1(82) ot Wn_l(sn)else 0

We will write Pg4(0) to denote Pr s(o4). Intuitively, Pr (o) is the probability
of o in F' starting from s.

Any given PTS T defines a set of probabilistic executions, each one obtained
by iteratively scheduling one of the possible post-state distributions from each pre-
state, starting from a given state sop € S. Notice that the same state s of T" may
occur more than once during a probabilistic execution and each time a different
distribution from s may be scheduled. In order to distinguish such occurrences we
include in all states s of a probabilistic execution the past history of s which is
the unique path leading from the start state to s. Thus, a probabilistic execution
essentially defines a finite or infinite tree.

Definition 2. Probabilistic Execution A probabilistic execution of a PTS T =
(S,—71) is a FPTS F = (s —paths(T),—r) such that (¢ = p) < (3r : last(q) =1
T AVs € S:p(gs) =m(s))

We denote by execs(T, sg) the set of all probabilistic execution of T' rooted in
S0.

4.2 Graphical interface for modeling the system

P_UPPAAL provides three tabs: Editor, Simulator y RAPTURE. The first tab, the
Editor, is a graphical interface to draw the model. This graphical interface allows
us to describe and draw the probabilistic transition system.

The Editor is divided in two main panels:

e The left panel allows us to describe the processes, the variables, the system
and the templates, that will be part of the model. In variables, you can define
integral variables and channels that provide the synchronization between the
processes. In process, you can define the process from the different templates
defined before. Finally, in system, you can describe the processes that run in
parallel.

e The right panel allows us to draw the template as a PTS. Thus, we can draw
states (initial or not) and transitions and its guards, synchronizations, assign-
ments and probabilities.



The editor provides two modes to work, the selection mode and the transition
mode. The selection mode allows us to create new states or erase it. Furthermore,
it allows us to edit the state and transition properties; i.e, it edits the name of
the state and it checks if the state is initial, and, it edits the transitions properties:
guards, assignments, synchronizations between other processes through the channels
and probabilities. The mode transition allows us to draw the relations that connect
the states with transitions, but we have to change to the selection mode for add the
transitions properties seen before.

In the figure 2 , we can see the tab Editor selected with a simple model. This
model has been only designed with one process. First, it has three states: Idle, Start
and End.

5 Systems Simulator

The P_UPPAAL tab Simulator provides a way to validate the system under study.
We can check if the system behaviour is correct, i.e., if the system holds all the
design requirements that we have collected previously.

To check the model syntaxis, P_UPPAAL uses a parser in JAVA. The simulation
algorithm used by P_.UPPAAL is as follows:

1. Checks the guards.

2. Store the enabled transitions, if enabled transitions = () = Deadlock (The
simulation end)

3. Choose the transition or transitions (if there are synchronization).
4. Execute transition =

e Make the assignments.

e Make the synchronization.

5. Return to the beginning.

As you can see in figure 6, the simulator panel is divided in four different panels:
enabled transitions, simulator trace, variables and the system. The panel “Enabled
Transitions” collects the transitions that are enabled now. The panel “Simulation
Trace” shows the trace history, i.e., It shows the transitions that have been simulated
before. The panel “Variables” shows all the systems variables and its current value.
The last panel shows the running simulation.



Before running a simulation, you have to save the system modeled. After that,
you can start the simulation. The first step is to choose the transition to run, it
is made from the panel “Enabled transition”. Then you push Next button and the
generated trace is stored in the trace panel.

6 The Verification

The verification process is realized through the RAPTURE tool. To connect with
RAPTURE, P_.UPPAAL provides the RAPTURE tab. This tab is divided in two
parts. At the top, you can write the initial and final state, and the probability to
reach the final state from the initial state and, at the bottom, you can show the
RAPTURE output (figure 7).

6.1 RAPTURE

The context systems of RAPTURE are described in terms of Markov decision process
[8], also called probabilistic transition systems (PTS) or probabilistic automata.
This model allows to combine probabilistic and non-deterministic steps providing a
natural extension to traditional non-deterministic models. The choice of this model
is partly due to the fact that it is closed under parallel composition (which facilitates
modeling and compositional reasoning), but primarily because PTSs are amenable
to abstractions.

RAPTURE is focused on a restricted class of reachability properties. These
properties allow to specify that the probability of reaching a particular condition ¢
from any reachable state satisfying a given initial condition ¢; is smaller (or greater)
than a given probability p regardless of how non-deterministic choices of the model
are resolved.

RAPTURE is based on automatic abstraction and refinement [4]. The basic
idea is to use abstractions in order to reduce the high cost of the numerical analysis
involved in computing the minimum and maximum reachability probabilities for
PTSs. The abstractions considered are obtained via successive refinements, starting
from an initial coarse partitioning of the state space derived from the property
under study. For a given refinement the property is checked on the induced abstract
model, hopefully settling the property. However, the verdict may be inconclusive,
when threshold probability p happens to be between the calculated minimum and
the maximum abstract probabilities. In this case, the abstraction is further refined
and the property checked again. This process is successively repeated until either
the property is settled, or no further refinement is possible.



6.2 Computing Extremum Probabilities

For a given rooted PTS (T, sp) we are interested in the extremum probabilities of
reaching some final condition from a given initial condition. For any given formula
¢ € P(AP) we define the set of all minimal simple paths of 7' that end in a state
satisfying condition ¢ as:

Eg 2 {g € 5 — paths(T)|last(c) Er AVi,0 < i < |o|: o(i) =1 ~¢}

By recording history information in states, the above set characterizes uniquely
a set of simple paths of probabilistic executions of T'. We also use E:‘g to denote this
alternative characterization. It should be clear from the context which alternative
is used. We omit 7" in the notation whenever clear from context.

Definition 3. Extremum Probabilities The minimun and maximum probabilities of
reaching a final condition ¢5 from an initial condition ¢; in a rooted PTS (T, so)
equipped with o proposition assignment are defined respectively by

Zj?fo(@,qbf) S inf{Prs,(Xer)|s € reach(T,So)As |= ¢; A(F,s) € execs(T,s)} (1)

sTufo(@,gbf) = sup{Prs,(Xer)|s € reach(T, So)A\s |= ¢i N (F,s) € execs(T,s)} (2)

We talk of an extremum probability to refer to either the infimum or supremum
probability.

We use the shorthand P™/f(s) and P5*P(s) for Pép fo(s = s0,¢f) and P3% (s =
s0,¢f) respectively. We denote by I and F the sets of states satisfying ¢; and
¢y, respectively. Our aim is to efficiently compute Pi”f(I) £ infse[Pi”f(s) and
PSP (F) £ sup,c PP (s).

The equations 1 and 2 of definition 3define extremum probabilities, but do not
provide an effective way of computing them. However, it is well known [1, 2] that
Pinf and PP can be characterized as the least fixpoints of operators Fin/ Fsup =
(S = [0,1]) = (S — [0,1])) defined as follows. If s € F then F™/(f)(s)F*“P(f)(s) =
1. If s ¢ F then

mf / sup _
F ?55} Z and F = max Z (3)



Based on the above equations, two methods have been explored to compute
P/ (s) and P*"P(s). One can either compute the least fixpoints by iterative methods,
or the equations can be transformed into a linear optimization problem that can be
solved using classical techniques of linear programming. RAPTURE implements the
linear programming method.

We use a standard precomputation of certain sets of system states in order to
simplify the system before applying linear programming techniques. These sets are:
the set of all reachable states Reach, and for each p € {0, 1} the set of states having
infimum (resp. supremum) probability p of reaching ¢f. These latter sets of states
are denoted Pi:n({ , PP Pflf , and PP respectively. All of the above sets can be
computed using discrete fixpoint analysis [5] on a boolean abstraction of the system.

Based on the above precomputations our linear programming problems for com-
puting P™f and P*“P become as follows:

maximize P/ under the constraints

pinf < pinf(s) sel

) _ sup
Pz.nf(s) =0, s€PLy . n
Pnf(s) =1, s€ (FUP)

Pinf(s) =Yg PP(s"), s—mseS\(PIFTU PZ:nlf UF)

minimize P%“P under the constraints

psup > psup(s) sel
Psup(s) = 0, s € P )
psup(s) = 1, s € (FUPSP)

PsUP(s) =3 eg PP(s), s —mse S\(PZUPZYUF)

7 An example

Communication through unreliable media Let us describe a small example.
We will model a client and a server which communicate through two unreliable
channels (a channel for each way). The client has to send a sequence of M different
requests to the server. The server treats the request and send an acknowledgement.
If there is a failure (we suppose that the client can detect it), the client can retry
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Figure 4: The client process

twice to send the request. On completion, the sender emit the message CORR,
otherwise the message ERR will be emitted.
Global Declarations We first declare the set of channels:
channels: S_send,S_receive,S_lost,A _receives,A _receivecA _losts,A _lostc, START,CORR,ERR;
The two communication media: We define the SendLine and AckLine pro-
cesses(see figure 3). The field synchronizations allows us to define the set of channels
on which the process synchronize.
The Client process: The more complex process is the Client process that you
can see in the figure 4. This process owns two local variables. Their type is uint(2),
which means: 2-bits unsigned integers.

The Server process: Last, we have the (dummy) Server process that is shown
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Figure 5: The server process and the sender process, respectively.

in the figure 5.
The Simulation: See figure 6.

The property and the verification: To check is the probability to send
correctly one message. Let’s add the process sender into the system (see the figure 5).
To specify the property we set initial to “#Sender.idle” and final to “#Sender.end”

The output provides by RAPTURE can be seen in the figure 7. The property
is false, because the P**? < 0.5 on the stabilized partition of the system. As every
member of this partition are bisimulation equivalence classes, we get that P*"P =
0.975639513753 on the concrete system.

8 Conclusions

UPPAAL and P_UPPAAL provide us two ways for studying system correctness.
These ways are different from traditional bisimulation and testing. Both of them
are based in the same idea, i.e, “Verify the system”. One of them treats the temporal
behaviour and the other one treats the probabilistic behaviour respectively.

Thus, the UPPAAL tool treats system temporal behaviour. To make it, UP-
PAAL models are represented as networks of timed automata that allows us to
introduce the time through the variables named clocks. Furthermore, the timed
automata provide us the invariants and the guards that implements temporal re-
quirements.

On the other hand, P_.UPPAAL tool treats system probabilistic behaviour. As
UPPAAL uses timed automata, P_.UPPAAL uses probabilistic transitions systems
(PTS) to represent the model. And while UPPAAL uses invariants and guards,
P_UPPAAL adds a new transition field called probability that represents the prob-
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Figure 6: The system simulation

ability to make this transition.

Both of them, UPPAAL and P_.UPPAAL provide a way to validate the system.
In both, you can simulate the systems under study.

Finally, both UPPAAL and P_.UPPAAL can verify the system. UPPAAL uses
a symbolic model checking based on reachability analysis by constraint solving that
verify safety properties for example. However, P_.UPPAAL, through RAPTURE,
uses a reachability analysis based on probabilistic simulations over an abstraction of
the system that reduces the cost of the numerical analysis. This analysis calculates
the extremum probabilities (minimum and maximum) to reach a final condition from
a reachable state that holds a initial condition.

In short, P_.UPPAAL shows a different way to automatic verification for other
kind of properties.

Other main characteristic of P_.UPPAAL is that P_.UPPAAL is able to import
UPPAAL models. It is a important goal in this work, because it allows us to capture
the probabilistic behaviour of Real Time Systems. It means that P_UPPAAL can
connect with UPPAAL to expand UPPAAL features.
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9 Future Research

Although, P.UPPAAL is in a high degree of development, there are a several points
that have to be discussed into detail. For example, P_.UPPAAL models can be
exported to UPPAAL models. This idea is similar to the developed import process.
Thus, we might use the same principle: “PTS and Timed Automate are derived from
labeled transition systems”. Furthermore, if we extend this idea, we may generate
a label transition system that may be exported to all its derived classes.

Thus, because of the high degree of development, it is in time to prove the
system. To prove the system, we must introduce use cases. We are interested in
implementing the video standard MPEG-2 and Ghost Packet algorithm.

The reason for choosing MPEG-2 is due the fact that this protocol has been
widely studied, as pointed out in [9, 10]. The basis of MPEG-2 is that it addresses
the combining of one or more elementary streams of video and audio, as well as, other
data into single or multiple streams which are suitable for storage or transmission.

Ghost Packet algorithm is a new starvation and deadlock free routing algorithm
[3].

Much work is still left, but an other step has been made towards capturing
system behaviours and its verification.
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